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NEW QUESTION # 23
‘Which of the following statements is FALSE regarding Firewall rules using the Bypass action?

¢ A Firewall rules using the Bypass action allow incoming traffic to skip both Firewall and Intrusion Prevention analysis.

¢ B. Firewall rules using the Bypass action do not generate log events.

¢ C. Applying a Firewall rule using the Bypass action to traffic in one direction automatically applies the same action to traffic in
the other direction.

¢ D. Firewall rules using the Bypass action can be optimized, allowing traffic to flow as effi-ciently as ifa Deep Security Agent
was not there.

Answer: C

Explanation:

The Bypass action is directional; it does not automatically apply to both directions. If you wish to bypass both directions, you must
create separate rules for each. Options B, C, and D are true-bypass skips firewall and IPS analysis, does not log events, and
optimizes traffic flow.

Reference:

Trend Micro Deep Security Administrator's Guide, Firewall Bypass Action Section

NEW QUESTION # 24
Which of the following are valid methods for pre-approving software updates to prevent Ap-plication Control Events from being
triggered by the execution of the modified software? Select all that apply.

¢ A Once the mventory scan has run when Application Control is first enabled, there is no way to update the nventory to
incorporate modified software.

¢ B. Software updates performed by a Trusted Updater will be automatically approved.

¢ (. Maintenance mode can be enabled while completing the updates.

¢ D. Edit the mventory database file (AC.db) on the Agent computer to include the hash of the newly updated software. Save
the change and restart the Deep Security Agent. The software updates will now be approved.

Answer: B,C

Explanation:

Normally, you will want Application Control to alert you when there are any unexpected software updates. However, some updates
are expected and you will need provide allowances for these up-dates. Two methods for pre-approving software updates includes
maintenance mode and trusted installers.

Explication: Study Guide - page (303-304)

NEW QUESTION # 25
Which Deep Security Protection Modules can be used to provide runtime protection for the Kubernetes and Docker platforms?
Select all that apply.

A. Anti-Malware

B. Intrusion Prevention
C. Log Inspection

D. Integrity Monitoring

Answer: B,C,D

Explanation:

Container users can benefit from Kubernetes and Docker platform protection at runtime with Intrusion Prevention, Integrity
Monitoring and Log Inspection rules using the Deep Security Agent installed on the host. The Deep Security Intrusion Prevention
approach allows you to inspect both east-west and north-south traffic between containers and platform layers like Kubernetes.
Explication: Study Guide - page (353)

NEW QUESTION # 26
In the policy displayed in the exhibit, the state of the Web Reputation Protection Module is set to "Inherited (On)", while the state for
the other Protection Module is set to "On'. Why is the Web Reputation Protection Module displayed differently than the other
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¢ A Inthis exanple, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other
Protection Modules were turned on specifically in this child policy.

B. In this example, the state for the Web Reputation Protection Module is listed as "In-herited (On)" as it was inherited from
the default setting in the Base Policy.

C. The state for a Protection Module is always displayed as "Inherited (On)" until the module components are installed on the
Deep Security Agent.

D. In this example, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other
Protection Modules were turned on at the computer level.

Answer: A

NEW QUESTION # 27
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?

A. Intrusion Prevention
B. Firewall

C. Application Control
D. Integrity Monitoring

Answer: A

Explanation:

The event shows a "Reason' that references a specific rule (1000847 - OpenLDAP LDAP Server BIND Request DoS), an
"Action" of "Reset," and the event origin as "Agent." This format is specific to the Intrusion Prevention module, which detects and
responds to network exploits using assigned rules and provides detailed event logs including signature 1D, action taken, and protocol
mformation. The other modules do not use signature IDs or these response actions.

Reference:

Trend Micro Deep Security Administrator’'s Guide, Intrusion Prevention Events Section
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