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Fortinet FCP_FML_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Administrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing initial configurations such as selecting operation mode, system settings, and defining
protected domains. It also involves deploying FortiMail in high-availability clusters to ensure service
continuity.

Topic 2

Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

Topic 3

Email Security: This section of the exam measures skills of a Network Security Administrator and deals
with implementing security controls to filter and manage email threats. Candidates must configure session-
based filtering, spam detection methods, malware protection, APT mitigation, and content filtering. The
section also includes email archiving configurations for compliance and storage.

Topic 4

Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security
Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

Topic 5

Email Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer
and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.
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The exhibits display a topologydiagram of a FortiMail cluster (Topology) and the primary HA interface configuration of the Primary
FortiMail (HA Interface Configuration) Which three actions are recommended when configuring the primary FortiMail HA interface?
(Choose three.)

A. In the Virtual IP action drop-down list, select Use
B. In the Heartbeat status drop-down list, select Primary
C. In the Virtual IP address field, type 172.16.32.55/24
D. Disable Enable port monitor
E. In the Peer IP address field, type 172.16.32.57

Answer: A,C,E

NEW QUESTION # 38 



Refer to the exhibit, which shows an antivirus action profile.
What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)

A. The sanitized email will be sent to the recipient's personal quarantine.
B. A replacement message will be added to the email.
C. The original email will be sent to the system quarantine.
D. Virus content will be removed from the email.

Answer: B,D

NEW QUESTION # 39 
Which item is a supported one-time secure token for IBE authentication?

A. Certificate
B. SMS
C. FortiToken
D. Security question

Answer: D

NEW QUESTION # 40 
Refer to the exhibit which shows a command prompt output of a telnet command.

Which configuration change must you make to prevent the banner from displaying the FortiMail serial number?

A. Change the host name
B. Change the operation mode



C. Add a protected domain
D. Configure a local domain name

Answer: A

NEW QUESTION # 41 
A FortiMail administrator is investigating a sudden increase in DSNs being delivered to their protected domain. After searching the
logs, the administrator identities that the DSNs were not generated because of any outbound email sent from their organization.
Which FortiMail antispam technique can the administrator enable to prevent this scenario?

A. Spoofed header detection
B. Spam outbreak protection.
C. Bounce address tag validation
D. FortiGuard IP Reputation

Answer: C

NEW QUESTION # 42
......
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