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Microsoft MS-102 Exam Syllabus Topics:

Topic

Details

Topic 1

Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

Topic 2

Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 3

Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 4

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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Microsoft 365 Administrator Sample Questions (Q104-Q109):

NEW QUESTION # 104

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following
tasks:

* Create a sensitive info type named SIT1 based on a regular expression.

* Add a watermark to all new documents that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft Purview

Home

Compliance Manager

Data classification

Data connectors
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Reports
Solutions
H? Catalog

R App governance

B Audit
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Data loss prevention
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NEW QUESTION # 105
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.



Name | Platform BitLocker Drive Member of
Encryption |

Devicel | Windows 10 | Disabled O\ Group3

Device? | Windows 101} Disabled Group2, Group3

Device3 | Windows 10_| Disabled g | CI'O S{@idup2

The device compliance policies in Endpoint Manager are configured as shown in the following table.
a0

Name Platform . 1 Assigned
Policy! | Windows 10 and later _|d&Retuire Yes
Policy2 | Windows 10 and lateX** | Not configured Yes
Policy3 | Windows 1 a0dlater | Require No

The device compliance policies have the assignments shown in the following table.

For each of the following staterments, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is

worth one point.

Answer:
Explanation:

a\‘f\ (Lgicez is

Device3 is compliant.

m Microsoft

Statements

Yes

Devicel is compha t. Go\’ﬂ

QU

compliant.

Answer Area
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Explanation:

Answer Area

Statements
Devicel is compliant.

Device? is compliant.

Yes

Devices s compilll Vli YOS OFE




NEW QUESTION # 106

You have a Microsoft 365 subscription that uses a domain name of adatum.com,

In Microsoft Entra ID. you set Guest invite restrictions to Only users assigned to specific admin roles can invite guest users.
A user named used@adatum.corn reports that they can no longer invite external users from a domain namedcontoso.com to
collaborate in Microsoft Teairs.

You need to modify the Microsoft Entra ID configuration to meet the following requirements:

* Ensure that User] can mvite the contoso.comusers to Teams

* Ensure that only the contoso.com users can be invited as guests to the Microsoft Entra tenant.

* Follow the principle of least privilege

What should you do for each requirement' To answer, select the appropriate options in the answer area.

Answer Area

"
Ensure that User1 ¢an invite the contoso.com use(laR AN v |

Assign the Guest Inviter 16 talUsert

Assign the User Admimistrdtorrole to User1

Assign the Teams Admimistrator role to User

Add UsefMasa.fiouo owner to each team in Teams
Ensure that only the contoso.com users can be

the M

rosoft Entra lenant a3 |
From the Cross-tenant accesh/setti ngs, edit the Qutbound access settings.

From the External collaboration settings, edit the Collaboration restrictions settings

From the External collaboration settings, edit the Guest user access restrictions settings

Answer:

Explanation:

Answer Area

Ensure that User1 can invitggthexcontoso Eofuse® © Teding T
R
, Assign the Guest liwvitel oW to User1, |
Assign fhie ke AdminStrator Tolé to Dsér 1
Assign the Teams:administrator role to User1
Add Usefhasa aroup owner to each team in Teams
Ensure that only the contoso.com users can be
the Micro
Explanation:

Ensure that Userl can invite the contoso.comusers to Teams: Assign the Guest Inviter role to Userl

* Assigning the Guest Inviter role ensures that User1 has the necessary permissions to invite external users, such as those from
contoso.com, to Microsoft Tears.

Ensure that only the contoso.com users can be invited as guests to the Microsoft Entra tenant: From the External collaboration
settings, edit the Guest user access restrictions settings

* Modifying the Guest user access restrictions settings under External collaboration ensures that only users from specific domains,
like contoso.com, can be invited as guests to the Microsoft Entra tenant.

NEW QUESTION # 107

You have a Microsoft 365 subscription.

You need to review reports to identify the following:

* The storage usage of files stored in Microsoft Teams

* The number of active users per team

‘Which report should you review for each requirement? To answer, drag the appropriate reports to the correct requirerments. Each
report may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content



Report Requirements

| The device usage report in Teams

The storage usage of fil€s stored in Microsoft Teams:

Number of active users per Microsoft Team:

|
| The OneDrive usage report i
|

| The SharePoint site usage report

| The Teams usage report in Teams I

[The User activity rep&ﬁ—a—mM l ChosS Oft

Answer:
Explanation:
Report Requirements V
= = A/ \g
{The device usage report in Teams “ The st ®% stored in Microsoft Teams: || The SharePoint site usage report I

The OneDrive usage report

__________________ J r of active users per Microsoft Team: | The Teams usage report in Teams
i The SharePoint site usage report j &

::__:__:::__::__:-_;;:_ 60
The User activity report in Teams = h !] ic ros Oft . 0
Explanation:

Report Requirements

| The device usage report in Teams The storage usage'ef files stored in Microsoft Teams: | The SharePoint site usage report

The OneDrive usage report
I MNumberiof active users per Microsoft Team: | The Teams usage report in Teams

IThe SharePoint site usage report ‘

The Teams usage re; indeams

The User activity rep e F‘Jo S Oft

NEW QUESTION # 108
You have a Microsoft 365 ES subscription.
Users have the devices shown in the following table.

Name Platform

Devicel |Android
Device2 | Android
Device3 |iOS

Deviced |Windows 10
Device5 |Windows 10
Device6 |iOS

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?
[ ]
[ ]
[ ]
[ ]

Answer: B

A. Devicel, Device4, and Device6
B. Devicel, Device2, Device3, and Device6
C. Devicel, Device2, Device4, and Device5
D. Device2, Device3, and Device5

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on
devices that are and are not enrolled in Microsoft Endpoint Manager.

Reference:



httpsz//docs.microsoft.com/en-us/menvintune/apps/app-configuration-policies-overview

NEW QUESTION # 109
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