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about our MTCNA Exam Questions, you can contact us directly via email or online, and we will help you in the first time with our
kind and professional suggestions. All in all, our MTCNA training braindumps will never let you down.

Our MikroTik Exam Questions greatly help MikroTik Certified Network Associate Exam (MTCNA) exam candidates in their
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MTCNA PDF, web-based practice test, and desktop practice exam software formats, you can crack your MikroTik Certified
Network Associate Exam (MTCNA) certification test on first attempt and advance in the MikroTik industry.

MikroTik Certified Network Associate Exam Sample Questions (Q173-
Q178):

NEW QUESTION # 173
Ifa packet comes to a router and starts a new, previously unseen connection, which connection state would be applied to it?

A. no connection state would be applied to such packet
B. established

C. new

D. unknown

E. mvalid

Answer: C

Explanation:
MikroTik uses connection tracking to assign states to packets that pass through the router's firewall. When a packet initiates a
connection that is not previously tracked, it is marked as new.
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Connection states:

* new: First packet of'a new connection

* established: Part of an existing tracked connection

* related: New connection related to an existing one (e.g., FTP data channel)

* invalid: Unrecognized or malformed connection

* unknown: Used in very specific or rare circunstances (not common in [P-based networks) Therefore:
* A#fIncorrect - All packets entering the firewall are tracked

* B#Correct - This is a new connection

* C.#ncorrect - "unknown'" is not used for typical traffic

* D.#Incorrect - Not nvalid unless malformed or contextless

* E#ncorrect - This is not an existing connection

Extract from Official MTCNA Course Material - Firewall Connection States:

"A packet that begins a new connection is marked as 'new'. Connection tracking then continues monitoring that session." Extract
from Rene Meneses MTCNA Study Guide - Connection Tracking;

"New connections receive the 'new' state. Firewall rules often start by permitting or blocking 'new' and
'established' states."

Extract from MikroTik Wiki - Firewall and Connection States:

"State=new is assigned when no existing connection entry matches the incoming packet."

NEW QUESTION # 174
Which of the following protocols uses both TCP and UDP?

A.FTP
B. SMTP
C. Telnet
D. DNS

Answer: D

Explanation:

DNS (Domain Name System) can use both UDP and TCP. Typically:

* UDP port 53 is used for standard DNS queries due to its lower overhead.

* TCP port 53 is used for DNS zone transfers and when DNS responses exceed the UDP packet size (e.g., DNSSEC).
MTCNA Course Material - Protocol Overview:

"DNS uses UDP port 53 for standard queries and TCP port 53 for zone transfers or large responses." Rene Meneses MTCNA
Study Guide - Protocol Functions:

"DNS can operate over UDP and TCP. UDP is faster and used for most lookups. TCP is used when the payload is too large or for
zone transfers." MikroTik Wiki- DNS Protocols:

"DNS primarily uses UDP 53. For zone transfers (AXFR), TCP 53 is used." Other options:

* A. FTP uses TCP (ports 20/21)

* B. SMTP uses TCP (port 25)

* C. Telnet uses TCP (port 23)

Only DNS uses both TCP and UDP.

NEW QUESTION # 175

You have a DHCP server on your MikroTik router. The IP addresses 10.1.2.2-10.2.2.20 are distributed in the DHCP network.
Additionally, 3 static IP address are defined for your servers: 10.1.2.31-10.1.2.33.

After a while 20 more IP addresses need to be distributed in the network. It is possible to distribute the extra IP address without
adding another DHCP Server:

o A True
o B. False

Answer: B

NEW QUESTION # 176
What is the default protocol/port of (secure) winbox?



A. TCP/8291
B. UDP/5678
C. TCP/8080
D. TCP/22

Answer: A

Explanation:

Winbox is the graphical configuration utility for MikroTik routers. By default, Winbox connects to RouterOS over TCP port 8291.
* A#UDP/5678 - Used for Winbox neighbor discovery, not for connecting.

* B#TCP/22 - SSH service.

* CHTCP/8291 - Default and official port for Winbox connections.

* DA#TCP/8080 - Often used for HTTP proxy; unrelated to Winbox.

Extract from MTCNA Course Material - RouterOS Access Methods:
"Winbox uses TCP port 8291 to establish connections to RouterOS."

Extract from Rene Meneses MTCNA Study Guide - Access Tools:

"Winbox connects via TCP 8291. Neighbor discovery uses UDP 5678."
Extract from MikroTik Wiki - Winbox Port Info:

"TCP/8291 is the default port for Winbox. Ensure it is not blocked by firewall."

NEW QUESTION # 177
In order to use dynamic keys in your wireless security profile for an AP, you MUST set up the dhcp server to provide the dynamic
keys.

o A true
o B. false

Answer: B

NEW QUESTION # 178
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