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Salesforce Certified MuleSoft Integration Architect I Sample Questions (Q33-
Q38):

NEW QUESTION # 33

‘What approach configures an API gateway to hide sensitive data exchanged between API consumers and API implementations, but
can convert tokenized fields back to their original value for other API requests or responses, without having to recode the API
implementations?

e A Create a tokenization format and use it to apply a tokenization policy in an API gateway to replace sensitive fields in
message payload with similarly formatted tokenized values, and apply a corresponding detokenization policy to return the
original values to other APIs

¢ B. Create both masking and tokenization formats and use both to apply a tokenization policy in an API gateway to mask
sensitive values in message payloads withcharacters, and apply a corresponding detokenization policy to return the original
values to other APIs

e C. Create a masking format and use it to apply a tokenization policy in an API gateway to mask sensitive values in message
payloads with characters, and apply a corresponding detokenization policy to return the original values to other APIs

e D. Use a field-level encryption policy in an API gateway to replace sensitive fields in message payload with encrypted values,
and apply a corresponding field-level decryption policy to return the original values to other APIs

Answer: A

Explanation:

To hide sensitive data exchanged between API consumers and API implementations while allowing the conversion of tokenized
fields back to their original values for other API requests or responses, the best approach is to use tokenization. This involves:

* Tokenization Format: Create a tokenization format that will be used to apply a tokenization policy in the API gateway. This format
ensures that sensitive fields in message payloads are replaced with tokenized values that maintain a similar format, making them less
recognizable as sensitive data.

* Tokenization Policy: Apply a tokenization policy in the API gateway that replaces sensitive data with tokenized values.

* Detokenization Policy: Apply a corresponding detokenization policy in the API gateway to convert tokenized values back to their
original values when required by other APIs.

This method does not require recoding the API implementations and ensures that sensitive data is protected while still being
accessible in its original form when necessary.

References

* MuleSoft Documentation on Tokenization Policies

* API Gateway Security Best Practices

NEW QUESTION # 34

Mule application muleA deployed in cloudhub uses Object Store v2 to share data across instances. As a part of new requirement ,
application muleB which is deployed in same region wants to access this Object Store.

Which of the following option you would suggest which will have mnimum latency in this scenario?

A. Object Store REST API

B. Object Store of one mule application cannot be accessed by other mule application.
C. Object Store connector

D. Both of the above option will have same latency

Answer: A

Explanation:

V2 Rest API is recommended for on premise applications to access Object Store. It also comes with overhead of encryption and
security of using rest api. With Object Store v2, the API call is localized to the same data center as the Runtime Manager app.

But in this case requirement is to access the OS of other mule application and not the same nuile application.

You can configure a Mule app to use the Object Store REST API to store and retrieve values from an object store in another Mule
app.

However, Object Store v2 is not designed for app-to-app commumication.

NEW QUESTION # 35
A Mule application uses the Database connector.



‘What condition can the Mule application automatically adjust to or recover from without needing to restart or redeploy the Mule
application?

A. The credentials for accessing the database have been updated and the previous credentials are no longer valid

B. The database server was unavailable for four hours due to a major outage but is now fully operational again

C. One of the stored procedures being called by the Mule application has been renamed

D. The database server has been updated and hence the database driver library/JAR needs a mnor version upgrade

Answer: B

Explanation:

* Any change in the application will require a restart except when the issue outside the app. For below situations , you would need
to redeploy the code after doing necessary changes

-- One of the stored procedures being called by the Mule application has been renamed. In this case, in the Mule application you
will have to do changes to accommodate the new stored procedure name.

-- Required redesign of Mule applications to follow microservice architecture principles. As code is changed, deployment is must
-- Ifthe credentials changed and you need to update the connector or the properties.

-- The credentials for accessing the database have been updated and the previous credentials are no longer valid. In this situation
you need to restart or redeploy depending on how credentials are configured in Mule application.

* So Correct answer is The database server was unavailable for four hours due to a major outage but is now fully operational again
as this is the only external issue to application.

NEW QUESTION # 36
An integration team uses Anypoint Platform and follows MuleSoft's recommended approach to full lifecycle API development.
Which step should the team's API designer take before the API developers implement the AP! Specification?

A. Use the scaffolding capability of Anypoint Studio to create an API portal based on the API specification
B. Use API Manager to version the API specification

C. Publish the API specification to Exchange and solicit feedback from the API's consumers

D. Generate test cases using MUnit so the API developers can observe the results of running the API

Answer: C

NEW QUESTION # 37

An organization's IT team follows an API-led connectivity approach and must use Anypoint Platform to implement a System AP\
that securely accesses customer data. The organization uses Salesforce as the system of record for all customer data, and its most
important objective is to reduce the overall development time to release the System API.

The team's integration architect has identified four different approaches to access the customer data from within the implementation
of'the System API by using different Anypoint Connectors that all meet the technical requirements of the project.

A. Use the Anypoint Connector for Salesforce to connect to the Salesforce APIs to directly access the customer data

B. Use the Anypoint Connector tor FTP to download a file containing a recent near-real time extract of the customer data
C. Use the Anypoint Connector for HTTP to connect to the Salesforce APISs to directly access the customer data

D. Use the Anypoint Connector for Database to connect to a MySQL database to access a copy of the customer data

Answer: A

Explanation:

To reduce the overall development time to release the System API, the most efficient approach is to use the Anypoint Connector for
Salesforce. This connector is specifically designed to interact with Salesforce APIs, providing a seamless and optimized way to
access customer data directly from Salesforce. Using this connector simplifies development, reduces conmplexity, and leverages built-
in capabilities for authentication and data retrieval, ensuring a faster and more secure implementation.

References:

* Anypoint Connector for Salesforce

* Connecting to Salesforce with Anypoint Platform

NEW QUESTION # 38
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