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10. Frage

An organization is the victim of an attack in which an attacker intercepts messages between two parties before transferring them to
the correct destination.

What is the type of cyberattack described in this scenario?

o A, Man-in-the-middle attack
¢ B. Credential stuffing
e C. Pharming
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¢ D. Social engineering
Antwort: A

Begrindung;

Aman-in-the-middle (MITM) attackoccurs when an attacker secretly intercepts and relays communication between two parties.
This allows the attacker to steal data, modify messages, or inject malicious content without the victims' knowledge.

* Credential stuffingreuses stolen login credentials but does not involve interception.

* Social engineeringmanipulates users rather than intercepting messages.

* Pharmingredirects users to fraudulent websites, but it does not intercept communication.

11. Frage
Which statement describes the Integrity tenet of IT security?

A. Tt requires the encryption of sensitive data transmission.

B. It requires that network applications be accessible to users.
C. It involves keeping systens accessible for network users.
D. It involves transmitting network data without any errors.

Antwort: D

Begrindung;

Integrityin IT security ensures that data remains accurate, unaltered, and trustworthy throughout its lifecycle.

This means that data transmission should occurwithout errorsand should not be modified by unauthorized parties. Mechanisis like
checksums, hashing, and digital signatures help maintain integrity.

* Encryption (B)enhances confidentiality, not ntegrity.

* Accessibility (C and D)relates to availability, not integrity.

12. Frage
What is a CIA triad component that involves keeping systens accessible for network users?

A. Availability

B. Integrity

C. Confidentiality
D. Innovation

Antwort: A

Begrindung;

Availabilityensures that systems, applications, and data remain accessible and operational for authorized users when needed.
Organizations implement redundancy, faillover mechanisims, and backup systems to maintain availability.

* Integrityensures that data remains accurate and unchanged.

* Confidentialityprotects sensitive data from unauthorized access.

* Innovationis not a component of the CIA triad.

13. Frage
What is the layer of the OSI model that creates, maintains, and disconnects process communications over the network?

A. Transport
B. Session
C. Data link
D. Physical

Antwort: B

Begrindung;
TheSession layer(Layer 5 of the OSI model) is responsible for establishing, maintaining, and terminating communication sessions
between network applications. It ensures that data exchanges remain synchronized and structured.



* Data link layerhandles error detection and frame transmission.
* Physical layerdeals with hardware-level transmission.
* Transport layerensures reliable data delivery but does not manage sessions.

14. Frage
‘Which CIA triad component is a driver for enabling role-based access controls?

A. Availability

B. Integrity
C. Confidentiality

D. Consistency

Antwort: C

Begrindung;

Confidentialityensures that sensitive information is only accessible to authorized individuals.Role-Based Access Control
(RBAC)enforces confidentiality by restricting access based on a user's role within an organization, ensuring that only authorized users
can view or modify certain data.

* Integrityensures data is not altered improperly.

* Availabilityensures access to resources but does not manage permissions.

* Consistencyis not a CIA triad component.
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