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10. Frage
Refer to the exhibit, which shows the current network topology.
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Iy |VLAN 201

You are deploying a new wireless solution with an Aruba Mobility Master (MM). Aruba Mobility Controllers (MCs). and campus
APs (CAPs). The solution will Include a WLAN that uses Tunnel for the forwarding mode and Implements WPA3-Enterprise
security What is a guideline for setting up the vian for wireless devices connected to the WLAN?

A. Use wireless user roles to assign the devices to different VLANS in the 100-150 range
B. Assign the WLAN to a named VLAN which specified 100-150 as the range of IDs.
C. Assign the WLAN to a single new VLAN which is dedicated to wireless users

D. Use wireless user roles to assign the devices to a range of new vian IDs.

Antwort: A

Begriindung;

When setting up VLANS for a wireless solution with an Aruba Mobility Master (MM), Aruba Mobility Controllers (MCs), and
campus APs (CAPs), it is recommended to use wireless user roles to assign devices to different VLANS. This allows for greater
flexibility and control over network resources and policies applied to different user groups. Wireless user roles can dynamically
assign devices to the appropriate VLAN based on a variety of criteria such as user identity, device type, location, and the resources
they need to access. This approach aligns with the ArubaOS features that leverage user roles for network access control, as detailed
in Aruba's configuration and administration guides.

11. Frage
A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps. What is one benefit
of'adding Aruba Airwave from the perspective of forensics?

A. ArWave enables low level debugging on the devices across the ArubaOS solution

B. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution

C. Airwave can provide more advanced authentication and access control services for the AmbaOS solution
D. Airwave retains information about the network for much longer periods than ArubaOS solution

Antwort: D

Begriindung;

Adding Aruba Airwave to an Aruba solution that includes a Mobility Master (MM), Mobility Controllers (MCs), and campus APs
offers several benefits, notably in the realm of network forensics. One of the significant advantages is that Airwave can retain detailed
mformation about the network for much longer periods than what is typically possible with just ArubaOS solutions. This extensive
data retention is crucial for forensic analysis, allowing network administrators and security professionals to conduct thorough
mvestigations of past incidents. With access to historical data, professionals can identify trends, pinpoint security breaches, and
understand the impact of specific changes or events within the network over time.

References:

Aruba's official product documentation and user guides for Airwave and ArubaOS, which outline features, benefits, and use cases
related to network management and forensic capabilities.

Industry case studies and whitepapers that discuss the implementation and advantages of integrating Airwave into existing network
infrastructure for enhanced monitoring and security.



12. Frage
What is a guideline for deploying Aruba ClearPass Device Insight?

A. Deploy a Device Insight Collector at every site in the corporate WAN to reduce the impact on WAN links.

B. Configure remote mirroring on access layer Aruba switches, using Device Insight Analyzer as the destination IP.

C. For companies with mutltiple sites, deploy a pair of Device Insight Collectors at the HQ or the central data center.

D. Make sure that Aruba devices trust the root CA certificate for the ClearPass Device Insight Analyzer's HTTPS certificate.

Antwort: C

Begrindung;

For deploying Aruba ClearPass Device Insight effectively, especially in environments with multiple sites, it is recommended to deploy
a pair of Device Insight Collectors at the headquarters or the central data center. This deployment strategy helps in centralizing the
data collection and analysis, which simplifies management and enhances performance by reducing the data load on the WAN links
connecting different sites. Centralizing the collectors at a major site or data center allows for better scalability and reliability of the
network management system. This configuration also aids in achieving a more consistent and comprehensive monitoring and analysis
of the devices across the network, ensuring that the security and management policies are uniformly applied. This recommendation is
based on best practices for network architecture design, particularly those discussed in Aruba's deployment guides and network
management strategies.

13. Frage
What is a Key feature of me ArubaOS firewall?

e A The firewall Includes application layer gateways (ALGs). which it uses to filter Web traffic based on the reputation of the
destination web site.

¢ B. The firewall examines all traffic at Layer 2 through Layer 4 and uses source IP addresses as the primary way to determine
how to control traffic.

e C. The firewall is stateful which means that n can track client sessions and automatically allow return traffic for permitted
sessions

e D. The firewall is designed to fitter traffic primarily based on wireless 802.11 headers, making it ideal for mobility
environments

Antwort: C

Begrindung;

The ArubaOS firewall is a stateful firewall, meaning that it can track the state of active sessions and can make decisions based on the
context of the traffic. This stateful inspection capability allows it to automatically allow return traffic for sessions that it has permitted,
thereby enabling seamless two-way communication for authorized users while maintaining the security posture of the
network.References:

ArubaOSs firewall documentation.

14. Frage

A company is deploying AOS-CX switches to support 114 employees, which will tunnel client traffic to an HPE Aruba Networking
Mobility Controller (MC) for the MC to apply firewall policies and deep packet inspection (DPI). This MC will be dedicated to
receiving traffic from the AOS-CX switches.

What are the licensing requirements for the MC?

A. One PEF license per switch, and one WCC license per switch
B. One PEF license per switch

C. One AP license per switch

D. One AP license per switch, and one PEF license per switch

Antwort: B

Begriindung;

The scenario involves AOS-CX switches tunneling client traffic to an HPE Aruba Networking Mobility Controller (MC) in an AOS-
8 architecture. The MC will apply firewall policies and perform deep packet inspection (DPI) on the tunneled traffic. The MC is
dedicated to receiving traffic from the AOS-CX switches, and there are 114 employees (implying 114 potential clients). The
question asks about the licensing requirements for the MC.



Tunneling from AOS-CX Switches to MC: In this setup, the AOS-CX switches act as Layer 2 devices, tunneling client traffic to the
MC using a mechanism like GRE or VXLAN (though GRE is more common in AOS-8). The MC treats the tunneled traffic as if'it
were coming from wireless clients, applying firewall policies and DPI.

Licensing in AOS-8:

AP License (Access Point License): Required for each AP managed by the MC. Since the scenario involves AOS-CX switches
tunneling traffic, not APs, AP licenses are not required.

PEF License (Policy Enforcement Firewall License): Required to enable the stateful firewall and DPI features on the MC. The PEF
license is based on the number of devices (e.g., switches, APs) or users that the MC processes traffic for. In this case, the MC is
processing traffic from AOS-CX switches, and the license is typically per switch (not per user or employee).

WCC License (Web Content Classification License): An optional license that enhances DPI by enabling URL-based filtering and
web content classification. This is not mentioned as a requirement in the scenario.

Option A, "One PEF license per switch," is correct. Since the MC is dedicated to receiving traffic from the AOS-CX switches, and
the MC will apply firewall policies and DPI, a PEF license is required. In AOS-8, when switches tunnel traffic to an MC, the PEF
license is typically required per switch (not per user). With 114 employees, the number of switches is not specified, but the licensing
model is per switch, so one PEF license per switch is needed.

Option B, "One PEF license per switch, and one WCC license per switch," is incorrect. While a PEF license is required, a WCC
license is not mentioned as a requirement. WCC is for advanced web filtering, which is not specified in the scenario.

Option C, "One AP license per switch," is incorrect. AP licenses are for managing APs, not switches. Since the scenario involves
switches tunneling traffic, not APs, AP licenses are not required.

Option D, "One AP license per switch, and one PEF license per switch," is incorrect for the same reason as Option C. AP licenses
are not needed, but the PEF license per switch is correct.

The HPE Aruba Networking AOS-8 8.11 User Guide states:

"The Policy Enforcement Firewall (PEF) license is required on the Mobility Controller to enable stateful firewall policies and deep
packet mnspection (DPI). When AOS-CX switches tunnel client traffic to the MC for firewall processing, a PEF license is required
for each switch. The license is based on the number of devices (e.g., switches) sending traffic to the MC, not the number of users.
For example, if 10 switches tunnel traffic to the MC, 10 PEF licenses are required." (Page 375, Licensing Requirements Section)
Additionally, the HPE Aruba Networking Licensing Guide notes:

"PEF licenses on the Mobility Controller are required for firewall and DPI features. In deployments where switches tunnel traffic to
the MC, the PEF license is typically per switch. AP licenses are not required unless the MC is managing APs. The Web Content
Classification (WCC) license is optional and only needed for advanced URL filtering, which is not required for basic DPL." (Page
15, PEF Licensing Section)

HPE Aruba Networking AOS-8 8.11 User Guide, Licensing Requirements Section, Page 375.
HPE Aruba Networking Licensing Guide, PEF Licensing Section, Page 15.
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