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Study Guide. Up to now, there are three versions of 100-150 exam materials for your reference. They are PDF, software and app
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Cisco Certified Support Technician (CCST) Networking Sample Questions
(Q31-Q36):
NEW QUESTION # 31 
Which two pieces of information should you include when you initially create a support ticket? (Choose 2.)

A. A detailed description of the fault
B. A description of the conditions when the fault occurs
C. The description of the top-down fault-finding procedure
D. The actions taken to resolve the fault
E. Details about the computers connected to the network

Answer: A,B

Explanation:
Statement A: "A detailed description of the fault." This is essential for support staff to understand the nature of the problem and begin
troubleshooting effectively.
Statement C: "A description of the conditions when the fault occurs." This helps in reproducing the issue and identifying patterns that
might indicate the cause of the fault.
Statement B: "Details about the computers connected to the network." While useful, this is not as immediately critical as
understanding the fault itself and the conditions under which it occurs.
Statement D: "The actions taken to resolve the fault." This is important but typically follows the initial report.
Statement E: "The description of the top-down fault-finding procedure." This is more of a troubleshooting methodology than
information typically included in an initial support ticket.
Reference: Best Practices for Submitting Support Tickets: Support Ticket Guidelines

NEW QUESTION # 32 
How does low bandwidth affect network performance?

A. Decreases latency
B. Increases latency
C. Increases throughput
D. Has no effect on latency

Answer: B

NEW QUESTION # 33 
Which address is included in the 192.168.200.0/24 network?

A. 192.168.199.13
B. 192.168.201.13
C. 192.168.200.13
D. 192.168.1.13

Answer: C

Explanation:
* 192.168.200.0/24 Network: This subnet includes all addresses from 192.168.200.0 to 192.168.200.255.
The /24 indicates a subnet mask of 255.255.255.0, which allows for 256 addresses.
* 192.168.199.13: This address is in the 192.168.199.0/24 subnet, not the 192.168.200.0/24 subnet.
* 192.168.200.13: This address is within the 192.168.200.0/24 subnet.
* 192.168.201.13: This address is in the 192.168.201.0/24 subnet, not the 192.168.200.0/24 subnet.
* 192.168.1.13: This address is in the 192.168.1.0/24 subnet, not the 192.168.200.0/24 subnet.
Reference: * Subnetting Guide: Subnetting Basics



NEW QUESTION # 34 
A user reports that a company website is not available. The help desk technician issues a tracert command to determine if the server
hosting the website is reachable over the network. The output of the command is shown as follows:

What can you tell from the command output?

A. Requests to the web server at 192.168.1.10 are being delayed and time out.
B. The server address 192.168.1.10 is being blocked by a firewall on the router at hop 3.
C. The router at hop 3 is not forwarding packets to the IP address 192.168.1.10.
D. The server with the address 192.168.1.10 is reachable over the network.

Answer: D

Explanation:
The tracert command output shows the path taken to reach the destination IP address, 192.168.1.10. The command output
indicates:
*Hops 1 and 2 are successfully reached.
*Hop 3 times out, meaning the router at hop 3 did not respond to the tracert request. However, this does not necessarily indicate a
problem with forwarding packets, as some routers may be configured to block or not respond to ICMP requests.
*Hops 4 and 5 are successfully reached, with hop 5 being the destination IP 192.168.1.10, indicating that the server is reachable.
Thus, the correct answer is C. The server with the address 192.168.1.10 is reachable over the network.
References :=
*Cisco Traceroute Command
*Understanding Traceroute
The tracert command output indicates that the server with the address 192.168.1.10 is reachable over the network. The asterisk (*)
at hop 3 suggests that the probe sent to that hop did not return a response, which could be due to a variety of reasons such as a
firewall blocking ICMP packets or the router at that hop being configured not to respond to ICMP requests. However, since the
subsequent hops (4 and 5) are showing response times, it means that the packets are indeed getting through and the server is
reachable12.
References :=
*How to Use Traceroute Command to Read Its Results
*How to Use the Tracert Command in Windows

NEW QUESTION # 35 
An app on a user's computer is having problems downloading data. The app uses the following URL to download data:
https://www.companypro.net:7100/api
You need to use Wireshark to capture packets sent to and received from that URL.
Which Wireshark filter options would you use to filter the results? Complete the command by selecting the correct option from each
drop-down list.
Note: You will receive partial credit for each correct selection.



Answer:

Explanation:

Explanation:
To capture packets sent to and received from the URL https://www.companypro.net:7100/api using Wireshark, you would use the
following filter options:
* Protocol: tcp
* Filter Type: port
* Port Number: 7100
This filter setup in Wireshark will display all TCP packets that are sent to or received from port 7100, which is the port specified in
the URL for the API service. Since HTTPS typically uses TCP as the transport layer protocol, filtering by TCP and the specific port
number will help isolate the relevant packets for troubleshooting the app's data download issues.
* cp: The app is using HTTPS, which relies on the TCP protocol for communication.
* port: The specific port number used by the application, which in this case is 7100.
* 7100: This is the port specified in the URL (https://www.companypro.net:7100/api).
This filter will capture all TCP traffic on port 7100, allowing you to analyze the packets related to the application's data download.
References:
* Wireshark Filters: Wireshark Display Filters

NEW QUESTION # 36
......
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