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Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q49-Q54):
NEW QUESTION # 49 
Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. Customers can encrypt data in their file system using their own Vault encryption key.
B. Customers can encrypt the communication to a mount target via export options.
C. Communication with file systems in a mount target is encrypted via HTTPS.
D. File systems use Oracle-managed keys by default.

Answer: A,D

Explanation:
Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.
B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault
service. This gives customers control over their encryption keys and enhances data security.
D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the customer.
Incorrect Statements:
A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.
C . Encryption of communication to a mount target is handled via network configurations, not through export options.
Reference:
Oracle Cloud Infrastructure Documentation: File Storage Encryption

NEW QUESTION # 50 
Why is the Network Visualizer tool valuable for managing virtual network infrastructure on OCI?

A. It provides detailed information about the physical network components.
B. It visualizes the topology of all VCNS in a selected region and tenancy.
C. It offers real-time monitoring of network traffic.
D. It generates automated reports on network performance metrics.

Answer: B

Explanation:
The Network Visualizer tool in Oracle Cloud Infrastructure is valuable because it visualizes the topology of all Virtual Cloud
Networks (VCNs) in a selected region and tenancy.
Topology Visualization: The Network Visualizer provides a graphical representation of the network components and their
relationships within a VCN, including subnets, route tables, gateways, and security lists. This visualization helps users understand the
network architecture and troubleshoot issues effectively.
Other Options:
Real-time monitoring of network traffic (B), detailed information about physical network components (C), and automated reports on
network performance metrics (D) are not the primary functions of the Network Visualizer. These functionalities are typically handled
by other OCI services or tools.
Relevant OCI Documentation:
Network Visualizer Overview
This documentation details the features and benefits of the Network Visualizer tool in OCI.
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What would happen if you choose not to proactively reboot the instance before the scheduled maintenance due date?

A. The instance is either reboot-migrated or rebuilt in place for you.
B. The instance will get terminated.
C. You will receive another notification to reboot within the next 14 days.
D. You will receive another notification to reboot within the next 7 days.

Answer: A

Explanation:
In OCI, if you choose not to proactively reboot your instance before the scheduled maintenance due date, the system will handle the
maintenance automatically to ensure that the instance remains operational.
Reboot-Migration or Rebuild in Place: If you don't reboot the instance yourself, OCI will automatically perform a reboot-migration
or rebuild in place for the instance. This ensures that the instance is moved to new hardware or updated without your intervention,
maintaining uptime and applying necessary updates or fixes.
Impact on Instance: The exact action taken (reboot-migration or rebuild in place) depends on the type of maintenance required.
However, either action will temporarily interrupt the instance, typically involving a reboot, but the instance's data and configuration
will be preserved.
Relevant OCI Documentation:
Instance Maintenance
OCI Maintenance Events
These references discuss the procedures and options available for handling instance maintenance in OCI.

NEW QUESTION # 52 
What is a key advantage of utilizing administrator roles for access control within OCI IAM identity domains?

A. Can be used to grant access to resources outside the identity domain
B. Provide granular control over user access to specific compartments
C. Simplify access management by eliminating policy creation
D. Offer a wider range of permission combinations

Answer: C

Explanation:
In Oracle Cloud Infrastructure (OCI) Identity and Access Management (IAM), administrator roles play a significant role in managing
access:
Simplification of Access Management: Utilizing administrator roles allows you to simplify access management by eliminating the need
to create complex IAM policies manually. These roles come with predefined permissions that cover common administrative tasks,
reducing the effort needed to manage access controls.
Granular Control: While administrator roles provide a broad range of permissions, they may not offer the same level of granularity as
custom policies.
Other Benefits:
Offer a wider range of permission combinations (A): While custom policies can offer more specific combinations, administrator roles
are designed to cover a broad range of tasks.
Granting Access Outside Identity Domain (C): Administrator roles are generally scoped to their identity domain and do not provide
cross-domain access.
Granular Control (D): Although administrator roles simplify management, custom policies are typically used when granular control
over specific compartments or resources is needed.
Relevant OCI Documentation:
OCI IAM Roles Overview
This resource provides detailed information on how roles and policies are used in OCI to manage access.

NEW QUESTION # 53 
Which components are required for establishing remote peering between two Virtual Cloud Networks (VCNs) in Oracle Cloud
Infrastructure (OCI)?

A. Two VCNs with nonoverlapping CIDRS in different regions, a dynamic routing gateway (DRG) attached to each VCN, a
remote peering connection (RPC) on each DRG, and a connection established between the RPCs.
B. Two VCNs with nonoverlapping CIDRS in the same region, a dynamic routing gateway (DRG) attached to each VCN,



and a direct connection between the DRGs.
C. A single VCN with nonoverlapping CIDRS in each region, a dynamic routing gateway (DRG) attached to each VCN, and
a direct connection between the DRGS.
D. Two VCNs with overlapping CIDRS in different regions, a virtual private network (VPN) gateway attached to each
VCN, and a direct connection between the VPN gateways.

Answer: A

Explanation:
Remote peering in Oracle Cloud Infrastructure allows two VCNs in different regions to communicate securely. To establish remote
peering, the following components are required:
Two VCNs with Nonoverlapping CIDRs:
The CIDR blocks of the two VCNs must not overlap. This is crucial to avoid routing conflicts and ensure that traffic is correctly
routed between the VCNs.
Dynamic Routing Gateway (DRG) Attached to Each VCN:
A DRG is a virtual router that provides a path for traffic between the VCN and networks outside the VCN, such as other VCNs via
remote peering, on-premises networks, or other cloud services. Each VCN needs its own DRG.
Remote Peering Connection (RPC):
An RPC is a specialized connection on the DRG used specifically for remote peering. You need to create an RPC on each DRG
associated with the VCNs you wish to peer.
Connection Between RPCs:
Finally, a connection must be established between the RPCs of the two DRGs. This connection facilitates the secure and private
exchange of traffic between the VCNs over Oracle's backbone network.
Incorrect Options:
Option A involves a single VCN, which does not fulfill the requirement of remote peering between two VCNs.
Option B involves overlapping CIDRs and VPN gateways, which are incorrect for remote peering.
Option C suggests peering within the same region, which would be considered local peering rather than remote peering.
Relevant OCI Documentation:
OCI Remote VCN Peering
Dynamic Routing Gateway (DRG) Overview
These resources provide a detailed guide on configuring remote peering in OCI, ensuring secure and effective communication
between VCNs across regions.
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