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ISACA Certified Information Security Manager Sample Questions (Q315-
Q320):

NEW QUESTION # 315
Which of'the following would be MOST effective in reducing the impact of a distributed denial of service (DDoS) attack?

A. Block the attack at the source.

B. Impose state limits on servers.

C. Spread a site across muiltiple ISPs.
D. Harden network security.

Answer: C

NEW QUESTION # 316
Which of'the following Is MOST useful to an information security manager when conducting a post-incident review of an attack?

A. Location of the attacker

B. Cost of the attack to the organization

C. Details from intrusion detection system (IDS) logs
D. Method of operation used by the attacker

Answer: D

NEW QUESTION # 317
Which of the following is the MOST important action to take when engaging third-party consultants to conduct an attack and
penetration test?

A. Provide clear directions to IT staff

B. Establish clear rules of engagement

C. Request a list of the software to be used

D. Monitor intrusion detection system (IDS) and firewall logs closely

Answer: B

Explanation:

Explanation/Reference:

Explanation:

It is critical to establish a clear understanding on what is permissible during the engagement. Otherwise, the tester may nadvertently
trigger a system outage or inadvertently corrupt files. Not as important, but still useful, is to request a list of what software will be
used. As for monitoring the intrusion detection system (IDS) and firewall, and providing directions to IT staff; it is better not to alert
those responsible for monitoring (other than at the management level), so that the effectiveness of that monitoring can be accurately
assessed.

NEW QUESTION # 318
Which of the following is BEST performed by the security department?

A. Approving standards for accessing the operating system
B. Managing user profiles for accessing the operating system
C. Provisioning users to access the operating system

D. Logging unauthorized access to the operating system

Answer: A

NEW QUESTION # 319



When drafting the corporate privacy statement for a public website, which of the following MUST be included?

A. Explanation of information usage

B. Limited liability clause

C. Information encryption requirements
D. Access control requirements

Answer: A

Explanation:
A privacy statement should inform the users of the website how their personal information will be collected, used, shared, and
protected by the organization. Reference = CISM Review Manual, 16th Edition, Chapter 4, Section4.2.1.11
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