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It is important to mention here that the CompTIA Cybersecurity Analyst (CySA+) Certification Exam practice questions played
important role in their CompTIA CS0-002 Exams preparation and their success. So we can say that with the CompTIA CS0-002
exam questions you will get everything that you need to learn, prepare and pass the difficult CompTIA CS0-002 exam with good
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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q310-Q315):
NEW QUESTION # 310 
During a company's most recent incident, a vulnerability in custom software was exploited on an externally facing server by an APT.
The lessons-learned report noted the following:
* The development team used a new software language that was not supported by the security team's automated assessment tools.
* During the deployment, the security assessment team was unfamiliar with the new language and struggled to evaluate the software
during advanced testing. Therefore, the vulnerability was not detected.
* The current IPS did not have effective signatures and policies in place to detect and prevent runtime attacks on the new
application.
To allow this new technology to be deployed securely going forward, which of the following will BEST address these findings?
(Choose two.)

A. Run the software on isolated systems so when they are compromised, the attacker cannot pivot to adjacent systems
B. Contact the human resources department to hire new security team members who are already familiar with the new
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language
C. Train the security assessment team to evaluate the new language and verify that best practices for secure coding have been
followed
D. Outsource development and hosting of the applications in the new language to a third-party vendor so the risk is
transferred to that provider
E. Work with the automated assessment-tool vendor to add support for the new language so these vulnerabilities are
discovered automatically
F. Instruct only the development team to document the remediation steps for this vulnerability

Answer: C,E

Explanation:
The solution will address the findings that the development team used a new software language that was not supported by the
security team's automated assessment tools and the security assessment team was unfamiliar with the new language and struggled to
evaluate the software during advanced testing. The training of the security assessment team and working with the automated
assessment-tool vendor to add support for the new language will ensure that future deployments of the new technology are secure
and the vulnerabilities are detected and prevented.

NEW QUESTION # 311 
An information security analyst is reviewing backup data sets as part of a project focused on eliminating archival data sets.
Which of the following should be considered FIRST prior to disposing of the electronic data?

A. Data sovereignty
B. Retention standards
C. Encryption policy
D. Sanitization policy

Answer: B

NEW QUESTION # 312 
A security analyst is scanning the network to determine if a critical security patch was applied to all systems in an enterprise. The
Organization has a very low tolerance for risk when it comes to resource availability. Which of the following is the BEST approach
for configuring and scheduling the scan?

A. Make sure the scan is credentialed, has the latest software and signature versions, covers all external hosts in the patch
management system and is scheduled during off-business hours so it has the least impact on operations.
B. Make sure the scan is credentialed, uses a ironed plug-in set, scans all host IP addresses in the enterprise, and is scheduled
during off-business hours so it has the least impact on operations.
C. Make sure the scan is credentialed, covers at hosts in the patch management system, and is scheduled during business
hours so it can be terminated if it affects business operations.
D. Make sure the scan is uncredentialed, covers at hosts in the patch management system, and Is scheduled during of
business hours so it has the least impact on operations.

Answer: B

NEW QUESTION # 313 
Various devices are connecting and authenticating to a single evil twin within the network. Which of the following are MOST likely
being targeted?

A. Network infrastructure
B. Wired SCADA devices
C. VPNs
D. Mobile devices
E. All endpoints

Answer: D

Explanation:
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NEW QUESTION # 314 
SIMULATION
You are a cybersecurity analyst tasked with interpreting scan data from Company A's servers.
You must verify the requirements are being met for all of the servers and recommend changes if you find they are not.
The company's hardening guidelines indicate the following:
* TLS 1.2 is the only version of TLS running.
* Apache 2.4.18 or greater should be used.
* Only default ports should be used.
INSTRUCTIONS
Using the supplied data, record the status of compliance with the company's guidelines for each server.
The question contains two parts: make sure you complete Part 1 and Part 2. Make recommendations for issues based ONLY on
the hardening guidelines provided.







Answer:

Explanation:
Part 1 answer:
Check on the following:
AppServ1 is only using TLS.1.2
AppServ4 is only using TLS.1.2
AppServ1 is using Apache 2.4.18 or greater
AppServ3 is using Apache 2.4.18 or greater
AppServ4 is using Apache 2.4.18 or greater
Part 2 answer:
Recommendation:
Recommendation is to disable TLS v1.1 on AppServ2 and AppServ3. Also upgrade AppServ2 Apache to version 2.4.48 from its
current version of 2.3.48



NEW QUESTION # 315
......
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