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CompTIA Cloud+ Certification Exam Sample Questions (Q109-Q114):
NEW QUESTION # 109 
A company has been migrating a significant number of its on-premises applications to various SaaS providers. The IT department
has noticed the following:
1. User account management has become challenging.
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2. User account compromises have increased.
3. Accessing various SaaS applications is challenging.
Which of the following should the IT security department implement to BEST resolve the issue?
(Select THREE).

A. Network intrusion prevention system
B. Multifactor authentication
C. IPSec tunnel to the SaaS providers
D. Single sign-on
E. Password synchronization
F. VPN to SaaS providers
G. Federation

Answer: B,E,G

NEW QUESTION # 110 
A new development team requires workstations hosted in a PaaS to develop a new website. Members of the team also require
remote access to the workstations using their corporate email addresses. Which of the following solutions will BEST meet these
requirements? (Select TWO).

A. Migrate local VHD workstations.
B. Deploy new virtual machines.
C. Integrate identity services.
D. Implement a VDI solution.
E. Configure email account replication.
F. Create a new directory service.

Answer: B,C

Explanation:
Explanation
A Platform-as-a-Service (PaaS) is a cloud computing model that provides customers a complete cloud platform-hardware,
software, and infrastructure-for developing, running, and managing applications without the cost, complexity, and inflexibility that
often comes with building and maintaining that platform on-premises1.
To develop a new website using a PaaS, the development team needs to deploy new virtual machines (VMs) on the cloud platform.
VMs are software emulations of physical computers that can run different operating systems and applications. By deploying new
VMs, the development team can create a scalable and flexible environment for their website project, without having to invest in or
manage physical hardware2.
To enable remote access to the workstations using their corporate email addresses, the development team needs to integrate identity
services on the cloud platform. Identity services are services that provide authentication, authorization, and identity management for
users and devices accessing cloud resources. By integrating identity services, the development team can use their corporate email
addresses as single sign-on (SSO) credentials to access their workstations from any device and location, while ensuring security and
compliance3.
The other options are not the best solutions for these requirements:
Configuring email account replication is not necessary for remote access to the workstations. Email account replication is a process
of synchronizing email accounts across different servers or locations. It can provide backup and redundancy for email services, but it
does not provide authentication or identity management for remote access4.
Implementing a Virtual Desktop Infrastructure (VDI) solution is not a PaaS solution. VDI is a technology that allows users to access
virtual desktops hosted on a centralized server. VDI can provide remote access to desktop environments, but it requires additional
hardware, software, and management costs that are not included in a PaaS model5.
Migrating local VHD workstations is not a PaaS solution. VHD stands for Virtual Hard Disk, which is a file format that represents a
virtual hard disk drive. Migrating local VHD workstations means moving the virtual hard disk files from local storage to cloud
storage. This can provide backup and portability for the workstations, but it does not provide a complete cloud platform for
developing and running applications6.
Creating a new directory service is not necessary for remote access to the workstations. A directory service is a service that stores
and organizes information about users, devices, and resources on a network. Creating a new directory service means setting up a
new database and schema for storing this information. This can provide identity management and access control for the network, but
it does not provide authentication or SSO for remote access.



NEW QUESTION # 111 
A systems administrator wants the VMs on the hypervisor to share CPU resources on the same core when feasible.
Which of the following will BEST achieve this goal?

A. Oversubscribe CPU resources
B. Switch from a Type 1 to a Type 2 hypervisor
C. Increase instructions per cycle
D. Configure CPU passthrough
E. Enable simultaneous multithreading

Answer: E

Explanation:
Simultaneous multithreading (SMT) is a type of CPU technology that allows multiple threads to run concurrently on a single CPU
core. Enabling SMT can help achieve the goal of having the VMs on the hypervisor share CPU resources on the same core when
feasible, as it can increase the CPU utilization and efficiency by executing more instructions per cycle and reducing idle time or
wasted cycles. Enabling SMT can also improve performance and throughput, as it can speed up processing and handle increased
workload or demand. Reference: CompTIA Cloud+ Certification Exam Objectives, page 9, section 1.4

NEW QUESTION # 112 
Which of the following cloud services is fully managed?

A. GPU in the cloud
B. IaaS
C. Serverless compute
D. IoT
E. SaaS

Answer: D

Explanation:
https://developers.google.com/iot

NEW QUESTION # 113 
A company would like to migrate its current on-premises workloads to the public cloud. The current platform requires at least 80
instances running at all times to work properly. The company wants the workload to be highly available, even if the cloud provider
loses one region due to a catastrophe, and the costs to be kept to a minimum. Which of the following strategies should the company
implement?

A. Create /26 subnets in three regions and run 80 instances on each one.
B. Create /25 subnets in two regions and run 80 instances on each one.
C. Create /26 subnets in two regions and run 40 instances on each one.
D. Create /26 subnets in three regions and run 40 instances on each one.

Answer: C

Explanation:
The best strategy to migrate the current on-premises workloads to the public cloud for the company that requires at least 80
instances running at all times and wants the workload to be highly available and cost-effective is to create /26 subnets in two regions
and run 40 instances on each one. A /26 subnet can accommodate up to 62 hosts, which is enough for 40 instances. By creating
subnets in two regions, the company can achieve high availability and redundancy in case one region fails due to a catastrophe. By
running 40 instances on each subnet, the company can meet the minimum requirement of 80 instances and also save on costs by
avoiding overprovisioning or underutilization of resources. Reference: What is VPN? How It Works, Types of VPN - Kaspersky
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