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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q250-Q255):

NEW QUESTION # 250
An analyst notices there is an internal device sending HTTPS traffic with additional characters in the header to a known-malicious IP
i another country. Which of'the following describes what the analyst has noticed?

A. Buffer overflow

B. Beaconing

C. PHP traversal

D. Cross-site scripting
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Answer: B

NEW QUESTION # 251
An analyst has discovered the following suspicious command:

|- 2php if(isset (5_REQUEST['xyz'])) (echo "<pre Sxyz = (SWREQUESTR'®Yz']) 7 system(Sxyz); echo "</pre>"; die; }2>

Which of'the following would best describe the outcorme of the command?

A. Backdoor attempt
B. Reverse shell

C. Logic bomb

D. Cross-site scripting

Answer: A

Explanation:

The PHP script allows remote users to execute system commands via the system() flnction, meaning an attacker can send arbitrary
commands to the server.

* Option A (Cross-site scripting - XSS) is incorrect because this script does not inject JavaScript into a webpage.

* Option B (Reverse shell) is possible if an attacker sends a crafted command, but the script itself'is more of a general backdoor
than a dedicated reverse shell.

* Option D (Logic bomb) is incorrect because a logic bomb is typically triggered by a specific event or date rather than executing
arbitrary commands on demand.

Thus, C (Backdoor attempt) is the best answer, as this script grants unauthorized remote command execution.

NEW QUESTION # 252
An organization adds an MSSP to supplement its security monitoring operations during weekends and holidays. Which of the
following would best demonstrate procurement value to the Chief Information Security Officer?

A. Alert volume

B. Mean time to respond

C. Stakeholder validation metrics
D. Number of escalations per week

Answer: B

Explanation:
Reduced response times directly reflect the MSSP's value by showing how quickly incidents are detected and acted upon during off-
hours. This metric ties their services to tangible risk reduction and operational efficiency.

NEW QUESTION # 253
An analyst investigated a website and produced the following;
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Whic of the follo ses id the analyst use tocover the applicaon versions on this vulnerable website?

A. nmap -sV -T4 -F insecure.org
B. nmap - A insecure.org
C. nmap -o insecure.org
D. nmap -sS -T4 -F insecure.org

Answer: A

NEW QUESTION # 254
A security analyst is trying to identify anomalies on the network routing. Which of the following functions can the analyst use on a
shell script to achieve the objective most accurately?

A. finction x() { info=$(geoiplookup $1) && echo "$1 | $info" }

B. finction x() { info=$(traceroute -m40 $1 | awk "END{print $1}') && echo "$1 | $info" }

C. function x() { nfo=$(ping -c 1 $1 | awk -F "/" "END{print $5}") && echo "$1 | $info" }

D. function x() { info=$(dig $(dig -x $1 | grep PTR | tail -n 1 | awk -F ".in-addr"'{print $1} ").origin.asn.cymru.com TXT
+short) && echo "$1 | $info" }

Answer: D

Explanation:

The finction that can be used on a shell script to identify anomalies on the network routing most accurately is:

function x() { info=(dig(dig-x $1 | grep PTR | tail-n 1 | awk -F ".in-addr" ' {print $1} ").origin.asn.cymru.com TXT +short) &&
echo "$1 | $info" }

This function takes an IP address as an argument and performs two DNS lookups using the dig command. The first lookup uses the
-x option to performa reverse DNS lookup and get the hostname associated with the IP address. The second lookup uses the
origin.asn.cymru.com domain to get the autonomous system number (ASN) and other information related to the IP address. The
function then prints the [P address and the ASN information, which can help identify any routing anomalies or inconsistencies

NEW QUESTION # 255
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