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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q126-Q131):
NEW QUESTION # 126 
A consultancy organization has many employees who travel with different mobile devices. Having the employees visit an office to
update their devices is not feasible due to their travel schedule.
How should the organization ensure that its employees receive the latest security updates?

A. By providing over-the-air updates
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B. By providing mobile station updates
C. By providing tokenized container updates
D. By providing remote module updates

Answer: A

Explanation:
The correct answer is D - By providing over-the-air updates.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) describes that over-the-air(OTA) updates allow organizations to
remotely deploy patches and updates to mobile devices without requiring users to manually visit a central location. This method is
essential for maintaining security for a geographically dispersed workforce.
Remote module updates (A), tokenized container updates (B), and mobile station updates (C) are not standard or widely recognized
terms for mobile device update practices in this context.
Reference Extract from Study Guide:
"Over-the-air (OTA) updates ensure that security patches and software updates can be remotely deployed to mobile devices,
supporting business continuity and device security."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Mobile Device Management and Security

NEW QUESTION # 127 
A healthcare organization would like to work with another healthcare organization without needing to maintain identified accounts for
members of the other organization.
Which technology concept should the company use?

A. Multi-factor authentication (MFA)
B. Federated authentication
C. Single sign-on (SSO)
D. Cloud identity provider

Answer: B

Explanation:
The correct answer is D - Federated authentication.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that federated authentication allows two or more
organizations to share identity information securely without needing to maintain separate user accounts for external users. It supports
cross-organizational access based on trusted identity providers.
Cloud identity providers (A) offer centralized authentication but don't address federation directly. SSO (B) simplifies authentication
within an organization. MFA (C) adds security but does not enable cross- organization authentication.
Reference Extract from Study Guide:
"Federated authentication enables organizations to share identity information and trust external credentials without the need to
manage separate accounts for external users."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Identity Federation and Single Sign- On Concepts

NEW QUESTION # 128 
The security team manages a set of legacy firewalls that have been in production for nearly tenyears. The organization recently issued
a mandate requiring that all firewalls be configured with intrusion detection controls that alert the team in real time based on known
threats.

A. Replacing the legacy firewalls with a reverse proxy
B. Replacing the legacy firewalls with a load balancer
C. Replacing the legacy firewalls with a security information and event management (SIEM) appliance
D. Replacing the legacy firewalls with next-generation firewalls (NGFWs)

Answer: D

Explanation:
Next-Generation Firewalls (NGFWs)offer a unified solution that includes traditional packet filtering andadvanced detection
featureslike Intrusion Detection and Prevention (IDPS). This makes them the most efficient and scalable option for replacing legacy
firewalls in modern environments.
NIST SP 800-94 Rev. 1 (Guide to Intrusion Detection and Prevention Systems):



"NGFWs integrate IDS/IPS features with traffic inspection, enabling detection and prevention of attacks in real time."
#WGU Course Alignment:
Domain:Security Operations
Topic:Implement detection and prevention solutions (e.g., NGFWs, IDS/IPS)

NEW QUESTION # 129 
A medium-sized grocery chain with locations all across the United States has a new business requirement that all devices must
authenticate to access its resources.
What should the grocery chain use for the devices to authenticate?

A. Endpoint passwords
B. Virtual private network (VPN)
C. Public key infrastructure (PKI)
D. Certificate signing

Answer: C

Explanation:
The correct answer is B - Public key infrastructure (PKI).
According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) Study Guide, PKI is the framework that
enables the issuance and management of digital certificates used for device authentication. By using certificates, devices can securely
authenticate themselves to access corporate resources without relying solely on passwords.
VPNs (A) secure network connections but do not authenticate devices themselves. Certificate signing (C) is a part of PKI but not
the complete infrastructure. Endpoint passwords (D) authenticate users, not necessarily the devices.
Reference Extract from Study Guide:
"Public key infrastructure (PKI) enables the issuance of digital certificates used for authenticating users, systems, and devices,
ensuring secure access control."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Cryptography and PKI Concepts

NEW QUESTION # 130 
A small start-up is setting up its first network, and it needs to ensure that its network security is adequate. The start-up is aware of
the latest cybersecurity threats and the need for strong security measures. In addition to network security, the start-up wants to
ensure that it has a disaster recovery plan in place in case of any unexpected events.
Which approach will meet the needs of the start-up?

A. Packet filtering
B. Intrusion detection system (IDS)
C. Virtual private network (VPN)
D. Bootstrapping

Answer: B

Explanation:
The correct answer is A - Intrusion detection system (IDS).
As outlined in WGU Cybersecurity Architecture and Engineering (KFO1 / D488), an IDS helps monitor network traffic for
suspicious activities and security threats, making it a fundamental component of securing a network for a start-up. It enables early
detection of attacks, contributing both to cybersecurity defense and incident response efforts.
Packet filtering (B) is a limited firewall technique and not as comprehensive. Bootstrapping (C) is a startup or initialization process,
not a security measure. VPN (D) secures remote access but does not inherently monitor for threats.
Reference Extract from Study Guide:
"An intrusion detection system (IDS) monitors network traffic for suspicious activity and potential threats, enhancing a network's
security posture and supporting incident detection."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security Monitoring and Defense Here are your fully
verified and properly formatted answers for this final batch, based on WGU Cybersecurity Architecture and Engineering (KFO1 /
D488) official materials:

NEW QUESTION # 131
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