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(Q26-Q31):

NEW QUESTION # 26

A Recommendation Scan is run to determine which Intrusion Prevention rules are appropriate for a Server.

The scan is configured to apply the suggested rules automatically and ongoing scans are enabled. Some time later, an operating
system patch is applied. How can you determine which Intrusion Prevention rules are no longer needed on this Server?

¢ A Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
automatically, any rules that are no longer needed will be displayed on the Recommended for Unassignment tab in the IPS
Rules. These are rules that are no longer needed and can be disabled as the vulnerability was corrected with the patch.

¢ B. The README file provided with the software patch will indicate which issues were addressed with this release. Compare
this list to the rules that are applied to determine which rules are no longer needed and can be disabled.

¢ C. Since there is no performance effect when multiple Intrusion Prevention rules are applied, there is no need to determine
which rules are no longer needed. The original recommended rules can remain in place without affecting the system.

¢ D. Since the rules are being applied automatically, when the next Intrusion Prevention Recommendation Scan is run
automatically, any rules that are no longer needed will be automatically unassigned. These are rules that are no longer needed
as the vulnerability was corrected with the patch.

Answer: C

Explanation:

‘When ongoing Recommendation Scans are enabled, Deep Security regularly reassesses the server's vulnerabilities based on its
current patch level. If an OS patch addresses a previously detected vulnerability, the next Recommendation Scan will recognize this
and recommend that the now-unnecessary IPS rules be unassigned. These rules appear in the "Recommended for Unassignment”
tab, making it easy for admmistrators to review and unassign rules that are no longer needed.

From the official documentation:

"After an operating system or application is patched, running another Recommendation Scan will update the list of vulnerabilities and
may move some IPS rules to the 'Recommended for Unassignment' tab. These rules can then be reviewed and unassigned to
maintain optimal protection.”" Option B is incorrect because rules are not unassigned automatically; admin review is required.
Option A is manual and outside Deep Security's automated workflow.

The first option C is not correct; excessive rules may impact performance and management.

References:

Trend Micro Deep Security Help: Recommendation Scans and Rule Unassignment Deep Security Admin Guide - Ongoing
Recommendation Scans

NEW QUESTION # 27
Multiple Application Control Events are being displayed in Deep Security after a series of ap-plication updates and the administrator
would like to reset Application Control. How can this be done?

¢ A. Click "Clear All' on the Actions tab in the Deep Security Manager Web console to reset the list of Application Control
events.

e B. Application Control can not be reset.

e C. Onthe Deep Security Agent computer, type the following command to reset Application Control: dsa_control -r

e D. Application Control can be reset by disabling the Protection Module, then enabling it once again. This will cause local
rulesets to be rebuilt.

Answer: D

NEW QUESTION # 28
Your VMware environment is configured without using NSX. How can Deep Security provide protection to the virtual images
hosted on your ESXi servers?

e A Youcaninstalla Deep Security Virtual Appliance on the ESXi server. This will provide agentless support for Anti-
Malware, Intrusion Prevention, Integrity Monitoring, Firewall and Web Reputation.

e B. Without NSX, you will be unable to use Deep Security to protect your virtual machines.

e (. Without NSX, you can only enable Anti-Malware and Integrity Monitoring protection on the virtual machines. NSX is
required to support Intrusion Prevention, Firewall and Web Reputation

e D. Without NSX, a Deep Security Agent must be installed on each virtual machine hosted on the ESXi server.



Answer: D

Explanation:

In a VMware environment without NSX, agent-based protection is required. This means that the Deep Security Agent must be
installed individually on each VM to provide protection. Agentless protection via the Virtual Appliance is only available in
environments integrated with NSX.

Reference:

Trend Micro Deep Security Administrator's Guide, VMware Integration and Agent Deployment Section

NEW QUESTION # 29

The Security Level for Web Reputation in a policy is set to High. A server assigned this policy attempts to access a Web site with a
credibility score of 78.

What is the result?

A. The Deep Security Agent allows access to the Web site, and logs the connection attempt as an Event.

B. The Deep Security Agent allows access as the credibility score for the Web site is above the allowed threshold.

C. The Deep Security Agent displays a warning message as the site is unrated.

D. The Deep Security Agent blocks access as the credibility score for the Web site is below the allowed threshold. An error
page is displayed in the Web browser.

Answer: D

NEW QUESTION # 30
Which of following statements best describes Machine Learning in Deep Security?

¢ A. Machine Learning is malware detection technique in which processes on the protected computer are monitored for actions
that are not typically performed by a given process.

¢ B. Machine Learning is a malware detection technique in which files are scanned based on the true file type as determined by
the file content, not the extension.

¢ (. Machine Learning is a malware detection technique in which the Deep Security Agent monitors process memory in real
time and once a process is deemed to be suspicious, Deep Security will perform additional checks with the Smart Protection
Network to determine if this is a known good process.

¢ D. Machine Learning is malware detection technique in which features of an executable file are compared against a cloud-
based learning model to determine the probability of the file being malware.

Answer: D

Explanation:
Predictive Machine [earning

NEW QUESTION # 31
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