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Topic 1

Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
covers the fundamental concepts of FortiAnalyzer.

Topic 2

SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on
FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident
response capabilities.

Topic 3

Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.

Topic 4

Logging: Candidates will learn about logging mechanisis, log analysis, and gathering log statistics to
effectively monitor security events and incidents.

Topic 5

Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency in SOC environments.

Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q55-Q60):

NEW QUESTION # 55

As part of your analysis, you discover that a Medium severity level incident is fully remediated.
You change the incident status to Closed:Remediated.

Which statement about your update is true?

Answer: C

A. The corresponding event will be marked as Mitigated.
B. The incident severity will be lowered.

C. The incident dashboard will be updated.

D. The incident can no longer be deleted.

NEW QUESTION # 56
Which two iters are downloaded automatically by the Outbreak Detection Service? (Choose two.)

Answer: A,D

A. Event Handler

B. Incident template

C. Customized playbook
D. Report Template

NEW QUESTION # 57
Which two statements about log forwarding are true? (Choose two.)

Answer: A,B

A. The client retains a local copy of the logs after forwarding,

B. You can use aggregation mode only with another FortiAnalyzer.
C. Forwarded logs cannot be filtered to match specific criteria.

D. Logs are forwarded in real-time only.

NEW QUESTION # 58
What is the purpose of using data selectors when configuring event handlers?




A. They are common filters that can be applied simultaneously to all event handlers.

B. They download new filters can be used in event handlers.

C. They filter the types of logs that FortiAnalyzer can accept from registered devices.

D. They apply their filter criteria to the entire event handler so that you don't have to configure the same criteria in the
individual rules.

Answer: D

NEW QUESTION # 59
What types of logs will FortiAnalyzer store?

A. Traffic/Event, Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.

B. Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.

C. Traffic/Event/Security, Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.
D. Traffic/Event/Security, Data Leak Prevention (DLP) archive, Quarantine.

Answer: C

NEW QUESTION # 60
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