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Topic 1
FortiClient provisioning and deployment: It discusses deployment of FortiClient on Windows, macOS,
iOS, and Android endpoints, and configuration of endpoint profiles.

Topic 2
FortiClient EMS setup: This topic discusses the initial configuration of FortiClient EMS, the configuration of
Chromebooks, and configuration of FortiClient EMS features.

Topic 3
Security Fabric integration: The topic focuses on Security Fabric integration with FortiClient EMS,
automatic quarantine of compromised endpoints, ZTNA solution, and IP
MAC ZTNA filtering.

Topic 4
Diagnostics: It analyzes diagnostic information to troubleshoot issues related FortiClient EMS and
FortiClient. Moreover, it focuses on resolving common FortiClient deployment and implementation issues.

Fortinet FCP—FortiClient EMS 7.2 Administrator Sample Questions (Q25-
Q30):
NEW QUESTION # 25 
Which component or device shares device status information through ZTNA telemetry?

A. FortiClient
B. FortiGate
C. FortiGate Access Proxy
D. FortiClient EMS

Answer: A

Explanation:
FortiClient communicates directly with FortiClient EMS to continuously share device status information through ZTNA telemetry.

NEW QUESTION # 26 
A FortiClient EMS administrator has enabled the compliance rule forthe sales department Which Fortinet device will enforce
compliance with dynamic access control?

A. FortiGate
B. FortiAnalyzer
C. FortiClient
D. FortiClient EMS

Answer: A

Explanation:
* Understanding Compliance Rules:
* The compliance rule for the sales department needs to be enforced dynamically.
* Enforcing Compliance:
* FortiGate is responsible for enforcing compliance by integrating with FortiClient EMS to apply dynamic access control based on
compliance status.
* Conclusion:
* The Fortinet device that will enforce compliance with dynamic access control is the FortiGate.
References:
* Compliance and enforcement documentation from FortiGate and FortiClient EMS study guides.

NEW QUESTION # 27 
Refer to the exhibit.



Based on the settings shown in the exhibit, which two actions must the administrator take to make the endpoint compliant? (Choose
two.)

A. Enable the web filter profile.
B. Run Calculator application on the endpoint.
C. Patch applications that have vulnerability rated as high or above.
D. Integrate FortiSandbox tor infected file analysis

Answer: B,C

Explanation:
* Observation of Compliance Profile:
* The compliance profile shown in the exhibit includes rules for vulnerability severity level and running process (Calculator.exe).
* Evaluating Actions for Compliance:
* To make the endpoint compliant, the administrator needs to ensure that the vulnerability severity level is medium or higher is
patched (D).
* Additionally, the Calculator.exe application must be running on the endpoint (B).
* Eliminating Incorrect Options:
* Enabling the web filter profile (A) is not related to the compliance rules shown.
* Integrating FortiSandbox (C) is not a requirement in the given compliance profile.
* Conclusion:
* The correct actions are to run the Calculator application on the endpoint (B) and patch applications with vulnerabilities rated as
high or above (D).
References:
* FortiClient EMS compliance profile configuration documentation from the study guides.

NEW QUESTION # 28 
An administrator installs FortiClient EMS in the enterprise.
Which component is responsible for enforcing protection and checking security posture?

A. FortiClient
B. FortiClient vulnerability scan
C. FortiClient EMS tags
D. FortiClient EMS

Answer: A



NEW QUESTION # 29 
In a ForliSandbox integration, what does the remediation option do?

A. Exclude specified files
B. Alert and notify only
C. Wait for FortiSandbox results before allowing files
D. Deny access to a tile when it sees no results

Answer: B

Explanation:
Understanding FortiSandbox Integration:
In a FortiSandbox integration, various remediation options are available for handling suspicious files.
Evaluating Remediation Options:
The remediation option for alerting and notifying without blocking access or waiting for results is essential to understand.
Conclusion:
The correct action for the remediation option in this context is to alert and notify only.
Reference:
FortiSandbox integration documentation from the study guides.

NEW QUESTION # 30
......
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