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NEW QUESTION # 31
When secret scanning detects a set of credentials on a public repository, what does GitHub do?

A. Tt displays a public alert in the Security tab of the repository.
B. It notifies the service provider who issued the secret.

C. It scans the contents of the commits for additional secrets.
D. It sends a notification to repository members.

Answer: B

Explanation:

‘When apublic repositorycontains credentials that match known secret formats, GitHub willautomatically notify the service
providerthat issued the secret. This process is known as"secret scanning partner notification". The provider may then revoke the
secret or contact the userdirectly.

GitHub doesnotpublicly display the alert and does not send internal repository notifications for public detections.

NEW QUESTION # 32
You are a maintainer of a repository and Dependabot notifies you of a vulnerability. Where could the vulnerability have been
disclosed? (Each answer presents part of the solution. Choose two.)

A. In security advisories reported on GitHub
B. In manifest and lock files

C. In the National Vulnerability Database

D. In the dependency graph

Answer: A,C

Explanation:

Comprehensive and Detailed Explanation:

Dependabot alerts are generated based on data from various sources:

National Vulnerability Database (NVD): A comprehensive repository of known vulnerabilities, which GitHub integrates into its
advisory database.

GitHub Docs

Security Advisories Reported on GitHub: GitHub allows maintainers and security researchers to report and discuss vulnerabilities,
which are then included in the advisory database.

The dependency graph and manifest/lock files are tools used by GitHub to determine which dependencies are present in a repository
but are not sources of vulnerability disclosures themselves.

NEW QUESTION # 33
How many alerts are created when two instances of the same secret value are in the same repository?

A0
B. 1
C.2
D.3

Answer: D

Explanation:

Whenmuttiple instances of the same secret valueappear in a repository,only one alertis generated. Secret scanning works by
identifying exposed credentials and token patterns, and it groups identical matches into a single alertto reduce noise and avoid
duplication.

This makes triaging easier and helps teams focus on remediating the actual exposed credential rather than reviewing multiple
redundant alerts.

NEW QUESTION # 34
Which details do you have to provide to create a custom pattern for secret scanning? (Each answer presents part of the solution.
Choose two.)



A. Additional match requirements for the secret format
B. The name of the pattern

C. The secret format

D. A list of repositories to scan

Answer: B,C

Explanation:

‘When defining a custom pattern for secret scanning, two key fields are required:

* Name of the pattern: A unique label to identify the pattern

* Secret format: A regular expression that defines what the secret looks like (e.g., token format) You can optionally
specifyadditional match requirements(like required context keywords), but they're not mandatory. Listing repositories is also not part
of the required fields during pattern creation.

NEW QUESTION # 35
‘What happens when you enable secret scanning on a private repository?

A. Your team s subscribed to security alerts.

B. GitHub performs a read-only analysis on the repository.

C. Repository admmistrators can view Dependabot alerts.

D. Dependency review, secret scanning, and code scanning are enabled.

Answer: B

Explanation:

When secret scanning is enabled on a private repository,GitHub performs a read-only analysisof the repository's contents. This
includes the entire Git history and files to identify strings that match known secret patterns or custom-defined patterns.

GitHub does not alter the repository, and enabling secret scanningdoes not automatically enablecode scanning or dependency review
- each must be configured separately.

NEW QUESTION # 36
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