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(Q35-Q40):
NEW QUESTION # 35 
What would allow a security team to inspect TLS encapsulated traffic?

A. Traffic shaping
B. DHCP markings
C. Port translation
D. Decryption

Answer: D

Explanation:
Decryption is required to inspect TLS-encrypted traffic, allowing security tools (such as firewalls or intrusion prevention systems) to
analyze the contents of the traffic for threats that would otherwise remain hidden within encrypted sessions.

NEW QUESTION # 36 
Which component of cloud security uses automated testing with static application security testing (SAST) to identify potential
threats?

A. API
B. IRP
C. Virtualization
D. Code security

Answer: D

Explanation:
Code security in cloud environments involves using tools like Static Application Security Testing (SAST) to automatically analyze
source code for vulnerabilities before deployment. This helps identify and remediate potential threats early in the software
development lifecycle.

NEW QUESTION # 37 
Which MITRE ATT&CK tactic grants increased permissions to a user account for internal servers of a corporate network?

A. Data exfiltration
B. Impact
C. Persistence
D. Privilege escalation

Answer: D

Explanation:
The Privilege Escalation tactic in the MITRE ATT&CK framework involves techniques used by attackers to gain higher-level
permissions on a system or network, allowing greater access to internal servers and sensitive data.

NEW QUESTION # 38 
What are two functions of User and Entity Behavior Analytics (UEBA) data in Prisma Cloud CSPM? (Choose two.)

A. Unifying cloud provider services
B. Detecting and correlating anomalies
C. Assessing severity levels
D. Identifying misconfigurations

Answer: B,C

Explanation:
Assessing severity levels - UEBA data helps prioritize incidents by evaluating the risk and severity based on user and entity behavior.



Detecting and correlating anomalies - UEBA continuously analyzes activity to identify abnormal behavior and correlate anomalies
that may indicate insider threats or compromised accounts.

NEW QUESTION # 39 
What is the function of an endpoint detection and response (EDR) tool?

A. To ingest alert data from network devices
B. To monitor activities and behaviors for investigation of security incidents on user devices
C. To integrate data from different products in order to provide a holistic view of security posture
D. To provide organizations with expertise for monitoring network devices

Answer: B

Explanation:
Endpoint Detection and Response (EDR) tools monitor, record, and analyze endpoint activity to detect suspicious behavior,
investigate incidents, and respond to threats on user devices such as laptops and desktops.

NEW QUESTION # 40
......
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