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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q96-Q101):
NEW QUESTION # 96 
You are asked to ensure that if the session table on your SRX Series device gets close to exhausting its resources, that you enforce a
more aggress.ve age-out of existing flows.
In this scenario, which two statements are correct? (Choose two.)

A. The high-watermark configuration specifies the percentage of how much of the session table can be allocated before
applying a more aggressive age-out timer
B. The early-ageout configuration specifies the timeout value, in seconds, that will be applied once the high-watermark value is
met.
C. The high-watermark configuration specifies the percentage of how much of the session table is left before disabling a more
aggressive age- out timer.
D. The early-ageout configuration specifies the timeout value, in seconds, that will be applied once the low-watermark value is
met.

Answer: A,B

Explanation:
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The early-ageout configuration specifies the timeout value, in seconds, that will be applied once the high- watermark value is met.
The high-watermark configuration specifies the percentage of how much of the session table can be allocated before applying a more
aggressive age-out timer. This ensures that the session table does not become full and cause traffic issues, and also ensures that
existing flows are aged out quickly when the table begins to get close to being full.

NEW QUESTION # 97 
Which statement regarding Juniper Identity Management Service (JIMS) domain PC probes is true?

A. JIMS domain PC probes are initiated by an SRX Series device to verify authentication table information.
B. JIMS domain PC probes analyze domain controller security event logs at60-mmute intervals by default.
C. JIMS domain PC probes are triggered to map usernames to group membership information.
D. JIMS domain PC probes are triggered if no username to IP address mapping is found in the domain security event log.

Answer: D

Explanation:
Juniper Identity Management Service (JIMS) domain PC probes are used to map usernames to IP addresses in the domain security
event log. This allows for the SRX Series device to verify authentication table information, such as group membership. The probes
are triggered whenever a username to IP address mapping is not found in the domain security event log. By default, the probes are
executed at 60-minute intervals.

NEW QUESTION # 98 
Which sequence does an SRX Series device use when implementing stateful session security policies using Layer 3 routes?

A. An SRX Series device conducts an ALG security check on the longest-match route before performing a security policy
search.
B. An SRX Series device will conduct a longest-match Layer 3 route table lookup before performing a security policy search.
C. An SRX Series device will perform a security policy search before conducting a longest-match Layer 3 route table lookup.
D. An SRX Series device performs a security policy search before implementing an ALG security check on the longest-match
Layer 3 route.

Answer: B

Explanation:
The sequence that an SRX Series device uses when implementing stateful session security policies using Layer 3 routes is:
An SRX Series device will conduct a longest-match Layer 3 route table lookup before performing a security policy search: When an
SRX Series device receives a packet, it first looks up the destination IP address in the routing table and finds the longest matching
route to forward the packet. Then, it performs a security policy search based on the source zone, destination zone, source address,
destination address, protocol, and application of the packet. If there is a matching policy that allows the packet, it creates or updates
a session entry for the packet and applies any security services configured in the policy.
Reference: = [Security Policies Overview], [Security Policy Processing Overview]

NEW QUESTION # 99 
How does the SSL proxy detect if encryption is being used?

A. It uses application identity services.
B. It looks at the destination port number.
C. It verifies the length of the packet
D. It queries the client device.

Answer: B

Explanation:
The SSL proxy can detect if encryption is being used by looking at the destination port number of the packet. If the port number is
443, then the proxy can assume that the packet is being sent over an encrypted connection. If the port number is different, then the
proxy can assume that the packet is not encrypted. For more information, please refer to the Juniper Networks JNCIS-SEC Study
Guide.



NEW QUESTION # 100 
Which statement defines the function of an Application Layer Gateway (ALG)?

A. The ALG contains protocols that use one application session for each TCP session.
B. The ALG uses software processes for permitting or disallowing specific IP address ranges.
C. The ALG uses software processes for managing specific protocols.
D. The ALG uses software that is used by a single TCP session using the same port numbers as the application.

Answer: C

Explanation:
The statement that defines the function of an Application Layer Gateway (ALG) is: The ALG uses software processes for managing
specific protocols. An ALG is a security component that operates at the application layer (layer 7) of the OSI model and handles
data associated with certain application protocols, such as SIP, FTP, RTSP, etc. An ALG acts as a proxy or intermediary between
the client and the server applications and performs various functions, such as address and port translation, resource allocation,
application response control, and synchronization of data and control traffic. An ALG can also inspect and modify the application
payload to enable firewall or NAT traversal, prevent spoofing or DoS attacks, or enforce granular security policies based on
application-specific commands. Reference: = Application-level gateway - Wikipedia, What Is an Application Layer Gateway
(ALG)? | F5, What is ALG
** Application Layer Gateway | 3CX
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