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Microsoft MS-102 Exam Syllabus Topics:

Topic

Details

Topic 1

Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Topic 2

Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 3

Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

Topic 4

Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.
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Microsoft 365 Administrator Sample Questions (Q459-Q464):

NEW QUESTION # 459

You have a Microsoft 365 E5 subscription.

You plan to use a mailbox named Mailbox1 to analyze malicious email messages.
You need to configure Microsoft Defender for Office 365 to meet the following requirements:

* Ensure that incoming email is NOT filtered for Mailbox]1.

* Detect impersonation and spoofing attacks on all other mailboxes in the subscription.
Which two settings should you configure? To answer, select the appropriate settings in the answer area.

Answer Area
Policies

t ) Anti-phishing
% Anti-spam
"q Anti-malware

|| Safe Attachments

(2 Safe Links

Rules

(=) Tenant Allow/Block Lists

€L " Email authentication settings

€L DKIM

{

2= Advanced delivery
N4 Enhanced filtering

I& Quarantine policies

Answer:

Explanation:
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{QA Anti-malware €L pKIM
R NS
: [w Safe Attachrhénts | = Advanced delivery
| I A T W |
€2+ Safe Links N4 Enhanced filtering
J_q): Quarantine policies

Safe Attachments policy: This policy allows you to specify how to handle email attachments that might contain malware. You can
create a custom policy for Mailbox1 and set the action to Do not scan attachments. This will ensure that incoming email is not filtered
for Mailbox1. You can also enable the Redirect attachment option to send a copy of the original attachment to another mailbox for
analysis].

Anti-phishing policy: This policy helps you protect your organization from impersonation and spoofing attacks. You can create a
default policy for all other mailboxes in the subscription and enable the following features: Impersonation protection, Spoof
ntelligence, and Domain authentication. These features will help you detect and block emails that try to impersonate your users,
domains, or trusted senders2.

NEW QUESTION # 460

HOTSPOT

You have a Microsoft 365 subscription.

A user named user1(@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must NOT be enabled.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

v -Scopes User.ReadWrite.All, Organization.Resd.All

Connect-AzuredD
Connect-MgGraph
| Connect-MS0LSarvice |

$E3 = ¥ || Where SkuParthumber -eq EfterprisePack’
Get-Azura ADUser
Get-MpSubscribedSku

- MSOLACCOUntSKU o=

$ais -J.Ly‘ﬂlls@:‘ i!miﬁ;inl | Where ServiceFlanMame -in

(*HICAOSOFTBOOKINGS®) | select -ExcludeProperty ServicePlanID

SlicenseOptions= §(
[
Skuld = $E3.Skuld
DisabledPlans = $disablecPlans
¥
1

v -Userld Userl@contoso.com -Addlicenzes §Licenzelptions -Removelicenses @()

Set-AzureADUser
Set-MgUserLicense
Sat-MSOLUser




Answer:

Explanation:
Answer Area

[Tg -Scopes User.ReadWrite.All, Organization.Read.All
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Gonnect-MgGraph I

i TilTadalYa)

W NN Y I S

t

$E3 = [ [‘!’J | Where SkuPartNumber -eq 'EnterprisePack’
Get-AzureADUser

Get-MSOLAccountSKU

$disabledPlans = $EX.ServicePlans | Where ServicePlanName -in
("MICROSOFTBOOKINGS") | select -ExcludeProperty ServicePlanID

flicenseOptions= @{

e
Skuld = $E3.Skuld
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)
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Set-AzureADUser

Set-MgUserLicense |
Set-MSOLUser

Explanation

| -Userld Userl@contoso.com -AddLicenses $LicenseOptions -Removelicenses @(
')
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Get-MgSubscribedSku

|
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Skuld = $E3.Skuld
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Set-AzureADUser
Set-MgUserLicense
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Box 1: Comnect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell

Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.

Assigning and removing licenses for a user requires the User.ReadWrite. All permission scope or one of the other permissions listed
in the 'Assign license' Microsoft Graph API reference page.

The Organization.Read. All permission scope is required to read the licenses available in the tenant.



Connect-MgGraph -Scopes User.ReadWrite. All, Organization.Read. All

Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the number of available licenses in each plan in
your organization. The number of available licenses in each plan is ActiveUnits - WarningUnits - ConsumedUnits.

Box 3: Set-MgUserLicense

Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @ {Skuld = "<Skuld>"} -RemoveLicenses (@)() This exanmple assigns a
license fromthe SPE_ES (Microsoft 365 ES5) licensing plan to the unlicensed user belindan@litwareinc.com:

$e5Sku = Get-MgSubscribedSku - All | Where SkuPartNumber -eq 'SPE _E5'

Set-MgUserLicense -Userld "belindan@litwareinc.com” - AddLicenses @ {Skuld = $e5Sku.Skuld}

-RemoveLicenses @)()

Reference:

https:/lear.microsoft.com/en-us/microsoft- 365/enterprise/assign- licenses- to-user-accounts-with-microsoft-365-

NEW QUESTION # 461

You have a Microsoft 365 E5 subscription.

All corporate Windows 11 devices are managed by using Microsoft Intune and onboarded to Microsoft Defender for Endpoint.
You need to meet the following requirements:

* View an assessiment of the device configurations against the Center for Internet Security (CIS) v1.0.0 benchmark.

* Protect a folder named C:\Folder1 from being accessed by untrusted applications on the devices.

‘What should you do? To answer, select the appropriate options in the answer area.

Answer Area

To view the device configuratiopsassessment:  Create a baseline assessment profile v]
Add a connected application

Create a baseline assessment profile.

Filter the Vulnerable devices report.

T0'protect C:\Folder1, enable: Controlled folder access v
Controlled folder access
Exploit protection
+Renidvable storage protection.

Answer:

Explanation:

Answer Area

To view the device copfigiration lassessméat: Calatd Abdsdlire assessment profile. wl
| Adda connected application
Create a baseline assessment profile.
Filter the Vulnerable devices report.

To protect C:\Folder1, enable: _Controlled folder access _ ¥
Controlled folder access

Exploit protection
| Removable storage protection

Explanation

Answer Area

To view the device configuration asséssment:  Create a baseline assessment profile @ pd

To protect €4\Folder1, enable: ' Controlled folder access gt

NEW QUESTION # 462
You have a Microsoft 365 subscription that contains the users shown in the following table.



Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device adminisirator

You configure an Enroliment Status Page profile as shown in the following exhibit.

Settings

The enroliment status page appears during initial device setup. If enabled,
users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress.

Show time limit error when installation takes
longer than specified number of minutes.

Show custom message whef ime limit error
oCcCcurs.

Allow users to collect logs about instalattion
errors.

Only show page to devices provisioned by
out-of-box expenence (OOBE)

Block device use until all apps and profiles are " Yes ’
installed

You assign the policy to Groupl.
You purchase the devices shown in the following table.

Name . ~Platform
Devicel Windows 10
Device2 B 1303 o7} Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

If User1 performs the initial device enroliment for Device1, the Enroiiment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

.
If User2 performs titial M(k@f@wfievicez the Enroliment

Status Page will show.
Answer:

Explanation:

Yes

No



Statements

Yes No
If User1 performs the initial device enroliment for Device1, the Enroliment - —
Status Page will show. O O
If User1 performs the initial device enrollment for Device2, the Enroliment [®) '_O_I
Status Page will show. e
If User2 performs thﬁg neft for Device2, the Enroliment O ro}
Status Page will show. : el
Explanation:
VRtemssoft Yes No
If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show. O O
If User1 performs the initial device enroliment for Device2, the Enroliment 0O [e)
Status Page will show.
If User2 performs the initial device enroliment for Device2, the Enroliment (@) (@]

Status Page will show.

Reference:

https:/docs.microsoft.com/en-us/menvintune/enroliment/windows-enrolliment-status

NEW QUESTION # 463
HOTSPOT

You have a new Microsoft 365 ES tenant.
Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.
‘Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To
answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

inswer Area

MFA method:

ECaII to phone

Email message

Security questions

Text message to phone

Notification to Microsoft Authenticator app

Number of days: b
7
14 .
60

Answer:




Explanation:

Answer Area

MFA method: | i
Call to phone
|Email message
Security questions
Text message to phone
Ll\jqrification to Microsoft Authenticator app

Number of days: >
7 |

14

130

160

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first
time they sign in after security defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA
registration is completed.

Box2: 14

Azure AD Identity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to
conplete registration. During this 14-day period, they can bypass registration it MFA isn't required as a condition, but at the end of
the period they'll be required to register before they can complete the sign-in process.

Reference:

https7//learn.microsoft.com/en-us/microsoft-365/solutions/empower-people-to-work-remotely-secure-sign-in
https7//learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto- identity-protection-configure-

NEW QUESTION # 464

Some customers may care about the private information problem while purchasing MS-102 Training Materials, if you are concern
about this problem, our company will end the anxiety for you if you buy MS-102 training material of us . Our company is a
professional company, we have lots of experiences in this field, and you email address and other information will be protected well,
we respect the privacy of every custommers. You give e trust , we give you privacy.
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