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The Microsoft SC-100 exam covers a wide range of cybersecurity topics, including threat management, identity and access
management, security management, and data and application protection. Candidates will be required to demonstrate their knowledge
and skills in these areas through a combination of multiple-choice questions, case studies, and scenarios. Upon passing the SC-100
Exam, candidates will demonstrate their proficiency in implementing and managing security solutions in Microsoft environments,
which can lead to new career opportunities and higher salaries.

Microsoft Cybersecurity Architect Sample Questions (Q289-Q294):
NEW QUESTION # 289 
You need to recommend a solution to meet the compliance requirements.
What should you recommend? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 290 
Your on-premises network contains an Active Directory Domain Services (AD DS) domain. The domain contains a server named
Serve1 that runs Windows Server 2022.
You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant and contains a user named User1. User1 works
remotely.
You need to ensure that User1 can establish RDP connections to Server1 via the internet. The solution must ensure that User1
authenticates by using multifactor authentication (MFA).
What should you include in the solution?

A. Windows Admin Center
B. Azure Bastion
C. Microsoft Entra Internet Access
D. Microsoft Entra Private Access

Answer: B

Explanation:
Azure Bastion can be used to establish RDP connections for a user in an Azure tenant to an on- premises server in an Active
Directory Domain Services (AD DS) domain, and it can be configured to require multifactor authentication (MFA) for those
connections. Azure Bastion provides secure and seamless RDP connectivity to VMs, including those within an AD DS domain,
directly from the Azure portal over SSL, without exposing them to public IP addresses.
Reference:
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https://learn.microsoft.com/en-us/entra/identity/domain-services/secure-remote-vm-access

NEW QUESTION # 291 
Your company has a multi-cloud environment that contains a Microsoft 365 subscription, an Azure subscription, and Amazon Web
Services (AWS) implementation. You need to recommend a security posture management solution for the following components:
* Azure loT Edge devices
* AWS EC2 instances
Which services should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE:
Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

https://docs.microsoft.com/en-us/azure/defender-for-iot/organizations/architecture
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-aws?pivots=env-settings
https://docs.microsoft.com/en-us/azure/azure-arc/servers/overview#supported-cloud-operations

NEW QUESTION # 292 
Your company has the virtual machine infrastructure shown in the following table.



The company plans to use Microsoft Azure Backup Server (MABS) to back up the virtual machines to Azure.
You need to provide recommendations to increase the resiliency of the backup strategy to mitigate attacks such as ransomware.
What should you include in the recommendation?

A. Use customer-managed keys (CMKs) for encryption.
B. Require PINs to disable backups.
C. Implement Azure Site Recovery replication.
D. Use geo-redundant storage (GRS).

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/security/fundamentals/backup-plan-to-protect-against- ransomware#azure-backup

NEW QUESTION # 293 
You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for Cloud are
enabled.
The Azure subscription contains a Microsoft Sentinel workspace. Microsoft Sentinel data connectors are configured for Microsoft
365, Microsoft 365 Defender, Defender for Cloud, and Azure.
You plan to deploy Azure virtual machines that will run Windows Server.
You need to enable extended detection and response (EDR) and security orchestration, automation, and response (SOAR)
capabilities for Microsoft Sentinel.
How should you recommend enabling each capability? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 294
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