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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q20-Q25):

NEW QUESTION # 20
You have a Microsoft 36S ES subscription that contains the devices shown in the following table.

You publish Microsoft Purview Information Protection sensitivity labels.
You plan to deploy the information protection client to the devices. The solution must ensure that the labels can be applied to
sensitive images and documents On which devices can you install the information protection client, and what should users use to

apply labels?
To answer, select the appropriate options in the answer area.
Answer Area
Dew -
Dewvicel only
Devicel and Device2 only
Deviced 3 Device3 only
Devicel, Device2. and Device3
LI v
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Microsoft Word
The Microsoft Defender portal
The Microsoft Purview portal
Settings a
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Answer:
Explanation:

Devicel only
Devicel and Device2 only
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Befnde ¥ ahd Device3 only |

Microsoft Word
The Microsoft Defender portal

The Microsoft Purview portal

The Settings app
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Explanation:

Dowifey ™ Devicel and Device3 only

Use:  File Explorer
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NEW QUESTION # 21

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a user named User1.

You deploy Microsoft Purview Data Security Posture Management for Al (DSPM for Al).

Youneed to ensure that User! can perform the following actions:

# View recommendations from the Recommendations page.

# View the user risk level for all events by using Activity explorer.

The solution must follow the principle of least privilege.

To which role group should you add Userl1 for each action? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
nswer Area

fiew the recommendations: i
Compliance Administrna_tor

Insider Risk Managestfieht Investigators
SeCULrW&'E ;
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View the user résbkeg(r{\ v

Compliance Administrator
Insider Risk Management Analysts
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Securitv Reader

Answer:
Explanation:
Answer Area
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Insider Risk{¥anagement Investigators
Securi der
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View the user risk level: |, ,Q’ v
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Explanation:



Answer Area

View the recommendations: 2 e
| Compliance Administrator
Insider Risk Management Investigators
| Security Relader

View the user risk levelx v
| Compliance Administrator
Insider Risk Management Analysts
| Insider Risk Management Investigators
{_Security Reader

Box 1: The Insider Risk Management Investigators role allows users to view recommendations related to insider risk cases and
Microsoft Purview DSPM for Al insights. This role is appropriate because it grants access to review Al-related risk
recommendations without unnecessary administrative privileges.

Box 2: The Insider Risk Management Analysts role allows users to analyze user risk levels and events using Activity Explorer. This
follows the principle of least privilege, ensuring that User1 can only view risk levels and investigate but does not gain full
administrative control over insider risk policies.

NEW QUESTION # 22

You have a data loss prevention (DIP) policy that applies to the Devices location. The policy protects documents that contain United
States passport numbers Users report that they cannot upload documents to a travel management website because of the pokey.
You need to ensure that the users can upload the documents to the travel management website. The solution must prevent the
protected content fiom being uploaded to other locations.

‘Which Microsoft 365 Endpoint data loss prevention (Endpoint DIP) setting should you configure?

A. Unallowed browsers
B. File path exclusions
C. Service domains

D. Unallowed apps

Answer: C

Explanation:

The issue: Users cannot upload documents with U.S. passport numbers to a legitimate travel management website because Endpoint
DLP is blocking it.

Solution: Configure Service domains in Endpoint DLP # this allows defining specific trusted domains where uploads of sensitive
information are permitted while still blocking uploads to other, non-approved domains.

Why not others?

Unallowed browsers: Restricts/blocklists browsers, not the issue here.

File path exclusions: Excludes local folders/paths from monitoring, irrelevant to web uploads.

Unallowed apps: Restricts desktop apps, not browser-based sites.

Reference:

Microsoft Learn: Configure service domains for Endpoint DLP

NEW QUESTION # 23

HOTSPOT

How many files in Site2 can User1 and User2 access after you turn on DLPpolicyl? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

Number of files that User1 can access:
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Explanation:

A screenshot of a computer Al-generated content may be incorrect.
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Number of files that User1 can access:

== Microsoft
Number of files thatUser2 can access:

Understanding DLP Policy Impact on File Access

The DLP policy (DLPpolicyl) applies to Site2 and restricts access when:

# Content contains SWIFT Codes.
# Instance count is 2 or more.
File Analysis (Based on SWIFT Codes Count)

W o =

A screenshot of a computer Al-generated content may be incorrect.



—
File Name SWIFT Codes Cﬁt

Filel.docx 1 0 MNovrestriction (SWIFT codes < 2)
File2.bmp 0 Restricted (SWIFT codes = 2)
File3.txt O Restricted (SWIFT codes = 2)

Filed.xlsx O Restricted (SWIFT codes = 2)

Files that remain accessible (not restricted by DLP):
# File1.docx (Contains only 1 SWIFT Code # Below restriction threshold) User access after DLP policy is applied:
A screenshot of a computer Al-generated content may be incorrect.

Role in Site2 Access Rights Can Access Files?

Site Owner Full Access Filel.docx. plus override access to another file

Site Visitor Read-galy Filel.dog® an

Userl (Site Owner):

# Has higher privileges and can override DLP restrictions (through admin intervention).
# Can access 2 files (File1.docx + override access to another file).

User2 (Site Visttor):

# Has read-only access but DLP blocks access to restricted files.

# Can only access 1 file (File1.docx), since all others are restricted.

NEW QUESTION # 24
You have a Microsoft 365 E5 tenant that has devices onboarded to Microsoft Defender for Endpoint as shown in the following
table.

Name B Micrdypeét
Devicel WindowscH
Device2 Wirtdows 10
Device3 i0S
Deviced macOS

You plan to start using Microsoft 365 Endpoint data loss protection (Endpoint DLP).
‘Which devices support Endpoint DLP?

A. Devicel only

B. Devicel and Device4 only

C. Devicel, Device2, Device3, and Device4
D. Devicel, Device2, and Device4 only

E. Devicel and Device2 only

Answer: E

Explanation:

Microsoft 365 Endpoint data loss prevention (Endpoint DLP) is supported only on Windows 10 and Windows
11 devices. It does not support macOS or iOS at this time.

From the provided table:

# Devicel (Windows 11) - Supported

# Device2 (Windows 10) - Supported

# Device3 (i0S) - Not supported

# Device4 (macOS) - Not supported

Thus, only Devicel and Device2 support Endpoint DLP.

NEW QUESTION # 25
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