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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q21-Q26):

NEW QUESTION # 21
An admmnistrator wants to search for events received from Linux and Windows agents.
Which attribute should the administrator use in search filters, to view events received from agents only.

A. External Event Receive Protocol
B. External Event Receive Agents

C. External Event Receive Raw Logs
D. Event Received Proto Agents

Answer: B

Explanation:

Search Filters in FortiSIEM: When searching for specific events, administrators can use various attributes to filter the results.
Attribute for Agent Events: To view events received specifically from Linux and Windows agents, the attributeExternal Event
Receive Agentsshould be used.

* Function: This attribute filters events that are received from agents, distinguishing them from events received through other
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protocols or sources.

Search Efficiency: Using this attribute helps the administrator focus on events collected by FortiSIEM agents, making the search
results more relevant and targeted.

References: FortiSIEM 6.3 User Guide, Event Search and Filters section, which describes the available attributes and their usage for
filtering search results.

NEW QUESTION # 22
Refer to the exhibit.

A FortiSIEM administrator wants to collect both SIEM event logs and performance and availability metrics (PAM) events froma
Microsoft Windows server Which protocol should the administrator select in the Access Protocol drop-down list so that FortiSIEM
will collect both SIEM and PAM events?

A. LDAPS

B. TELNET

C. WML

D. LDAP start TLS

Answer: C

Explanation:

* Collecting SIEM and PAM Events: To collect both SIEM event logs and Performance and Availability Monitoring (PAM) events
froma Microsoft Windows server, a suitable protocol must be selected.

* WMI Protocol: Windows Management Instrumentation (WMI) is the appropriate protocol for this task.

SIEM Event Logs: WMI can collect security, application, and system logs from Windows devices.

PAM Events: WMI can also gather performance metrics, such as CPU usage, memory utilization, and disk activity.

* Comprehensive Data Collection: Using WMI ensures that both types of data are collected efficiently from the Windows server.

* Reference: FortiSIEM 6.3 User Guide, Data Collection Methods section, which details the use of WMI for collecting various
types of logs and performance metrics.

NEW QUESTION # 23
An admmnistrator is in the process of renewing a FortiSIEM license. Which two commands will provide the system ID? (Choose
two.)

e A. ./phLicenseTool - support



¢ B. phgetHWID
e C. phgetUUID
¢ D. /phLicenseTool-show

Answer: B,C

Explanation:

* License Renewal Process: When renewing a FortiSIEM license, it is essential to provide the system ID, which uniquely identifies
the FortiSIEM instance.

* Commands to Retrieve System ID:

phgetHWID: This command retrieves the hardware ID of the FortiSIEM appliance.

Usage: Run the command phgetHWID in the CLI to obtain the hardware ID.

phgetUUID: This command retrieves the universally unique identifier (UUID) for the FortiSIEM system.

Usage: Run the command phgetUUID in the CLI to obtain the UUID.

* Vertfication: Both phgetHWID and phgetUUID are valid commands for retrieving the necessary system IDs required for license
renewal.

* Reference: FortiSIEM 6.3 Administration Guide, Licensing section details the commands and procedures for obtaining system
identification information necessary for license renewal.

NEW QUESTION # 24
An administrator defines SMTP as a critical process on a Linux server.
It the SMTP process is stopped. FortiSIEM will generate a critical event with which event type?

A. Generic SMTP_Procoss_Exit
B. PH DEV_MON _SMTP_STOP
C.PH DEV_MON PROC STOP
D. Postfix-Mail-Stop

Answer: C

Explanation:

Process Monitoring in FortiSIEM: FortiSIEM can monitor critical processes on managed devices, such as an SMTP process on a
Linux server.

Event Generation: When a critical process stops, FortiSIEM generates an event to alert administrators.

Event Types: Specific event types correspond to different monitored conditions. For a stopped process, the event

typePH DEV_MON_PROC_STOPis used.

Reasoning: The namePH DEV. MON_PROC_STOP(Device Monitoring Process Stop) is a generic event type used by FortiSIEM
to indicate that any monitored process, including SMTP, has stopped.

References: FortiSIEM 6.3 User Guide, Event Types section, explains the predefined event types and their usage in different
monitoring scenarios.

NEW QUESTION # 25
IF the reported packet loss is between 50% and 98%. which status is assigned to the device in the Availability column of summary
dashboard?

A. Down status is assigned because of packet loss.

B. Up status is assigned because of received packets.

C. Crtical status is assigned because of reduction in number of packets received.
D. Degraded status is assigned because of packet loss

Answer: D

Explanation:

* Device Status in FortiSIEM: FortiSIEM assigns different statuses to devices based on their operational state and performance
1etrics.

* Packet Loss Impact: The reported packet loss percentage directly influences the status assigned to a device. Packet loss between
50% and 98% indicates significant network issues that affect the device's performance.

* Degraded Status: When packet loss is between 50% and 98%, FortiSIEM assigns a "Degraded" status to the device. This status
indicates that the device is experiencing substantial packet loss, which impairs its performance but does not render it completely non-



functional.

* Reasoning; The "Degraded" status helps admmnistrators identify devices with serious performance issues that need attention but are
not entirely down.

* Reference: FortiSIEM 6.3 User Guide, Device Availability and Status section, explains the criteria for assigning different statuses
based on performance metrics such as packet loss.

NEW QUESTION # 26
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