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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q11-Q16):
NEW QUESTION # 11 
An administrator is configuring FortiSIEM to discover network devices and receive syslog from network devices. Which statement
is correct?

A. Syslog configuration must be done manually on devices by the network administrator.
B. FortiSIEM automatically configures network devices to send syslog using the GUI discovery process
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C. FortiSIEM uses privileged credentials to tog in to devices and make network configuration changes.
D. FortiSIEM automatically configures network devices to send syslog using the auto log discovery process.

Answer: A

Explanation:
Syslog Configuration in FortiSIEM: For FortiSIEM to receive syslog messages from network devices, those devices need to be
properly configured to send syslog data to FortiSIEM.
Manual Configuration Requirement: FortiSIEM does not automatically configure network devices to send syslog messages. Instead,
this configuration must be performed manually by the network administrator.
Process Overview: The network administrator must access each device and set up the syslog parameters to direct log data to the
FortiSIEM collector's IP address.
Discovery Process: While FortiSIEM can discover network devices using SNMP, WMI, and other protocols, the configuration of
syslog on these devices is beyond its scope and requires manual intervention.
References: FortiSIEM 6.3 User Guide, Device Configuration and Syslog Integration sections, which explain the requirements and
steps for setting up syslog forwarding on network devices.

NEW QUESTION # 12 
Refer to the exhibit.

An administrator is trying to identify an issue using an expression bated on the Expression Builder settings shown in the exhibit
however, the error message shown in the exhibit indicates that the expression is invalid.
Which is the correct expression?

A. Matched Events(COUNT)
B. Matched Events COUNT()
C. (COUNT) Matched Events
D. COUNT(Matched Events)

Answer: D

Explanation:
Expression Builder in FortiSIEM: The Expression Builder is used to create expressions for analyzing event data.
Correct Syntax: The correct syntax for counting matched events isCOUNT(Matched Events).
* Function:COUNTis a function that takes a parameter, in this case, "Matched Events," to count the number of occurrences.
Common Errors: Incorrect syntax, such as reversing the order or using parentheses improperly, can lead to invalid expressions.
References: FortiSIEM 6.3 User Guide, Expression Builder section, which explains the correct syntax and usage for creating valid
expressions for event analysis.

NEW QUESTION # 13 
In the CMDB page for a network device, the Configuration tab is unexpectedly empty. Which is a possible reason?

A. The SNMP credential was a read-only credential.
B. A Telnet/SSH credential was not configured for discovery.
C. Configuration push is not enabled on the network device.
D. Syslog was only being sent to a worker.

Answer: B



NEW QUESTION # 14 
What does the Frequency field determine on a rule?

A. How often the rule will trigger.
B. How often the rule will trigger for the same condition.
C. How often the rule will evaluate the subpattern.
D. How often the rule will take a clear action.

Answer: B

Explanation:
Rule Evaluation in FortiSIEM: Rules in FortiSIEM are evaluated periodically to check if the defined conditions or subpatterns are
met.
Frequency Field: The Frequency field in a rule determines the interval at which the rule's subpattern will be evaluated.
* Evaluation Interval: This defines how often the system will check the incoming events against the rule's subpattern to determine if an
incident should be triggered.
* Impact on Performance: Setting an appropriate frequency is crucial to balance between timely detection of incidents and system
performance.
Examples:
* If the Frequency is set to 5 minutes, the rule will evaluate the subpattern every 5 minutes.
* This means that every 5 minutes, the system will check if the conditions defined in the subpattern are met by the incoming events.
References: FortiSIEM 6.3 User Guide, Rules and Incidents section, which explains the Frequency field and how it impacts the
evaluation of subpatterns in rules.

NEW QUESTION # 15 
Refer to the exhibit.

A FortiSIEM administrator wants to collect both SIEM event logs and performance and availability metrics (PAM) events from a
Microsoft Windows server Which protocol should the administrator select in the Access Protocol drop-down list so that FortiSIEM
will collect both SIEM and PAM events?

A. WMI
B. TELNET
C. LDAP start TLS
D. LDAPS

Answer: A

Explanation:
Collecting SIEM and PAM Events: To collect both SIEM event logs and Performance and Availability Monitoring (PAM) events
from a Microsoft Windows server, a suitable protocol must be selected.
WMI Protocol: Windows Management Instrumentation (WMI) is the appropriate protocol for this task.
* SIEM Event Logs: WMI can collect security, application, and system logs from Windows devices.



* PAM Events: WMI can also gather performance metrics, such as CPU usage, memory utilization, and disk activity.
Comprehensive Data Collection: Using WMI ensures that both types of data are collected efficiently from the Windows server.
References: FortiSIEM 6.3 User Guide, Data Collection Methods section, which details the use of WMI for collecting various types
of logs and performance metrics.

NEW QUESTION # 16
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