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cybersecurity.

Fortinet NSE 6 - FortiSwitch 7.2 Sample Questions (Q23-Q28):

NEW QUESTION # 23
Which two statements about VLLAN assignments on FortiSwitch ports are true? (Choose two.)

A. Only assign one native VLAN on a port

B. Configure a native VLAN on the FortiLink

C. Assign an IP address and subnet mask to FortiSwitch VLLANs
D. Assign untagged VAN using FortiGate CLI

Answer: A,D

Explanation:

VLAN assignments on FortiSwitch ports must follow certain rules and guidelines to ensure network integrity and proper traffic
segregation:

Only Assign One Native VLAN on a Port (C):

Native VLAN Configuration: Each switch port can have only one native VLAN. The native VLAN carries untagged traffic for that
port. Ifthe port receives untagged frames, they are assumed to belong to the native VLAN.

Importance of Singular Native VLAN: This is crucial for preventing VLAN hopping attacks and ensures clear and secure VLAN
demarcation on each port.

Assign Untagged VLANs Using FortiGate CLI (D):

CLI Configuration: Untagged VLANS, often equivalent to the native VLAN, can be assigned through the FortiGate CLI when
managing a FortiSwitch via FortiLink. This allows for central management and configuration of VLAN across connected switches.
Operational Efficiency: Using the CLI ensures that VLAN settings are applied uniformly, reducing the likelihood of misconfigurations
that might occur when managing VLANSs individually on each switch.

Reference:

For detailed instructions and best practices on VLAN configuration on FortiSwitch, refer to the FortiSwitch administration guide
available on: Fortinet Product Docurmentation

NEW QUESTION # 24
Refer to the exhibit.

Qutput

| # diagnose switch-controller switch-info dhep-snooping database
S5224EPTF18001427

|Vdom: root

S5224EPTF18001427:

snoop-enabled-vlans : 10

verifysrcmac-enabled-vlans -

option82-enabled-vlans : 10

option82-trust-enabled-intfs -~

trusted ports : port2 FlInKl MLAGO

untrusted ports : portl port3 portd portspbrté ‘port? port8 port9

|portl0 portll

portl2 portl3 portld4d. portlb portlé portl? portl8
portl9 port20 portZl

port22 part25 portlé port2i port2s
Max Client Database Entries : 2000

Client Databas « 1
Clients Dat 158 : 0

Max Server Database itries : 256
Server Database go+]
Servert Database « 0

|Limit Database : 1 / 256

DHCP Global Configuration:

DHCP Broadcast Mode : All

| DHCP Allowed Server List : Disable

Add hostname in Option82 : Disable

What two conclusions can be made regarding DHCP snooping configuration? (Choose two.)

¢ A, Maximum value to accept clients DHCP request is configured as per DHCP server range.



¢ B. FortiSwitch is configured to trust DHCP replies coming on FortiLink interface.
e C. DHCP clients that are trusted by DHCP snooping configured is only one.
¢ D. Global configuration for DHCP snooping is set to forward DHCP client requests on all ports in the VLAN.

Answer: B,C

NEW QUESTION # 25
‘Which Ethernet frame can create Layer 2 flooding due to all bytes on the destination MAC address being set to all FF?

A. The broadcast Ethernet frame
B. The unicast Ethernet frame

C. The multicast Ethernet frame
D. The anycast Ethernet frame

Answer: A

NEW QUESTION # 26
What feature can network administrators use to segment network operations and the administration of managed FortiSwitch devices
on FortiGate?

A. FortiLink split interface

B. FortiGate clustering protocol

C. Multi-chassis link aggregation trunk
D. FortiGate multi-tenancy

Answer: D

NEW QUESTION # 27
Exhibit.

config switch phy-mode

What conditions does a FortiSwitch need to have to successfully configure the options shown in the exhibit above? (Choose two.)

A. The CLI commands are enabling a splitpo 1t into four 10Gbps interfaces.
B. The FortiSwitch model is equipped with a maximum of 54 interfaces.

C. The split port can be assigned to native VLAN

D. The port full speed prior the split was 100G SFP+

Answer: A,B

NEW QUESTION # 28
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