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Refer to the exhibit.
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You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new hardware module
providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this higher-speed port.
You must ensure that the initial FortiGate interface connected to the switch does not affect any other port when the new module is
installed and the new port speed is defined.
How should the initial connection be made?

A. Connect the switch on any interface between ports 1 to 4
B. Connect the switch on any interface between ports 21 to 24
C. Connect the switch on any interface between ports 25 to 28
D. Connect the switch on any interface between ports 5 to 8.

Answer: C

Explanation:
Reference:
FortiGate 6000F Front Panel Interfaces: https://docs.fortinet.com/document/fortigate-6000/hardware/fortigate-
6000f-system-guide/827055/front-panel-interfaces
https://docs.fortinet.com/document/fortigate-6000/7.0.12/fortigate-6000-handbook/633498/interface-groups- and-changing-data-
interface-speeds

NEW QUESTION # 69 
Refer to the exhibits.



A customer is looking for a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400E.
Referring to the exhibits, which two conditions allow authentication to the client devices before assigning an IP address? (Choose
two.)

A. FortiGate devices with NP6 and hardware switch interfaces cannot support 802.1X authentication.
B. Client devices must have 802 1X authentication enabled



C. Ports 3 and 4 can be part of different switch interfaces.
D. Devices connected directly to ports 3 and 4 can perform 802 1X authentication.

Answer: B,D

Explanation:
The customer wants to deploy a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400E
device. A hardware switch interface is an interface that combines multiple physical interfaces into one logical interface, allowing them
to act as a single switch with one IP address and one set of security policies. The customer wants to use 802.1X authentication for
this solution, which is a standard protocol for port-based network access control (PNAC) that authenticates clients based on their
credentials before granting them access to network resources. One condition that allows authentication to the client devices before
assigning an IP address is that devices connected directly to ports 3 and 4 can perform 802.1X authentication. This is because ports
3 and 4 are part of the hardware switch interface named "lan", which has an IP address of 10.10.10.254/24 and an inbound SSL
inspection profile named "ssl-inspection". The inbound SSL inspection profile enables the FortiGate device to intercept and inspect
SSL/TLS traffic from clients before forwarding it to servers, which allows it to apply security policies and features such as antivirus,
web filtering, application control, etc. However, before performing SSL inspection, the FortiGate device needs to authenticate the
clients using 802.1X authentication, which requires the clients to send their credentials (such as username and password) to the
FortiGate device over a secure EAP (Extensible Authentication Protocol) channel. The FortiGate device then verifies the credentials
with an authentication server (such as RADIUS or LDAP) and grants or denies access to the clients based on the authentication
result. Therefore, devices connected directly to ports 3 and 4 can perform 802.1X authentication before assigning an IP address.
Another condition that allows authentication to the client devices before assigning an IP address is that client devices must have
802.1X authentication enabled. This is because 802.1X authentication is a mutual process that requires both the client devices and
the FortiGate device to support and enable it. The client devices must have 802.1X authentication enabled in their network settings,
which allows them to initiate the authentication process when they connect to the hardware switch interface of the FortiGate device.
The client devices must also have an 802.1X supplicant software installed, which is a program that runs on the client devices and
handles the communication with the FortiGate device using EAP messages. The client devices must also have a trusted certificate
installed, which is used to verify the identity of the FortiGate device and establish a secure EAP channel. Therefore, client devices
must have 802.1X authentication enabled before assigning an IP address. References:
https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/19662/hardware- switch-interfaces
https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/19662/802-1x- authentication
https://docs.fortinet.com/document/fortigate/7.2.0/new-features/959502/support-802-1x-on-virtual-switch-for- certain-np6-
platforms

NEW QUESTION # 70 
A FortiGate deployment contains the following configuration:

What is the result of this configuration?

A. Route-maps are not configurable in VDOM SERVICES
B. Route-maps from VDOM SERVICES are available in all other VDOMs
C. Route-maps from the Root VDOM configuration are available in VDOM SERVICES
D. Route-maps for VDOM SERVICES are excluded from HA configuration synchronization

Answer: D

Explanation:
https://docs.fortinet.com/document/fortigate/7.2.4/administration-guide/105611

NEW QUESTION # 71 



Review the following FortiGate-6000 configuration excerpt:

Based on the configuration, which statement is correct regarding SNAT source port partitioning behavior?

A. It equally distributes SNAT source ports across chassis slots.
B. It dynamically distributes SNAT source ports to operating FPCs or FPMs.
C. It is the default SNAT configuration and preserves active sessions when an FPC or FPM goes down.
D. It statically distributes SNAT source ports to operating FPCs or FPMs

Answer: D

Explanation:
Based on the configuration, the statement that is correct regarding SNAT source port partitioning behavior is that it statically
distributes SNAT source ports to operating FPCs or FPMs. This is because the nat-source-port option is set to chassis-slots, which
means that the FortiGate-6000 will allocate SNAT source ports to all FPCs or FPMs that are enabled when the command is
entered. If an FPC or FPM is disabled from the CLI, the SNAT source ports assigned to that FPC or FPM will not be re-allocated
to the remaining FPCs or FPMs. This option preserves active sessions when an FPC or FPM goes down, but does not dynamically
re-distribute SNAT source ports if an FPC or FPM is powered off. Reference:
https://docs.fortinet.com/document/fortigate/7.2.5/fortigate-6000-administration-guide/81276/controlling-snat-port-partitioning-
behavior

NEW QUESTION # 72 
Refer to the exhibit showing FortiGate configurations



FortiManager VM high availability (HA) is not functioning as expected after being added to an existing deployment.
The administrator finds that VRRP HA mode is selected, but primary and secondary roles are greyed out in the GUI The managed
devices never show online when FMG-B becomes primary, but they will show online whenever the FMG-A becomes primary.
What change will correct HA functionality in this scenario?

A. Change the priority of FMG-A to be numerically lower for higher preference
B. Make the monitored IP to match on both FortiManager devices.
C. Change the FortiManager IP address on the managed FortiGate to 10.3.106.65.
D. Unset the primary and secondary roles in the FortiManager CLI configuration so VRRP will decide who is primary.

Answer: B

Explanation:
B is correct because the monitored IP must match on both FortiManager devices for HA to function properly. This is explained in
the FortiManager Administration Guide under High Availability > Configuring HA options > Configuring HA options using the GUI.
Reference: https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/568591/high-availability
https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/568591/high-availability/568592/configuring-ha-options

NEW QUESTION # 73
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