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NEW QUESTION # 201
Refer to the exhibit.
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crypte isakmp policy 10
encr aes 256

hash sha256
authentication pre-share
group 14

crypto isakmp key cisco address 0.0.0.0

crypte ipsec transform-set IS esp-aes 256 esprshaz2Sé~hmac
mode transport

crypto ipsec profile CCNP
set transform-set 1S

interface Tunnell

ip address 10.0.0.1 255.255.255.0
tunnel source GigabitEthernetl
tunnel mode ipsec ipv4

tunnel destination 172.18.10.2
tunnel protection ipsec profile CCNP

Which VPN technology is used in the exhibit?

A. DMVPN
B. GRE
C.DVIl

D. VII

Answer: D

Explanation:
https//www.cisco.conven/US/technologies/tk583/tk372/technologies white paper0900aecd8029d629.html

NEW QUESTION # 202
Refer to the exhibit. The VPN tunnel between the FlexVPN spoke and FlexVPN hub 192.168.0.12 is failing,
‘What should be done to correct this issue?



aaa authentication login default local
aaa authorization network Flex AAA local

crypto ikev2 authorization policy Flex Auth
route set remote ipv4 10.0.0.0 255.255.255.0

crypto ikev2 proposal Crypto Proposal
encryption aes-cbc-256

integrity sha256

group 14

crypto ikev2 policy Crypto Policy
proposal Crypto Proposal

crypto ikev2 keyring FlexKey
peer any
address 0.0.0.0 0.0.0.0

pre-shared-key cisco
!

crypto ikev2 profile IKEvZ2 ‘BProfile

match identity remote &ddress 192.168.0.12 255.255.255.255
authentication local pres=share

authentication remote pre-share

keyring local FlexKey

aaa authoriza®tion group cert list Flex AAA Flex Auth

crypto dpsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

crypto ipsec profile FlexVPN Ipsec
set transform-set TS
set ikevZ2-profile IKEvZ Profile

interface Tunnell

ip address negotiated

tunnel source GigabitEthérnetl

tunnel mode ipsec ipv4

tunnel destination 192.168.0.12

tunnel protection ipsec FFofi 1€ FIERVPNYIpsec

A. Add the match frf any command to the IKEv2 policy.

B. Add the address 192.168.0.12 255.255.255.255 command to the keyring configuration.

C. Add the aaa authorization group psk list Flex AAA Flex Auth command to the IKEv2 profile configuration.
D. Add the tunnel mode gre ip command to the tunnel configuration.

Answer: C

NEW QUESTION # 203
Refer to the exhibit.



ISAKMP: (0):beginning Main Mode exchange

ISAKMP-PAK: (0):sending packet to 192.1€8.0.8 my port S00 peer_port 500 (I) MM NO STATE
ISAKMP-PAK: (0):received packet from 192.16£.0.8 dport 500 sport 500 Global (I) MM_NO_STATE
ISAKMP: (0):01d State = IKE I MM1 New State = IKE I MM2

ISAKMP: (0):found peer pre- -shared key matching 192.168.0.8

ISAKMP: (0):local preshared key found

ISAKMP: (0):Checking ISAKMP transfeorm 1 against priority 10 peolicy

ISAKMP: (0): encryption AES-CBC

ISAKMP: (0): keylength of 25¢€

ISAKMP: (0): hash SHA256

ISAKMP: (0): default group 14

ISAKMP: (0): auth pre-share

ISAKMP: (0): life type in seccnds

ISAKMP: (0): life duraticn (basic) of 1200

ISAKMP: (0):atts are acceptable. Next payload iz 0

ISAKMP-PAK: (0):sending packet to 192.168.0.8 my port 500 peer_perc 500 (I) MM SA SETUP
ISAKMP: (0):01d State = IKE_I MM2 New State = IKE I MM3

ISAKMP-PAK: (0):received packet from 192.168.0.f dport 500 sport 500 Global (I) MM SA_SETUP
ISAKMP: (0):01d State = IKE_I_MM3 New State = IKE_I MM4

ISAKMP: (0):found peer pre-shared key matching 192.16£8.0.8

ISAKMP: (1005):01d State = IKE_I_MM4 New State = IKE I_MM4

ISAKMP: (100S) :pre-shared key authentication using id type ID_IPV4_RDDR

ISAKMP-PAK: (1005) :sending packet to 192.166.0.8 my port 4500 peer_port 4500 (I) MM KEY EXCH
ISAKMP: (100S):0ld State = IKE I MM4 New State = IKE I MMS

ISAKMP-PAK: (1005):received packet from 192.168.0.8 dport 500 sport 500 Global (I) MM _KEY EXCH
ISAKMP: (1005):phase 1 packet is a duplicate of a previous packet.

ISAKMP: (1005) :retransmitting due to retransmit phase 1

ISAKMP: (100S):retransmitting phase 1 MM KEY EXCH...

ISAKMP: (1005):: incrementing error counter cn =a, attempt 1 of 5: retransmit phase 1
ISAKMP-PAK: (1005) :sending packet to 192.16£.0.8 my port 4500 peer_port 4500 (I) MM _KEY EXCH
ISAKMP-PAK: (100S5):received packet from 192.1€8.0.8 dpert S00 sport 500 Glcbal (I) MM KEY EXCH
ISAKMP: (1005):phase 1 packet is a duplicate of a previous packet.

ISAKMP: (100S5):retransmitting due tc retransmit phase 1

A site-to-site tunnel between two sites is not coming up. Based on the debugs, what is the cause of this issue?

A. A certificate fragmentation issue occurs between both sides.
B. An authentication failure occurs on the remote peer.

C. UDP 4500 traffic from the peer does not reach the router.
D. An authentication failure occurs on the router.

Answer: C

NEW QUESTION # 204
‘Which technology works with IPsec stateful failover?

A. HSRP
B. GRE

C. GLBR
D. VRRP

Answer: A

Explanation:

HSRP (Hot Standby Router Protocol). HSRP is a Cisco proprietary protocol that provides stateful failover for [Psec virtual private
networks (VPNs). It is used to create a virtual router in order to provide redundancy in the event of an IPsec VPN failure. HSRP
works by assigning a single primary router to manage the connection and forwarding traffic to the secondary router if the primary
router fails.

httpsy//www.cisco.comy/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/15-mt/sec-vpn-availability- 1 5-mt-book/sec-state-
fail-ipsec.html

NEW QUESTION # 205
Which technology is used to send multicast traffic over a site-to-site VPN?

o A. GRE over IPsec on FTD
e B. GRE tunnel on ASA
e C. GRE over IPsec on IOS router



e D. IPsec tunnel on FTD

Answer: A

NEW QUESTION # 206
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