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Microsoft Security Operations Analyst Sample Questions (Q78-Q83):

NEW QUESTION # 78

You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Services (AWS) subscription. The subscription contains multiple virtual machines that run Windows
Server.
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You need to enable Microsoft Defender for Servers on the virtual machines.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct answer is worth one point.

A. From Defender for Cloud, configure auto-provisioning,

B. Onboard the virtual machines to Microsoft Defender for Endpoint.

C. From Defender for Cloud, configure the AWS connector.

D. Install the Azure Virtual Machine Agent (VM Agent) on each virtual machine.
E. From Defender for Cloud, enable agentless scanning,

Answer: A,C

NEW QUESTION # 79

You have a Microsoft 365 subscription that uses Microsoft 365 Defender.

You plan to create a hunting query from Microsoft Defender.

Youneed to create a custom tracked query that will be used to assess the threat status of the subscription.
From the Microsoft 365 Defender portal, which page should you use to create the query?

A. Advanced Hunting
B. Explorer

C. Policies & rules

D. Threat analytics

Answer: A

NEW QUESTION # 80

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LA1.

You plan to use LA1 to automatically remediate security risks detected in Defenders for Cloud.
Youneed to test LAl in Defender for Cloud.

‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set the LA1 trigger to: | When a Defender for Cloud Recolfitmencation isf B g e« PO ere ey =
When a Defender for Cloud Recomi ;lun is areaicd or rggored
When a Defender for Cloud Alert'IS Created or triggered
When a response to a Defender forl Clold alert is triggered

Trigger the execution of LA1 from | Requlatory comphiance stahdards ‘U

Recommendations
Security alerts

Requlatory compliance standards

Answer:

Explanation:



Set the LA1 trigger to: | When a Defender for Cloud Recommendation is created or triggered
When a Defender for Cloud Recommendation i1s created

| When a Defender for Cloud Alert is created or tngw'
When a response to a Defender for Cloud aleg® Wé& '

.-.G

Explanation

Set the LA1 trigger to:  When a Defender for Cloud .omrMal-m tlggered v

Trigger the execution of LA1 from: = Regulatory compliance WQ -

NEW QUESTION # 81

You have an Azure subscription.

Youneed to delegate permissions to meet the following requirements:

Enable and disable Azure Defender.

Apply security recommendations to resource.

The solution must use the principle of least privilege.

‘Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct
requirements. Each role may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

v EEMICTosoft

Security Admin

: Enable and dlsa%ﬂnz@gndar: | Role
Resource Group Owner ? .
. e - &ﬁm dations to a resource: Role

' Subscription Contributor
gSubscription Owner _

Answer:

Explanation:



Roles Answer Area

Security Admin

Enable and disable Azure Defender: Security Admin

Resource Group Owner

Apply security recommendations to a resource: | Subscription Contributor

Subscription Contributor

Subscription Owner § {.. ¥

Reference:
https://docs.microsoft.conven-us/azure/security-center/security-center-permissions

NEW QUESTION # 82

You have an Azure subscription named Sub1 and a Microsoft 365 subscription. Sub1 is linked to an Azure Active Directory (Azure
AD) tenant named contoso.com.

You create an Azure Sentinel workspace named workspacel. In workspacel, you activate an Azure AD connector for
contoso.comand an Office 365 connector for the Microsoft 365 subscription.

You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by
anomalous Microsoft Office 365 activity.

‘Which two actions should you perform? Each correct answer present part of the solution. create a KQL query that will i create a
KQL query that will i NOTE: Each correct selection is worth one point.

A. Create custom rule based on the Office 365 connector templates.

B. Create an Azure AD Identity Protection connector.

C. Create a Microsoft Cloud App Security connector.

D. Create a Microsoft incident creation rule based on Azure Security Center.

Answer: A,B

Explanation:

To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous
Microsoft Office 365 activity, you should perform the following two actions:

Create an Azure AD Identity Protection connector. This will allow you to monitor suspicious activities in your Azire AD tenant and
detect malicious sign-ins.

Create a customrule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in
the Microsoft 365 subscription. Reference: https://docs.microsoft.conven-us/azure/sentinel/fusion-rules

NEW QUESTION # 83

You can choose the most suitable and convenient one for you. The web-based SC-200 practice exam is compatible with all
operating systems. It is a browser-based Microsoft SC-200 Practice Exam that works on all major browsers. This means that you
won't have to worry about installing any complicated software or plug-ins.
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