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¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.

Topic 1 Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.
¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Topic 2 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and

protection.

¢ Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

Topic 3 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
Topic 4 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q108-Q113):

NEW QUESTION # 108

You have a Microsoft 365 ES subscription.

You need to create static retention policies for the following locations:
*Tearrs chats

*Exchange email

*SharePoint sites

*Microsoft 365 Groups

*Teams channel messages

What is the minimum number of retention policies required?

A0
B. 1
C.2
D.3
E 4

Answer: B

Explanation:

In Microsoft Purview Data Lifecycle Management, different Microsoft 365 locations require separate retention policies because they
fall under different storage and compliance models.

Teams Chats & Teams Channel Messages (1 Policy) require a separate retention policy because Teams messages are stored
differently than Exchange and SharePoint content. One policy can cover both Teans chats and Teams channel messages. Exchange
Email (1 Policy) requires its own separate policy since emails are managed differently than Teams or SharePoint content. SharePoint
Sites & Microsoft 365 Groups (1 Policy) are both stored in SharePoint Online, so they can be managed under one policy.

NEW QUESTION # 109

DRAG DROP

Youneed to create a tramable classifier that can be used as a condition in an auto-apply retention label policy.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.



Actions

Answer Area

Publish the trainable classifier.

IvIICrOSOTT
etrain the trainable classifier.

0
Create the trainable classifier.

o
Test the trainable classifier.

rCreate a terms of use (ToU) policy.

Answer:
Explanation:
Actions

Answer Area

ipublish the trainable classifier.

=g

ul
Create the trainable classifier.

Retrain the trainable classifier.

rl'est the-trainable classifier.

[Create the trainable classifier;

fTest the trainable classifier.

b
Create a terms of use (ToU) policy.

l Create a terms of use (TolU) # W! iCI’OSOft

Explanation:
Actions

Answer Area

‘ Retrain the trainable classifier.

Test the trainable classifier.

[
Create a terms of use (ToU) policy.

Publish the trainable classifier.

To create a trainable classifier that can be used in an auto-apply retention label policy, you need to follow these key steps:

1. Create the trainable classifier




This is the first step where you define the classifier, specifying the types of content it should identify.

2. Test the trainable classifier

Before using the classifier in production, you need to validate its accuracy by testing it against sample documents to ensure it
correctly classifies the intended data.

3. Publish the tramable classifier

Once testing is successful, you must publish the classifier so that it can be used in policies like auto-apply retention labels in
Microsoft Purview.

NEW QUESTION # 110
You have a Microsoft 365 ES subscription that contains a Microsoft SharePoint Online site named Site! and the data loss prevention
(DLP) policies shown in the following table.

The DLP rules are configured as shown In the following table.
User 'Mcy'ntm'sa;n&igfm'_" ptmi ng
- I notifications | tip sddition.c: ﬁﬁmﬁm .
| Rule1 ( lip 1 L:LJE‘J |

| Rule? ( Tip 2 . Disabled

Rule3 C Tipldr <1 Enabled

Ruled

On $Tipd | Disabled

All the policies are assigned to Sitel.

You need to ensure that if a user uploads a document to Sitel that matches all the rules, the user will be shown the Tip 2 policy tip.
‘What should you do?

A. Change the priority of DLP2 to 3.
B. Enable additional processing of the policies if there is a match for Rulel.
C. Change the priority of DLP2 to 0.
D. Prevent additional processing of the policies if there is a match for Rule2

Answer: D

NEW QUESTION # 111

You have a Microsoft 365 ES subscription that has a sensitivity label named Sensitivityl.

You plan to create an auto-labeling policy that will apply Sensitivityl to Microsoft Exchange Online mailboxes.
On February 1, you create the auto-labeling policy and enable simulation mode by using the default settings.
No modifications are made to the policy in simulation mode.

‘When will the policy first be turned on?

A. February 6
B. February 2
C. never

D. February 15

Answer: D

NEW QUESTION # 112

Youneed to meet the technical requirements for the Site]l documents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.



Actiar@ M i’ Cros Oft Answer Area

Create a sensitivity label

Wait 24 hours and then turn on the policy

|
7
Create a sensitive info type. .’
Create a retention label. |

Create an auto-labeling polity ‘

Answer:

Explanation:
Actions Answer Area

— o e ww mw mw mw mw e e mw e mm e mm

Create a sensitive info type.

!_Create a sensitivity label,

== = = = = = = = = = = = =

it.d4 hours and then turn on the policy i [Creale ip rétention label.

=—-Whcrosoft - ¢ :4:-5 S ==

B T . T —

*Create a sensitive info type, Create an auto-labeling policy.

e

T e e aa e — 1
Create a retention label. ﬁ
_______________ I
b = |
r Create an auto-labeling policy |
Explanation:
Actions Answer Area
Create a sensitive info type.
Wait 24 hours and then turn on the policy. Create a;sensitivity label.
Create an auto-labeling policy.
Create a retention label. I

The goal is to automatically label documents in Sitel that contain credit card numbers. To achieve this, we need a sensitivity label
with an auto- labeling policy based on a sensitive info type that detects credit card numbers.

Step 1: Create a Sensitive Info Type

# A sensitive info type is needed to detect credit card numbers in documents.

# Microsoft Purview includes built-in sensitive info types for credit card numbers, but we can also create a custom one if necessary.
Step 2: Create a Sensitivity Label

# A sensitivity label is required to classify and protect documents containing sensitive information.

# This label can apply encryption, watermarking, or access controls to credit card data.

Step 3: Create an Auto-Labeling Policy

# An auto-labeling policy ensures that the sensitivity label is applied automatically when credit card numbers are detected in Sitel.
# This policy is configured to scan files and automatically apply the correct sensitivity label.




NEW QUESTION # 113
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