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Amazon AWS Certified Security - Specialty Sample Questions (Q426-Q431):

NEW QUESTION # 426

A company hosts an application on Amazon EC2 instances. The application also uses Amazon S3 and Amazon Simple Queue
Service (Amazon SQS). The application is behind an Application Load Balancer (ALB) and scales with AWS Auto Scaling,

The company's security policy requires the use of least privilege access, which has been applied to all existing AWS resources. A
security engineer needs to implement private connectivity to AWS services.

‘Which combination of steps should the security engineer take to meet this requirement? (Select THREE.)

e A Use aninterface VPC endpoint for Amazon SQS

e B. Modify the | AM role applied to the EC2 instances in the Auto Scaling group to allow outbound traffic to the interface
endpoints.

e (. Configure a connection to Amazon S3 through AWS Transit Gateway.
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¢ D. Configure a connection to Amazon S3 through AWS Firewall Manager
¢ E. Modify the endpoint policies on all VPC endpoints. Specify the SQS and S3 resources that the application uses
¢ F. Use a gateway VPC endpoint for Amazon S3.

Answer: AJEF

Explanation:

The correct answer is A, C, and E because they provide the most secure and efficient way to implement private connectivity to
AWS services. Using interface VPC endpoints for Amazon SQS and gateway VPC endpoints for Amazon S3 allows the
application to access these services without using public [P addresses or internet gateways. Modifying the endpoint policies on all
VPC endpoints enables the security engineer to specify the SQS and S3 resources that the application uses and restrict access to
other resources.

The other options are incorrect because they do not provide private connectivity to AWS services or they introduce unnecessary
complexity or cost. Option B is incorrect because AWS Transit Gateway is used to connect multiple VPCs and on-premises
networks, not to connect to AWS services. Option D is incorrect because modifying the TAM role applied to the EC2 instances is
not sufficient to allow outbound traffic to the interface endpoints. The security group and route table associated with the interface
endpoints also need to be configured. Option F is incorrect because AWS Firewall Manager is used to centrally manage firewall
rules across multiple accounts and resources, not to connect to AWS services.

NEW QUESTION # 427

A company has hundreds of AWS accounts in an organization n AWS Organizations. The company operates out of a single AWS
Region. The company has a dedicated security tooling AWS account in the organization.

The security tooling account is configured as the organization's delegated administrator for Amazon GuardDuty and AWS Security
Hub. The company has configured the environment to automatically enable GuardDuty and Security Hub for existing AWS accounts
and new AWS accounts.

The company is performing control tests on specific GuardDuty findings to make sure that the company's security team can detect
and respond to security events. The security team launched an Amazon EC2 instance and attempted to run DNS requests against a
test domain, exanple.com, to generate a DNS finding. However, the GuardDuty finding was never created in the Security Hub
delegated admmistrator account.

Why was the finding was not created in the Security Hub delegated administrator account?

A. The GuardDuty integration with Security Hub was never activated in the AWS account where the finding was generated.
B. The VPC where the EC2 instance was launched had the DHCP option configured for a custom OpenDNS resolver.

C. VPC flow logs were not turned on for the VPC where the EC2 instance was launched.

D. Cross-Region aggregation in Security Hub was not configured.

Answer: A

Explanation:

Explanation

The correct answer is C. The GuardDuty integration with Security Hub was never activated in the AWS account where the finding
was generated.

According to the AWS documentation], GuardDuty findings are automatically sent to Security Hub only if the GuardDuty integration
with Security Hub is enabled in the same account and Region. This means that the security tooling account, which is the delegated
administrator for both GuardDuty and Security Hub, must enable the GuardDuty integration with Security Hub in each member
account and Region where GuardDuty is enabled. Otherwise, the findings from GuardDuty will not be visible in Security Hub.

The other options are incorrect because:

VPC flow logs are not required for GuardDuty to generate DNS findings. GuardDuty uses VPC DNS logs, which are automatically
enabled for all VPCs, to detect malicious or unauthorized DNS activity.

The DHCP option configured for a custom OpenDNS resolver does not affect GuardDuty's ability to generate DNS findings.
GuardDuty uses its own threat intelligence sources to identify malicious domains, regardless of the DNS resolver used by the EC2
instance.

Cross-Region aggregation in Security Hub is not relevant for this scenario, because the company operates out of a single AWS
Region. Cross-Region aggregation allows Security Hub to aggregate findings from muitiple Regions into a single Region.

References:

1: Managing GuardDuty accounts with AWS Organizations : Amazon GuardDuty Findings : How Amazon GuardDuty Works :
Cross-Region aggregation in AWS Security Hub

NEW QUESTION # 428



An Incident Response team is investigating an IAM access key leak that resulted in Amazon EC2 instances being launched. The
company did not discover the incident until many months later The Director of Information Security wants to implement new controls
that will alert when similar incidents happen in the fiture Which controls should the company implement to achieve this? {Select
TWO.)

¢ A. Add the following bucket policy to the company's IAM CloudTrail bucket to prevent log tampering

{

"Version'™ "2012-10-17-,

"Statement"; {

"Effect": "Deny",

"Action”; "s3:PutObject",

"Principal™ "-",

"Resource": "arnIAM:s3::cloudtrail/ ITAMLogs/111122223333/*"
}

j

Create an Amazon S3 data event for an PutObject attempts, which sends notifications to an Amazon SN topic.

e B. Verify that Amazon GuardDuty is enabled in all Regions, and create an Amazon CloudWatch Events rule for Amazon
GuardDuty findings Add an Amazon SN topic as the rule's target

e C. Use IAM CloudTrail to make a trail, and apply it to all Regions Specify an Amazon S3 bucket to receive all the CloudTrail
log files

e D. Create a Security Auditor role with permissions to access Amazon CloudWatch Logs mall Regions Ship the logs to an
Amazon S3 bucket and make a lifecycle policy to ship the logs to Amazon S3 Glacier.

e E. Enable VPC Flow Logs in all VPCs Create a scheduled IAM Lambda function that downloads and parses the logs, and
sends an Amazon SN notification for violations.

Answer: B,E

NEW QUESTION # 429

A company has contracted with a third party to audit several AWS accounts. To enable the audit, cross- account [AM roles have
been created in each account targeted for audit. The Auditor is having trouble accessing some of the accounts.

Which of'the following may be causing this problem? (Choose three.)

A. The Auditor has not been granted sts:AssumeRole for the role in the destination account.
B. The role ARN used by the Auditor is missing or incorrect.

C. The secret key used by the Auditor is missing or incorrect.

D. The Amazon EC2 role used by the Auditor must be set to the destination account role.
E. The Auditor is using the incorrect password.

F. The external ID used by the Auditor is missing or incorrect.

Answer: A,B,F

Explanation:

Explanation

The following may be causing the problem for the Auditor:

A: The external ID used by the Auditor is missing or incorrect. This is a possible cause, because the external ID is a unique identifier
that is used to establish a trust relationship between the accounts. The external ID must match the one that is specified in the role's
trust policy in the destination account1.

C: The Auditor has not been granted sts:AssumeRole for the role in the destination account. This is a possible cause, because
sts:AssumeRole is the API action that allows the Auditor to assume the cross-account role and obtain temporary credentials. The
Auditor must have an IAM policy that allows them to call sts:AssumeRole for the role ARN in the destination account?.

F: The role ARN used by the Auditor is missing or incorrect. This is a possible cause, because the role ARN is the Amazon
Resource Name of the cross-account role that the Auditor wants to assume. The role ARN must be valid and exist in the destination
account3.

NEW QUESTION # 430

A company deploys a set of standard IAM roles in AWS accounts. The IAM roles are based on job functions within the company.
To balance operational efficiency and security, a security engineer implemented AWS Organizations SCPs to restrict access to
critical security services in all company accounts.



All of the company's accounts and OUs within AWS Organizations have a default FullAWSAccess SCP that is attached. The
security engineer needs to ensure that no one can disable Amazon GuardDuty and AWS Security Hub. The security engineer also
must not override other permissions that are granted by IAM policies that are defined in the accounts.

‘Which SCP should the security engineer attach to the root of the organization to meet these requirements?
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Answer: A
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