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Amazon SCS-C02 Exam Syllabus Topics:

Topic Details
¢ Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating

Topic 1 compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

¢ Security Logging and Monttoring: This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging

Topic 2
op solutions and analyzing logs to enhance threat visibility.

¢ Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot

security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
Topic 3 on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

Amazon AWS Certified Security - Specialty Sample Questions (Q204-Q209):

NEW QUESTION # 204

A company deploys a distributed web application on a fleet of Amazon EC2 instances. The fleet is behind an Application Load
Balancer (ALB) that will be configured to terminate the TLS connection. All TLS traffic to the ALB must stay secure, even if the
certificate private key is compromised.

How can a security engineer meet this requirement?

A. Create an HTTPS listener that uses the Server Order Preference security feature.

B. Create an HTTPS listener that uses a certificate that is managed by IAM Certificate Manager (ACM).

C. Create an HTTPS listener that uses a security policy that uses a cipher suite with perfect toward secrecy (PFS).

D. Create a TCP listener that uses a custom security policy that allows only cipher suites with perfect forward secrecy (PFS).

Answer: B

NEW QUESTION # 205

A security engineer is designing a solution that will provide end-to-end encryption between clients and Docker containers running in
Amazon Elastic Container Service (Amazon ECS). This solution will also handle volatile traffic patterns.

Which solution would have the MOST scalability and LOWEST latency?

A. Configure a Network Load Balancer with a TCP listener to pass through TLS traffic to the containers.

B. Configure Amazon Route 53 to use multivalue answer routing to send traffic to the containers.

C. Configure a Network Load Balancer to terminate the TLS traffic and then re-encrypt the traffic to the containers.

D. Configure an Application Load Balancer to terminate the TLS traffic and then re-encrypt the traffic to the containers.

Answer: A

Explanation:

The most scalable and lowest-latency solution for end-to-end TLS is to configure a Network Load Balancer (NLB) with a TCP
listener. This configuration allows TLS traffic to be passed through directly to the containerized applications running on ECS,
preserving full encryption between the client and the container without TLS termination at the load balancer.

NLBs are optimized for handling sudden spikes i traffic (volatile traffic patterns), and passing through TLS traffic ensures the
encryption is maintained from source to container.

This is a key practice under Infrastructure Security as highlighted in the AWS Certified Security - Specialty content where preserving
encryption and handling scale is crucial
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NEW QUESTION # 206

A company uses Amazon RDS for MySQL as a database engine for its applications. A recent security audit revealed an RDS
instance that is not compliant with company policy for encrypting data at rest. A security engineer at the company needs to ensure
that all existing RDS databases are encrypted using server-side encryption and that any future deviations from the policy are
detected.

‘Which combination of steps should the security engineer take to accomplish this? (Select TWO.)

¢ A. Create an IAM Config rule to detect the creation of unencrypted RDS databases. Create an Amazon EventBridge
(Amazon CloudWatch Events) rule to trigger on the JAM Config rules compliance state change and use Amazon Simple
Notification Service (Amazon SNS) to notify the security operations team.

¢ B. Take a snapshot of the unencrypted RDS database. Copy the snapshot and enable snapshot encryption in the process.
Restore the database instance from the newly created encrypted snapshot. Terminate the unencrypted database instance.

¢ C. Enable encryption for the identified unencrypted RDS instance by changing the configurations of the existing database

e D. Create a read replica for the existing unencrypted RDS database and enable replica encryption in the process. Once the
replica becomes active, promote it into a standalone database instance and terminate the unencrypted database instance.

¢ E. Use IAM System Manager State Manager to detect RDS database encryption configuration drift. Create an Amazon
EventBridge (Amazon CloudWatch Events) rule to track state changes and use Amazon Simple Notification Service (Amazon
SNS) to notify the security operations team.

Answer: A.B

NEW QUESTION # 207

A company runs an online game on AWS. When players sign up for the game, their username and password credentials are stored
in an Amazon Aurora database.

The number of users has grown to hundreds of thousands of players. The number of requests for password resets and login
assistance has become a burden for the company's custormer service team.

The company needs to implement a solution to give players another way to log in to the game.

The solution must remove the burden of password resets and login assistance while securely protecting each player's credentials.
Which solution will meet these requirements?

e A Instead of using usernames and passwords for authentication, issue API keys to new and existing players. Create an
Amazon API Gateway API to give the game client access to the game's functionality.

¢ B. When a new player signs up, use an AWS Lambda finction to automatically create an IAM access key and a secret
access key. Program the Lambda finction to store the credentials on the player's device. Create IAM keys for existing
players.

¢ C. Configure Amazon Cognito user pools to federate access to the game with third-party identity providers (IdPs), such as
social IdPs. Migrate the game's authentication mechanism to Cognito.

¢ D. Migrate the player credentials from the Aurora database to AWS Secrets Manager. When a new player signs up, create a
key-value pair in Secrets Manager for the player's user ID and password.

Answer: C

Explanation:

The best solution to meet the company's requirements of offering an alternative login method while securely protecting player
credentials and reducing the burden of password resets is to use Amazon Cognito with user pools. Amazon Cognito provides a fully
managed service that facilitates the authentication, authorization, and user management for web and mobile applications. By
configuring Amazon Cognito user pools to federate access with third-party Identity Providers (IdPs), such as social media platforns
or Google, the company can allow users to sign in through these external IdPs, thereby eliminating the need for traditional username
and password logins. This not only enhances user convenience but also offloads the responsibility of managing user credentials and
the associated challenges like password resets to Amazon Cognito, thereby reducing the burden on the company's customer service
team. Additionally, Amazon Cognito integrates seamlessly with other AWS services and follows best practices for security and
compliance, ensuring that the player's credentials are protected.

NEW QUESTION # 208

A company has a new partnership with a vendor. The vendor will process data fiom the company's customers.

The company will upload data files as objects into an Amazon S3 bucket. The vendor will download the objects to perform data
processing. The objects will contain sensi-tive data.

A security engineer must implement a solution that prevents objects from resid-ing in the S3 bucket for longer than 72 hours.
‘Which solution will meet these requirements?



e A Use the S3 Intelligent- Tiering storage class for all objects that are up-loaded to the S3 bucket. Use S3 Intelligent- Tiering
to expire objects that have been in the S3 bucket for 72 hours.

¢ B. Use Amazon Macie to scan the S3 bucket for sensitive data every 72 hours. Configure Macie to delete the objects that
contain sensitive data when they are discovered.

¢ C. Create an Amazon EventBridge scheduled rule that invokes an AWS Lambda finction every day.
Program the Lambda finction to remove any objects that have been in the S3 bucket for 72 hours.

e D. Configure an S3 Lifecycle rule on the S3 bucket to expire objects that have been in the S3 bucket for 72 hours.

Answer: D

NEW QUESTION # 209

As we all know, office workers have very little time to prepare for examinations. It would be too painful to waste precious rest time
on the subject. But if they have SCS-C02 practice materials, things will become different. Our SCS-C02 study materials not only
nclude key core knowledge, but also allow you to use scattered time to learn, so that you can learn more easily and achieve a
multiplier effect. And after you study with our SCS-C02 Exam Questions for 20 to 30 hours, you will be able to pass the SCS-C02
exam for sure.
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