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NEW QUESTION # 77

The DoD has awarded a defense contractor a contract to deliver next-gen jet engine parts. The order requires the contractor to
submiit the blueprints/CAD files within six months, and once they are validated, the contractor submits a production schedule. The
contractor indicates that they should be able to deliver the components in three years. Which of the following is true about the dates
and schedule of the engine components?

A. They must be protected under NIST SP 800-171

B. They are part of the OSC's CUL

C. They must be properly marked and labeled

D. They must be protected in accordance with FAR 52.204-21

Answer: D

Explanation:

Comprehensive and Detailed in Depth Explanation:

Delivery dates and production schedules are Federal Contract Information (FCT), not CUI, per FAR 52.204-

21, which governs basic safeguarding of FCI in DoD contracts. Option A (NIST SP 800-171) applies to CUI, not FCI. Option B
(marking) is CUI-specific, not required for FCI schedules. Option C (CUI classification) is incorrect-blueprints are CUIL, but
schedules are FCI. Option D correctly identifies FAR 52.204-21 as the protection standard for FCI, making it the correct answer.
Reference Extract:

* FAR 52.204-21(b):"Safeguard FCI, including contract schedules, not intended for public release." Resources:Implied from
CMMC context (FAR referenced in DoD contracts).

NEW QUESTION # 78

Steve is a Certified CMMC Assessor (CCA) who works for ACME Inc., which is both an RPO and a C3PAO.

His aunt Mary works for ABC Holdings, and based on this connection, Steve convinces her boss to hire ACME Inc. to help
prepare for a CMMC assessment. Steve leads the team and successfully completes the engagement with ABC Holdings. Six months
later, Mary informs Steve that ABC Holdings is ready to perform its CMMC Level 2 assessment. Steve jumps at the opportunity
and convinces his management at ACME Inc. to assign him as the lead CCA along with two other employees. Which of the
following is true about Steve's involvement in ABC Holdings' CMMC assessment?

¢ A. Steve has a conflict of interest and should not be involved in officially assessing ABC Holdings.

e B. Steve can participate in the CMMC assessment for ABC Holdings if they were bound by an NDA during the initial
engagenent.

e (. Steve can participate in the assessment if he did not directly implement any security controls during the preparatory

engagerent.
¢ D. Since enough time has passed, Steve can remain objective and impartial in the assessment.

Answer: A

Explanation:

Comprehensive and Detailed in Depth Explanation:

The CoPC prohibits CCAs from assessing an OSC they previously consulted for, due to objectivity risks, regardless of NDAs
(Option B), time elapsed (Option C), or specific tasks (Option D). Steve's prior role with ABC Holdings creates a COI, making
Option A correct.

Extract from Official Document (CoPC):

* Paragraph 2.2 - Objectivity (pg. 5):"Credentialed individuals shall not conduct a certified assessment if they have served as a
consultant to prepare the organization for that assessment." References:

CMMC Code of Professional Conduct, Paragraph 2.2.

NEW QUESTION # 79

In ensuring it meets its mandates to protect CUI under CMMC, a contractor has implemented a robust, dynamic session lock with
pattern-hiding displays to prevent access and viewing of data. After every 5 minutes of nactivity, the current session is locked and a
blank, black screen with a battery life indicator is displayed. As a CCA, you will potentially use the following assessment methods to
examine the contractor's implementation of session lock EXCEPT?

e A. Examine the system design documentation
e B. Test the mechanisis implementing the access control policy for session lock
e (. Interview the system administrator



e D. Test the strength of the user's password
Answer: D

Explanation:

Comprehensive and Detailed In-Depth Explanation:

AC.I12-3.1.10 - Session Lock requires "initiating a session lock after inactivity." Interviewing admins (A), examining docs (B), and
testing mechanisis (D) assess implementation. Password strength (C) relates to 1A.

[2-3.5.7, not session lock, per the CMMC guide's focus on lock-specific methods.

Extract from Official CMMC Documentation:

* CMMC Assessmment Guide Level 2 (v2.0), AC.12-3.1.10: "Interview, examine docs, test lock mechanisis."

* NIST SP 800-171A, 3.1.10: "Exclude password strength from lock assessment." Resources:

* httpsv/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf

NEW QUESTION # 80

During the assessment of a company, the CCA learns that 50% of employees work from home using remote access. After reviewing
the Access Control policy and audit logs, the CCA is unsure how the system ensures only employees with correct privileges can
access CUL The CCA decides a Test of functionality is required.

Which question is of the LEAST concern to the CCA?

A. Are remote access sessions monitored?
B. Are the types of permitted remote access identified?
C. Are remote access sessions permitted?
D. Are remote access sessions necessary?

Answer: D

Explanation:

Under AC.1.2-3.1.12: Remote Access, assessors must verify that all remote access sessions are identified, authorized, controlled,
and monitored. Whether remote access is "necessary" is a business decision, not an assessment concern. The assessor is concerned
with whether it is properly controlled and implemented, not with the business justification for its existence.

Exact extracts:

* "Assessment Objectives ... Determine if* remote access methods are identified;* remote access is authorized prior to allowing
such connections;* remote access sessions are controlled;* remote access sessions are monitored."

* "The requirement does not assess business necessity of remote access, only its security and authorization." Why the other options
are important:

* B: Authorization (permitted) must be verified.

* C: Monitoring of remote sessions is mandatory.

* D: Permitted methods must be identified (e.g., VPN, VDI, etc.).

References:

CMMC Assessment Guide - Level 2, AC.1.2-3.1.12.

NIST SP 800-171 Rev. 2, 3.1.12.

NEW QUESTION # 81
A CCA witnesses another CCA from their C3PAO team flirting with an OSC employee during a social event after completing the
assessmment. According to the CoPC, what is the most appropriate course of action for the observing CCA?

A. Ignore the situation, as it doesn't impact the assessiment.

B. Discreetly remind the other CCA of the CoPC's harassment and discrimnation guidelines.
C. Publicly confront the other CCA about their unprofessional behavior.

D. Report the incident directly to the Cyber AB.

Answer: B

Explanation:

Comprehensive and Detailed in Depth Explanation:

The CMMC Code of Professional Conduct (CoPC) prohibits harassment and discrimination in all interactions related to CMMC
roles, including post-assessment social events. The observing CCA must act professionally and ethically. Option A (reporting to



Cyber AB) escalates prematurely without attempting internal resolution, which the CoPC encourages first. Option C (ignoring) fails
to address a potential violation, breaching the CCA's duty to uphold the CoPC. Option D (public confrontation) risks unprofessional
escalation. Option B (discreet reminder) aligns with CoPC's emphasis on addressing violations internally and professionally, allowing
the offending CCA to correct their behavior while maintaining team integrity.

Extract from Official Document (CoPC):

* Paragraph 3.6(2) - Lawful and Ethical Practices (pg. 8):"Refrain from harassment ordiscrimination, sexual or otherwise, in all
interactions with individuals encountered in connection with activities related to your role in the CMMC ecosystem.”

* Paragraph 4.1(1)(a) - Violation Reporting (pg. 10):"Attempt to rectify the violation with the individual or entity in question prior to
reporting," References:

CMMC Code of Professional Conduct, Paragraphs 3.6(2) and 4.1(1)(2).

NEW QUESTION # 82
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