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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in
Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security

Topic 1 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and

protection.

¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.

Topic 2

¢ Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

Topic 3 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

¢ Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
Topic 4 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q29-Q34):

NEW QUESTION # 29

You have a Microsoft 365 subscription.

You create and run a content search from the Microsoft Purview portal.
You need to download the results of the content search.

‘What should you obtain first?

A.apin

B. a password
C. an export key
D. a certificate

Answer: C

Explanation:

When you run a Content Search in the Microsoft Purview compliance portal and want to download/export the search results, you
must:

Select Export results in the Content Search tool.

Purview generates an Export key.

Use the eDiscovery Export Tool (ClickOnce application) to download the results.
The Export key is required to authenticate the export process.

Certificate # Not used in this process.

Password # Not required for export.

PIN # Not relevant here.

Export Key # # Mandatory to export search resuilts.

# Reference:

Export Content Search results - Microsoft Learn

NEW QUESTION # 30
You have a Microsoft 365 ES subscription that contains two users named User] and User2.
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You create the audit retention policies shown in the following table.

Priority i | Activities Users | Duration
10 AuditRete ] itehn MailboxLogin None | 90 Days
, _ Send, 9
20 AuditRetention2 | Exchangeltem Mailteanst @A User1 Monithe
; ; ' 6
1
30 AuditRetention3 |-Sharepoint None User -
40 AuditRetentiond | Sharepoint SiteRenamed User1 2
Months
50 AuditRetention5 | Sharepoint SiteRenamed None | 10 Years
The users perform the following actions:

*User] renames a Microsoft SharePoint Online site.
*User2 sends an email message.
How long will the audit log records be retained for each action? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
User1 renames a SharePoint site: v
|90 days
6 m .
g m;ﬁM icrosof{
Vyear
10 years
User2 sends, 51 email message: .
90 days
6 months
9 months
1 year
10 years
Answer:
Explanation:
Answer Area

User1 renames a SharePoint site:

w fgpgsgﬁmail message:

190 days

| 6 months

9 months

1.year
10 years

90 days

' 6 months
9 months
1 year
10 years




NEW QUESTION # 31

You have a Microsoft 365 subscription.

You have a Microsoft SharePoint Online site named Sitel. Site] has a document library that contains the files shown in the following
table.

.&ﬁiﬂ_.
mber 1 2023

Februany 3 3004
by £ 3077

From the Microsoft Purview conmpliance portal, for Site1 you create a content search named Searchl that has the date in the
YYYY-MM-DD format as shown in the following exhibit.

L Define your search conditions
A
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I ] - —

@ Comene el T

e

anan
“ File type "
e

- -

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

meMicrasoft _
o

the Search results.
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ih v baded in the Ssarch remalts

Answer:
Explanation:

Statwinents

Filel it inchudedin BiBSaurcR T results,

File2 jairicioge &n the Searchl results, .‘
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Fale} i ingluded in the Search] resmatts .

Explanation:

Sratemen s
Falel i ibaleg s the Search) results,

File? 13 included n the Searchl results.
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NEW QUESTION # 32
You have a Microsoft 365 ES subscription that contains a Microsoft SharePoint Online site named Sitel.

You need to implement Microsoft Purview data lifecycle management.
‘What should you create first?

¢ A an auto-labeling policy

¢ B. aretention label

¢ (. adata loss prevention (DLP) policy
¢ D. a sensitivity label policy

Answer: B

Explanation:

To implement Microsoft Purview Data Lifecycle Management for SharePoint Online (Site1), you need to create a retention label
first. Retention labels define how long content should be retained or deleted based on compliance requirements. Once a retention
label is created, it can be manually or automatically applied to content in SharePomnt Online, Exchange, OneDrive, and Teans. After
creating a retention label, you can configure label policies to apply themto Sitel and other locations.

NEW QUESTION # 33

You are implementing Microsoft Purview Advanced Message Encryption for a Microsoft 365 tenant named contoso.com You need
to meet the following requirements:

* All email to a domain named (abrikam com must be encrypted automatically.

* Encrypted emails must expire seven days after they are sent

What should you configure for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

All e SilEER

A data connedior in the Microsoft Purview portal

A data loss prevention (DLP) policy in the Microsoft Purview portal
A mail low €onnector in the Exchange admin center
Avmail flow rule in the Exchange admin center
rypted emails must expire seven days after they are seqf
A custom branding template in Microsoft Exchange Online PowerShell
A label policy in the Microsoft Purview portal
A mail fiow rule in the Exchange admin center

A sensitive info type in the Microsolt Purview portal

Answer:

Explanation:
AnSwer Area
All email to a domain RS fabrk A ofll il soe | necm :_ _
* el alitolh dfichily IA Qath connertér if theMicrosoft Purview portal

A data loss prevention (DLP)policy in the Microsoft Purview portal

Encrypted emails must expire seven days after they ar&sdnt

A label policy in the Microsoft Purview portal

A mail flow rule in the Exchange admin center
A sensitive info type in the Microsoft Purview portal
Explanation:
Answer Area e .
Microsoft

All email to a domain named fabrikam.com must be A mail floi nul&inthe Exchange admin center

encrypled automatically

Encrypted emails must expire seven days after they are@ént", Atustom branding template in Microsoft Exchange Online PowerShedl

Requirement 1 - Encrypt all email to fabrikam.com automatically



To force encryption for mail sent to a specific external domain (fabrikam com):

You configure a mail flow rule (transport rule) in the Exchange admin center (EAC).

This rule can apply Office Message Encryption (OME) automatically when messages match conditions such as recipient domain.
Reference: Define mail flow rules to encrypt email messages

Correct choice: A mail flow rule in the Exchange admin center

Requirement 2 - Encrypted emails must expire after 7 days

To configure expiration and access control over encrypted emails:

You use Microsoft Purview sensitivity labels with encryption settings.

A label policy in the Purview portal can enforce encryption, set access rights, and define expiration (e.g,, revoke access after 7
days).

Sensitive info types or mail flow rules cannot configure expiration.

Reference: Configure encryption settings for sensitivity labels

Correct choice: A label policy in the Microsoft Purview portal

NEW QUESTION # 34

One of'the best ways to prepare for the Microsoft SC-401 examiis to study the Administering Information Security in Microsoft 365
(SC-401) exam questions. Familiarizmg yourself with the SC-401 certification using practice test on real-world data sets can help
you build your confidence and prepare you for the exam. Additionally, taking SC-401 Exam Questions and quizzes can help you
identify areas where you need to improve and gauge your understanding of the material.
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