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WGU Managing Cloud Security (JY02) Sample Questions (Q59-Q64):
NEW QUESTION # 59 
Which action should be taken to ensure that unencrypted network traffic is protected?

A. Data should be transmitted using the secure socket layer (SSL) protocol.
B. Data should be transmitted using the transport layer security (TLS) protocol.
C. Data should be transmitted using generic routing encapsulation (GRE).
D. Data should be transmitted after it is compressed and password protected using gunzip (GZ).

Answer: B

Explanation:
The most effective way to protect network traffic from interception isTransport Layer Security (TLS). TLS provides confidentiality,
integrity, and authentication by encrypting data as it travels between client and server. Unlike older protocols like SSL, which is now
deprecated due to vulnerabilities, TLS is the industry- standard protocol endorsed by modern security frameworks.
Compression and password protection through GZ is not a reliable method, as it does not offer strong encryption or resistance
against sophisticated interception attacks. GRE is a tunneling protocol and does not inherently provide encryption.
By implementing TLS, organizations ensure protection against on-path attacks, replay attacks, and packet sniffing. TLS also
supports features such as forward secrecy and certificate-based authentication, ensuring both secure data transmission and mutual
trust between endpoints. In compliance-driven industries like healthcare and finance, TLS is explicitly mandated for protecting
sensitive information in transit.

NEW QUESTION # 60 
An organization designing a data center wants the ability to quickly create and shut down virtual systems based on demand. Which
concept describes this capability?

A. High availability
B. Ephemeral computing
C. Maintenance mode
D. Resource scheduling

Answer: B

Explanation:
The capability to rapidly create and destroy virtual systems as demand fluctuates is known asephemeral computing. These short-
lived resources are provisioned automatically when needed and decommissioned when demand subsides.
Resource scheduling helps allocate resources but does not imply temporary lifespans. High availability ensures continuous service,
and maintenance mode is used for administrative tasks.
Ephemeral computing is central to elasticity in cloud environments, reducing costs and improving scalability.
For example, containers or serverless functions may run only while needed and then disappear. This model optimizes utilization,
lowers expenses, and supports modern application architectures that demand agility.

NEW QUESTION # 61 
An engineer has been given the task of ensuring all of the keys used to encrypt archival data are securely stored according to
industry standards. Which location is a secure option for the engineer to store encryption keys for decrypting data?

A. A repository that is made public
B. A repository that is made private
C. An escrow that is kept separate from the data it is tied to
D. An escrow that is kept local to the data it is tied to

Answer: C
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Explanation:
Industry best practice requires that encryption keys arestored separately from the data they protect. This ensures that if the data
storage system is compromised, attackers cannot immediately decrypt sensitive information. The use of a secure escrow system is a
recognized approach.
An escrow provides controlled storage for encryption keys, ensuring they are only accessible by authorized processes and not co-
located with the protected data. Keeping keys "local" to the data creates a single point of failure. A public or private repository
without specialized protection mechanisms would also be insufficient due to risks of insider threats or misconfiguration.
By placing keys in an independent escrow system, the organization enforces separation of duties, strengthens defense-in-depth, and
aligns with cryptographic standards from NIST and ISO. This practice is vital when dealing with archival data, where long-term
confidentiality must be preserved even as systems evolve.

NEW QUESTION # 62 
An organization is conducting an external audit of the IT policies governing its production environment after moving all of its
production systems to the cloud. Which IT policy will have a low priority in this environment?

A. Hardware management
B. Acceptable use
C. Software procurement
D. Data classification

Answer: A

Explanation:
In a cloud environment, responsibility forhardware managementshifts primarily to the cloud provider.
Customers no longer manage servers, storage devices, or physical networks directly. As a result, hardware management policies are
less critical for customer audits compared to data classification, procurement, or acceptable use.
Data classification remains essential to secure sensitive information. Software procurement policies are important to control licensing
and compliance. Acceptable use policies govern employee behavior in cloud environments.
While organizations may still need high-level oversight of hardware through contracts and SLAs, detailed hardware policies have a
reduced role. Instead, emphasis shifts to managing the shared responsibility model, ensuring cloud provider controls complement
customer governance.

NEW QUESTION # 63 
Which threat modeling process would a security analyst use to test a new application from a malicious actor's perspective?

A. Architecture, Threats, Attack Surfaces, and Mitigation (ATASM)
B. Process for Attack Simulation and Threat Analysis (PASTA)
C. Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privileges (STRIDE)
D. Damage, Reproducibility, Exploitability, Affected Users, and Discoverability (DREAD)

Answer: B

Explanation:
TheProcess for Attack Simulation and Threat Analysis (PASTA)is a risk-centric threat modeling methodology that explicitly focuses
on simulating real-world attacks from an adversary's perspective. Unlike STRIDE or DREAD, which classify threats and rate
severity, PASTA evaluates how an attacker would exploit vulnerabilities step by step.
PASTA has seven stages, including defining objectives, decomposing applications, and simulating attacks.
This methodology helps organizations understand both technical and business risks by looking at the application as an attacker
would.
STRIDE categorizes threats, DREAD provides scoring, and ATASM emphasizes architecture and mitigation.
While valuable, they are not primarily attack-simulation frameworks. PASTA enables proactive testing of defenses against realistic
adversary behaviors, making it especially relevant in modern cloud and DevSecOps environments.

NEW QUESTION # 64
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