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CompTIA Linux+ Certification Exam Sample Questions (Q67-Q72):
NEW QUESTION # 67 
A Linux engineer finds multiple failed login entries in the security log file for application users. The Linux engineer performs a security
audit and discovers a security issue. Given the following:
# grep -iE '*www*|db' /etc/passwd
www-data:x:502:502:www-data:/var/www:/bin/bash
db:x: 505:505:db: /opt/db:/bin/bash
Which of the following commands would resolve the security issue?

A. usermod -d /srv/www-data www-data && usermod -d /var/lib/db db
B. chsh -s /bin/false www-data && chsh -s /bin/false db
C. passwd -u www-data && passwd -u db
D. renice -n 1002 -u 502 && renice -n 1005 -u 505
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Answer: B

Explanation:
This command will use the chsh tool to change the login shell of the users www-data and db to /bin/false, which means they will not
be able to log in to the system1. This will prevent unauthorized access attempts and improve security.

NEW QUESTION # 68 
A systems administrator needs to check if the service systemd-resolved.service is running without any errors. Which of the following
commands will show this information?

A. systemct1 enable systemd-resolved.service
B. systemct1 mask systemd-resolved.service
C. systemct1 status systemd-resolved.service
D. systemct1 show systemd-resolved.service

Answer: C

Explanation:
The command systemct1 status systemd-resolved.service will show the information about the service systemd-resolved.service. The
systemct1 command is a tool for managing system services and units. The status option displays the current status of a unit, such as
active, inactive, or failed. The output also shows the unit description, loaded configuration, process ID, memory usage, and recent
log messages. This command will show if the service systemd-resolved.service is running without any errors. This is the correct
command to use to accomplish the task. The other options are incorrect because they either perform different actions (enable, mask,
or show) or do not show the status of the service (systemct1 show systemd-resolved.service only shows the properties of the
service, not the status). Reference: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 14: Managing Processes and
Scheduling Tasks, page 427.

NEW QUESTION # 69 
A junior administrator is trying to set up a passwordless SSH connection to one of the servers. The administrator follows the
instructions and puts the key in the authorized_key file at the server, but the administrator is still asked to provide a password during
the connection.
Given the following output:

Which of the following commands would resolve the issue and allow an SSH connection to be established without a password?

A. chmod 600 mv .ssh/authorized_key
B. restorecon -rv .ssh/authorized_key
C. mv .ssh/authorized_key .ssh/authorized_keys
D. systemct1 restart sshd.service

Answer: C

Explanation:
Explanation
The command mv .ssh/authorized_key .ssh/authorized_keys will resolve the issue and allow an SSH connection to be established
without a password. The issue is caused by the incorrect file name of the authorized key file on the server. The file should be named
authorized_keys, not authorized_key.
The mv command will rename the file and fix the issue. The other options are incorrect because they either do not affect the file name
(restorecon or chmod) or do not restart the SSH service (systemct1). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 13: Managing Network Services, page 410.

NEW QUESTION # 70 
A Linux administrator was tasked with deleting all files and directories with names that are contained in the sobelete.txt file. Which of
the following commands will accomplish this task?



A. rm -d -r -f toDelete.txt
B. xargs -f cat toDelete.txt -rm
C. cat toDelete.txt | rm -frd
D. cat toDelete.txt | xargs rm -rf

Answer: D

Explanation:
Explanation
The command cat toDelete.txt | xargs rm -rf will delete all files and directories with names that are contained in the toDelete.txt file.
The cat command reads the file and outputs its contents to the standard output.
The | operator pipes the output to the next command. The xargs command converts the output into arguments for the next command.
The rm -rf command removes the files and directories recursively and forcefully. This is the correct way to accomplish the task. The
other options are incorrect because they either use the wrong options (-f instead of -a for xargs), the wrong arguments (toDelete.txt
instead of toDelete.txt filename for rm), or the wrong commands (rm instead of xargs). References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 11: Managing Files and Directories, pages 349-350.

NEW QUESTION # 71 
A Linux administrator is checking connectivity between two servers in separate subnets:
Server A: 10.1.2.20 (source)
Server B: 10.2.1.10 (destination on port 8080)
The administrator tried to run the curl 10.2.1.10:8080command on server A and received the following output:
curl: (7) Failed to connect to 10.2.1.10 port 8080: Connection refused.
The administrator checked on server B and confirmed nothing is listening on port 8080.
Which of the following commands, when run on server B, would have allowed the administrator to test the connection successfully?

A. nmap -v -p 8080 10.2.1.10
B. tcpdump 'tcp port 8080'
C. ss -l -p dport=8080 dst 10.2.1.10
D. nc -l -p 8080 10.2.1.10

Answer: A

NEW QUESTION # 72
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