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Cisco Implementing Secure Solutions with Virtual Private Networks Sample
Questions (Q80-Q85):
NEW QUESTION # 80 
Which VPN technology minimizes the impact on VPN performance when encrypting multicast traffic on a Private WAN?

A. FlexVPN
B. DMVPN
C. IPsec VPN
D. GETVPN

Answer: D

NEW QUESTION # 81 
Users are getting untrusted server warnings when they connect to the URL https://asa.lab from their browsers. This URL resolves to
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192.168.10.10, which is the IP address for a Cisco ASA configured for a clientless VPN. The VPN was recently set up and issued
a certificate from an internal CA server. Users can connect to the VPN by ignoring the message, however, when users access other
webservers that use certificates issued by the same internal CA server, they do not experience this issue. Which action resolves this
issue?

A. Import the CA that signed the certificate into the machine trusted root CA store.
B. Reissue the certificate with asa.lab in the subject alternative name field.
C. Import the CA that signed the certificate into the user trusted root CA store.
D. Reissue the certificate with 192.168.10.10 in the subject common name field.

Answer: B

Explanation:
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-
Certificate-I.html

NEW QUESTION # 82 
Refer to the exhibit.

An engineer is diagnosing an issue that occurred after a router at a branch site was assigned a new address. Based on the debugs,
what must be done to resolve this issue?

A. Ensure that the UDP 500 packets between devices are not dropped.
B. Add the remote peer's IP address to the server's IKEv2 keyring.
C. Add the remote peer's identity to the server's IKEv2 profile.
D. Ensure that the correct preshared keys are set on both sides.

Answer: C

NEW QUESTION # 83 
A network engineer is installing Cisco AnyConnect on company laptops so that users can access corporate resources remotely. The
VPN concentrator is a Cisco router running IOS-XE 16.9.1 code and configured as a FlexVPN server that uses local authentication
and *$Cisc431089017$* as the key-id for the IKEv2 profile. Which two steps must be taken on the computer to allow a successful
AnyConnect connection to the router? (Choose two.)

A. In the Cisco AnyConnect XML profile, add the hostname and host address to the server list.
B. In the Cisco AnyConnect XML profile, set the user group field to DefaultAnyConnectClientGroup.
C. In the Cisco AnyConnect Local Policy, add the router IP address to the Update Policy.
D. In the Cisco AnyConnect XML profile, set the IPsec Authentication method to EAP-AnyConnect.
E. In the Cisco AnyConnect Local Policy, set the BypassDownloader option in the local to true.

Answer: D,E

NEW QUESTION # 84 
Refer to the exhibit.



Which two tunnel types produce the show crypto ipsec sa output seen in the exhibit? (Choose two.)

A. VTI
B. FlexVPN
C. DMVPN
D. crypto map
E. GRE

Answer: A,C

NEW QUESTION # 85
......
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