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Fortinet NSE7_EFW-7.2 Exam Syllabus Topics:

Topic Details

Topic 1
System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Furthermore, it delves into configuring various operation modes for an HA cluster.

Topic 2
Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.
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Topic 3 Central management: The topic of Central management covers implementing central management.

Topic 4
Routing: It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
route enterprise traffic.

Topic 5
VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.
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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q16-Q21):
NEW QUESTION # 16 
Exhibit.

Refer to the exhibit, which shows a partial web filter profile conjuration What can you cone udo from this configuration about access
towww.facebook, com, which is categorized as Social Networking?

A. The access is allowed based on the FortiGuard Category Based Filter configuration
B. The access is blocked based on the URL Filter configuration
C. The access is hocked if the local or the public FortiGuard server does not reply
D. The access is blocked based on the Content Filter configuration
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Answer: B

Explanation:
The access to www.facebook.com is blocked based on the URL Filter configuration. In the exhibit, it shows that the URL
"www.facebook.com" is specifically set to "Block" under the URL Filter section1. References := Fortigate: How to configure Web
Filter function on Fortigate, Web filter | FortiGate / FortiOS 7.0.2 | Fortinet Document Library, FortiGate HTTPS web URL filtering
... - Fortinet ... - Fortinet Community

NEW QUESTION # 17 
Which statement about network processor (NP) offloading is true?

A. The NP checks the session key or IPSec SA
B. You can disable the NP for each firewall policy using the command np-acceleration st to loose.
C. For TCP traffic FortiGate CPU offloads the first packets of SYN/ACK and ACK of the three-way handshake to NP
D. The NP provides IPS signature matching

Answer: C

Explanation:
Option A is correct because the FortiGate CPU offloads the first packets of TCP sessions to the NP for faster connection
establishment and reduced CPU load1. This feature is called TCP offloading and it is enabled by default on FortiGate models with
NP6 or higher2.
Option B is incorrect because the NP does not provide IPS signature matching. The NP only handles the packet forwarding and
encryption/decryption functions, while the IPS signature matching is performed by the content processor (CP) or the CPU3.
Option C is incorrect because the command to disable the NP for each firewall policy is set np-acceleration disable, not set np-
acceleration st to loose4. This command can be used to prevent certain traffic types from being offloaded to the NP, such as
multicast, broadcast, or non-IP packets5.
Option D is incorrect because the NP does not check the session key or IPSec SA. The NP only offloads the IPSec
encryption/decryption and tunneling functions, while the session key and IPSec SA are managed by the CPU. Reference: =
1: TCP offloading
2: Network processors (NP6, NP6XLite, NP6Lite, and NP4)
3: Content processors (CP9, CP9XLite, CP9Lite)
4: Disabling NP offloading for firewall policies
5: NP hardware acceleration alters packet flow
6: IPSec VPN concepts

NEW QUESTION # 18 
Which ADVPN configuration must be configured using a script on fortiManager, when using VPN Manager to manage fortiGate
VPN tunnels?

A. Configure IP addresses on IPsec virtual interlaces
B. Set protected network to all
C. Disable add-route on hub
D. Enable AD-VPN in IPsec phase 1

Answer: D

Explanation:
To enable AD-VPN, you need to edit an SD-WAN overlay template and enable the Auto-Discovery VPN toggle. This will
automatically add the required settings to the IPsec template and the BGP template. You cannot enable AD-VPN directly in the
IPsec phase 1 settings using VPN Manager. References := ADVPN | FortiManager 7.2.0 - Fortinet Documentation

NEW QUESTION # 19 
Exhibit.



Refer to the exhibit, which shows a partial web filter profile conjuration What can you cone udo from this configuration about access
to www.facebook, com, which is categorized as Social Networking?

A. The access is allowed based on the FortiGuard Category Based Filter configuration
B. The access is blocked based on the URL Filter configuration
C. The access is hocked if the local or the public FortiGuard server does not reply
D. The access is blocked based on the Content Filter configuration

Answer: B

Explanation:
The access to www.facebook.com is blocked based on the URL Filter configuration. In the exhibit, it shows that the URL
"www.facebook.com" is specifically set to "Block" under the URL Filter section1. References :
= Fortigate: How to configure Web Filter function on Fortigate, Web filter | FortiGate / FortiOS 7.0.2 | Fortinet Document Library,
FortiGate HTTPS web URL filtering ... - Fortinet ... - Fortinet Community

NEW QUESTION # 20 
Refer to the exhibit, which shows config system central-management information.



Which setting must you configure for the web filtering feature to function?

A. Configure server-type with the rating option.
B. Set update-server-location to automatic.
C. Add server. fortiguard. net to the server list.
D. Configure securewf.fortiguard. net on the default servers.

Answer: A

Explanation:
For the web filtering feature to function effectively, the FortiGate device needs to have a server configured for rating services. The
rating option in the server-type setting specifies that the server is used for URL rating lookup, which is essential for web filtering. The
displayed configuration does not list any FortiGuard web filtering servers, which would be necessary for web filtering. The setting set
include-default-servers disable indicates that the default FortiGuard servers are not being used, and hence, a specific server for web
filtering (like securewf.fortiguard.net) needs to be configured.

NEW QUESTION # 21
......
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