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Fortinet FCSS_NST_SE-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
resolving both local and remote authentication issues.

Topic 2
Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
administrators in handling and troubleshooting security profile-related challenges.

Topic 3

System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security
professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves
troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.

Topic 4
Routing: This part of the exam examines the expertise of Fortinet network and security professionals, in
routing enterprise traffic effectively.

Topic 5
VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure
and reliable communication between networks or remote users.

Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q28-Q33):
NEW QUESTION # 28 
During which phase of IKEv2 does the Diffie-Helman key exchange take place?

A. IKE_Auth
B. Create_CHILD_SA
C. IKE_Req_INIT
D. IKE_SA_INIT

Answer: D

NEW QUESTION # 29 
Refer to the exhibit, which shows the output of a policy route table entry.

Which type of policy route does the output show?

A. An SD-WAN rule
B. A regular policy route, which is associated with an active static route in the FIB
C. A regular policy route
D. An ISDB route

Answer: D
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Refer to the exhibit, which shows the output of a session. Which two statements are true?
(Choose two.)

A. The session was initiated from an authenticated user.
B. The session is being offloaded.
C. The TCP session has been successfully established.
D. The session is being inspected using flow inspection.

Answer: A,C

Explanation:
The TCP session has been successfully established.
The proto=6(TCP) with proto_state=01and a non zero duration/expireindicates the three way handshake completed and the session
is up.
The session was initiated from an authenticated user.
The line user=User1 state=log ... authedshows the session is tied to a logged in user (User1).

NEW QUESTION # 31 
Refer to the exhibit, which shows the partial output of a real-time OSPF debug.

Why are the two FortiGate devices unable to form an adjacency?

A. The passwords on the FortiGate devices do not match.
B. The two FortiGate devices attempting adjacency are in area 0.0.0.0.
C. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.
D. One FortiGate device is configured to require authentication, while the other is not.

Answer: D



NEW QUESTION # 32 
Refer to the exhibit, which contains partial output from an IKE real-time debug.

The administrator does not have access to the remote gateway.
Based on the debug output, which configuration change the administrator make to the local gateway to resolve the phase 1
negotiation error?

A. In the phase 1 proposal configuration, add AESCBC-SHA2 to the list of encryption algorithms.
B. In the phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithms.
C. In the phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithms.
D. In the phase 1 network configuration, set the IKE version to 2.

Answer: B

NEW QUESTION # 33
......
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