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Fortinet FCSS_NST_SE-7.4 Exam Syllabus Topics:

Topic Details
¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
Topic 1 resolving both local and remote authentication issues.

o Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
Topic 2 administrators in handling and troubleshooting security profile-related challenges.

¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security

professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves
Topic 3 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.

¢ Routing; This part of the exam examines the expertise of Fortinet network and security professionals, in
Topic 4 routing enterprise traffic effectively.

¢ VPN: This section tests the knowledge of IT professionals, such as system engmneers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure

Topic 5 . .
P and reliable commumnication between networks or remote users.

Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q28-Q33):

NEW QUESTION # 28
During which phase of IKEv2 does the Diffie-Helman key exchange take place?

A IKE Auth

B. Create CHILD SA
C.IKE Req INIT
D.IKE SA INIT

Answer: D

NEW QUESTION # 29
Refer to the exhibit, which shows the output of a policy route table entry.

Which type of policy route does the output show?

A. An SD-WAN rule

B. A regular policy route, which is associated with an active static route in the FIB
C. A regular policy route

D. AnISDB route

Answer: D

NEW QUESTION # 30
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Refer to the exhibit, which shows the output of a session. Which two statements are true?
(Choose two.)

session info: proto=6 proto_state=0l1 duration=157 expire=3559 timeout=3600 flags=00000000 socktype=0 sockport=0 av_idx=0 use=3
origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id=0 policy dir=0 tunnel=/ vlan_cos=0/255

user=Userl state=log may_dirty authed f00 acct-ext
statistic(bytes/packets/allow_err): org=2137/14/1 reply=1663/12/1 tuples=2

tx speed (Bps/kbps): 1/0 rx speed(Bps/kbps): 1/0

orgin->sink: org pre->post, reply pre->post dev=5-»3/3->5 gwy=10.1.0.254/10.1.10.1
hook=pre dir=org act=noop 10.1.10.1:34830->35.241.9.150%443(0.020.0:0)

hook=post dir=reply act=noop 35.241.9.150:443->10.1.10.1:34830(0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 pol_uuid_idx=14735 @uth_infe=2 chk_client_info=0 vd=0
serial=0000352e tos=ff/ff app_list=0 app=0 url_cat=0

rpdb_link_1id=00000000 ngfwid=n/anpu_state=0x000100

no _ofld reason: npu-flag-off
== E _ATInET

A. The session was initiated from an authenticated user.
B. The session is being offloaded.

C. The TCP session has been successfully established.
D. The session is being inspected using flow mspection.

Answer: A,C

Explanation:

The TCP session has been successfillly established.

The proto=6(TCP) with proto_state=01and a non zero duration/expireindicates the three way handshake completed and the session
is up.

The session was initiated from an authenticated user.

The line user=User1 state=log ... authedshows the session is tied to a logged i user (User]1).

NEW QUESTION # 31
Refer to the exhibit, which shows the partial output of a real-time OSPF debug,

Real-time OSPF debug output

OSPF: RECV([Hello]: From 0.0.0.112 via port2:192.168.37.114 (192.168.37.115 -> 224.0.0.5)
OSPF: ==ewe== cessesesese- e el L censsecssesene.
OSPF: Header

OSPF: Version 2

OSPF: Type 1 (Hello)

OSPF: Packet Len 48

OSPF: Router ID 0.C.0.112

OSFF: Area ID 0.0.C.0

OSPF: Checksum Ox2f85

OSPF: AuType 0

OSPF: Hello

OSPF: NetworkMask 255.255.255.0

OSPF: HellelInterval 10

OSPF: Options 0x2 (*I1-|-|1-|=IRIEI*]

OSPF: RtrPricrity 1

OSPF: RtrDeadInterval 40

OSPF: DRouter 192.168.37.114

OSPF: BDRouter 192.168.37.115

OSPF: # Neighbors 1

OSPF: Neighber 0.0.0.111

OSPF: ==c=ccccccccccccccccccncscccccses cecsnccccencseeanenenane

OSPF: RECV[Hello): From CF:H: H . . : Authentication type mismatch

Why are the two FortiGate devices unable to form an adjacency?

¢ A The passwords on the FortiGate devices do not match.

¢ B. The two FortiGate devices attempting adjacency are in area 0.0.0.0.

¢ C. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.

¢ D. One FortiGate device is configured to require authentication, while the other is not.

Answer: D



NEW QUESTION # 32
Refer to the exhibit, which contains partial output from an IKE real-time debug,
Debug output

ike 0:624000:98: responder: main mode get 1st message...

ike 0:624000:98: VID DPD AFCAD7136BA1F1C96BBEIGFCTTST0100

ike 0:624000:98: VID FRAGMENTATION 4048BTDS6EBCE8852SETDETFO0D6C2DI

ike 0:624000:98: VID FRAGMENTATION 4048BT7D56EBCEEBBS2SE7DETFO0DEC2D3ICO000000
ike 0:624000:98: VID FORTIGATE B299031757A36082C6A621DEDOOCD0D0

ike 0:624000:98: incoming proposal:

ike 0:624000:98: proposal id = Q:

ike 0:624000:98: protocol id = ISAKMP:

ike 0:624000:98: trans_id = KEY_IKE.

ike 0:624000:98: encapsulation = IKE/none

ike D:624000:98: type=OAXKLEY ENCRYPT ALG, val=AES CBC, key-len=256
ike 0:624000:98: type OAKLEY HASH ALG, val=SHAZ 256.

ike 0:624000:98: Lype=AUTH_METHOD, wval=PRESHARED_KEY.

ike 0:624000:98: type=0OAKLEY_ GROUP, val=-MODP204B.

ike 0:624000:98: ISAKMP SA lifetime=86400
ike 0:624000:98: proposal id = O:

ike 0:624000:98: protocol id = ISAKMP:

ike 0:624000:98: trans_id = KEY_IKE.

ike 0:624000:98: encapsulation = IKE/none

ike 0:624000:98: type OAKLEY ENCRYPRT ALG, val=AES CBC, key-len=256
ike 0:624000:98: type=OAKLEY HASH ALG, val=S5HA2_256.

ike 0:624000:98: typesAUTH METHOD, wval=PRESHARED KEY.

ike 0:624000:98: bype=ORKLEY GROUP, val=MODP1536.

ike 0:624000:98; ISAKMP SA lifebime=B86400
ike 0:624000:98: my propgsal, 'gw'Remotesite:
ike 0:624000:98: proposal id = 1:

ike 0:624000:98; protacol id - ISAKMP:

ike 0:624000:982 trans id = KEY IKE.

ike 0:624000798: encapsulation = IKE/none

ike 0:620000:98 type=0AKLEY ENCRYPT ALG, val=AES CBC, key-len=128
ike 0:624000:98: type=0AKLEY HASH_ALG, wval=SHA.

ike 0:624000:98: type=AUTH_METHOD, val=PRESHARED_KEY.

ike 0:624000:98: type=0OAKLEY GROUF, wval=MODP2048.

ike 0:624000:98: ISAKMP SA lifetime=86400
ike 0:624000:98: proposal id = 1:

ike 0:624000:98: protocol id = ISAKME:

ike 0:624000:98: trana_id = KEY_ IKE.

ike 0:624000:98: encapsulation = IKE/none

ike 0:624000:98: type-OAKLEY ENCRYPT_ ALG, wval=AES_CBC, key-len=128
ike 0:624000:98: cype~OAKLEY HASH ALG, wval-SHA.

ike 0:624000:98: type=AUTH_METHCD, wval=PRESHARED KEY.

ike 0:624000:98: type=CAKLEY GROUP, val=MODP1536.

ike 0:624000:98: ISAKMP SA lifetime=B86400
ike D:624000:98: negotiation failure

ike Negot:: &24ea7blbba27é !b!ODUFMﬁTI nETUsa 1 chosen
The admmnistrator does not have access to the remote gateway.

Based on the debug output, which configuration change the administrator make to the local gateway to resolve the phase 1
negotiation error?

¢ A Inthe phase 1 proposal configuration, add AESCBC-SHA2 to the list of encryption algorithims.
¢ B. Inthe phase 1 proposal configuration, add AES256-SHA256 to the list of encryption algorithirs.
¢ C. Inthe phase 1 proposal configuration, add AES128-SHA128 to the list of encryption algorithirs.
e D. Inthe phase 1 network configuration, set the IKE version to 2.

Answer: B

NEW QUESTION # 33
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