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HM #28
Which two actions in the IKE Gateways will allow implementation of post-quantum cryptography when building VPN's between
nmultiple Palo Alto Networks NGFWs? (Choose two.)

e A Select IKE v2, enable the Advanced Options * PQ KEM, then create an IKE Crypto Profile with Advanced Options
adding one or more "Rounds."

¢ B. Ensure Authentication is set to "certificate," then import a post-quantum derived certificate.

e C. Select IKE v2 Preferred, enable the Advanced Options * PQ KEM, then add one or more "Rounds."

e D. Select IKE v2, enable the Advanced Options * PQ PPK, then set a 64+ character string for the post-quantum pre shared
key.
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To implement post-quantum cryptography (PQC) in VPN between Palo Alto Networks NGFWs, you would enable the PQ KEM
(Post-Quantum Key Encapsulation Mechanism) in the IKE gateway configuration. This enables the firewall to use quantum-resistant
encryption for key exchange, which is an essential part of securing communications against the potential future threats posed by
quantum computing,

By selecting IKE v2 Preferred and enabling the PQ KEM option under Advanced Options, you can add specific Rounds for the
post-quantum cryptography process, which will help in implementing quantum-resistant key exchange methods.

This option similarly selects IKE v2 and enables PQ KEM while also creating a dedicated IKE Crypto Profile with the necessary
Rounds configured for post-quantum cryptography.

HH #29
Which CLI command is used to configure the management interface as a DHCP client?

e A set network dhep interface management

e B. set network dhcp type management-interface
e (. set deviceconfig management type dhcp-client
e D. set deviceconfig system type dhcp-client

Ef: C
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To configure the management interface as a DHCP client on a Palo Alto Networks NGFW, the correct CLI command is set
deviceconfig management type dhcp-client.
This command configures the management interface to obtain an [P address dynamically using DHCP.

H #30
Without performing a context switch, which set of operations can be performed that will affect the operation of a connected firewall
on the Panorama GUI?

A. Modification of pre-security rules, modification of a virtual router, modification of an IKE Gateway Network Profile
B. Modification of local security rules, modification of a Layer 3 interface, modification of the firewall device hostname

C. Modification of post NAT rules, creation of new views on the local firewall ACC tab, creation of local custom reports
D. Restarting the local firewall, running a packet capture, accessing the firewall CLI
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In Panorama, without performing a context switch, the administrator can perform local configuration tasks directly on the connected
firewall. The following operations can be done:

Modification of local security rules: Security rules can be modified directly on the connected firewall from the Panorama GUI.
Modification of a Layer 3 mnterface: Changes to the Layer 3 mnterfaces on the connected firewall can be done from Panorama,
without needing to switch to the firewall's local interface.

Modification of the firewall device hostname: The firewall's hostname can be changed via Panorama.

H #31
‘Which PAN-OS method of mapping users to IP addresses is the most reliable?

¢ A. Server monitoring
¢ B. Syslog

e C. Port mapping

¢ D. GlobalProtect

EfE: A
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Server monitoring is the most reliable method for mapping users to IP addresses in PAN-OS. This method allows the firewall to
monitor specific servers, such as Microsoft Active Directory (AD) or LDAP servers, to dynamically retrieve and update user-to-IP
mappings. It provides a more accurate and up-to-date mapping of users to their associated IP addresses, as it directly queries user
databases in real time.

E R #32
In an active/active high availability (HA) configuration with two PA-Series firewalls, how do the firewalls use the HA3 interface?

e A To forward packets to the HA peer during session setup and asymmetric traffic flow

e B. To perform session cache synchronization among all HA peers having the same cluster ID

e C. To exchange hellos, heartbeats, HA state information, and management plane synchronization for routing and User-1D
mformation

¢ D. To synchronize sessions, forwarding tables, IPSec security associations, and ARP tables between firewalls in an HA pair

IEfE: B
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In an active/active HA configuration with two PA-Series firewalls, the HA3 interface is used primarily for the exchange of HA state
information between the firewalls. This includes:

Hellos and heartbeats to monitor the status of the HA peer.

Synchronization of management plane data, which includes critical routing and User-1D information.
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