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ensure fast roaming for the clients. Multiple 2.4 GHz-only wireless clients are connecting to the network, and subsequent monitoring
shows that individual AP 2.4 GHz interfaces are being overloaded with wireless connections.
Which configuration change would best resolve the overloading issue?

A. Configure load balancing AP handoff on both AP interfaces on all Aps.
B. Configure a client limit on all AP 2.4 GHz interfaces.
C. Configure load balancing AP handoff on only the 2.4 GHz interfaces of all APs.
D. Configure load balancing frequency handoff on both AP interfaces.

Answer: B

NEW QUESTION # 23 
Which CLI command should an administrator use on FortiGate to view the RSSO authentication process in real time?

A. diagnose debug application radiusd -1
B. diagnose debug application foauthd -1
C. diagnose debug application authd -1
D. diagnose debug application fnbamd -1

Answer: D

NEW QUESTION # 24 
Refer to the exhibit.
Examine the FortiGate logs, widget, and CLI output shown in the exhibit.

An administrator is testing the Security Fabric quarantine automation. The test device (10.0.2.2) is connected to a managed
FortiSwitch device.
A few seconds after trying to access a malicious website from the test device, the test device can no longer access the internet and
other VLANs in the network. However, the device is still able to access other devices in the same VLAN.
Based on the information shown in the exhibit, which modification should the administrator make to fix the problem?

A. Enable the access layer quarantine action on the Quarantine_Devices automation stitch.
B. Configure a firewall policy on FortiGate to block the intra-VLAN traffic.



C. Change the quarantine mode to by redirect mode.
D. Change the quarantine mode to by VLAN mode.

Answer: A

NEW QUESTION # 25 
Refer to the exhibits.

In the WTP profile configuration shown in the exhibit, the AP profile is assigned to two FAP-320 APs that are installed in an open
plan office.

The first AP has 32 clients associated with the 5 GHz radios and 22 clients associated with the 2.4 GHz radio.
The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.
A dual-band-capable client enters the office near the first AP and the first AP measures the new client at -33 dBm signal strength.
The second AP measures the new client at 2 -43 dBm signal strength.
If the new client attempts to connect to the corporate wireless network, with which AP radio will the client be associated?

A. The first AP 2.4 GHz interface.
B. The first AP 5 GHz interface.
C. The second AP 2.4 GHz interface.
D. The second AP 5 GHz interface.

Answer: D

NEW QUESTION # 26 
Refer to the exhibit. Examine the RADIUS server configuration shown in the exhibit.
An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator.
FortiAuthenticator is acting as an authentication proxy and is configured to relay all authentication requests to a remote Windows AD
server using LDAP.
While testing the configuration, the administrator noticed that the diagnose test authserver command worked with PAP; however,



authentication requests failed when using MSCHAP2.
Which two solutions can the administrator implement to get MSCHAP2 authentication to work?
(Choose two.)

A. On FortiAuthenticator change the back-end authentication server from LDAP to RADIUS
B. On FortiAuthenticator enable Windows Active Directory Domain Authentication to add FortiAuthenticator to the
Windows domain
C. On FortiGate configure the NAS IP setting on the RADIUS server
D. On FortiGate update the Secret setting on the RADIUS server

Answer: A,B

Explanation:
According to the exhibit, the RADIUS server configuration on FortiGate points to FortiAuthenticator, which is acting as an
authentication proxy and is configured to relay all authentication requests to a remote Windows AD server using LDAP. However,
LDAP does not support MSCHAP2 authentication, which is required for RADIUS. Therefore, option A is true because on
FortiAuthenticator, enabling Windows Active Directory Domain Authentication will add FortiAuthenticator to the Windows domain
and allow it to use MSCHAP2 authentication with the AD server. Option C is also true because on FortiAuthenticator, changing the
back-end authentication server from LDAP to RADIUS will allow it to use MSCHAP2 authentication with the AD server.

NEW QUESTION # 27
......
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