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Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q42-Q47):

NEW QUESTION # 42
What is the primary FortiGate election process when the HA override setting is enabled?

e A. Connected monitored ports > System uptime > Priority > FortiGate serial number
e B. Connected monitored ports > HA uptime > Priority > FortiGate serial number
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¢ (. Connected monitored ports > Priority > System uptime > FortiGate serial number
¢ D. Connected monitored ports > Priority > HA uptime > FortiGate serial number

Answer: D
Explanation:

‘When HA override is enabled, FortiGate uses the following election order: number of connected monitored ports, then device
priority, followed by HA uptime, and finally FortiGate serial number as a tiebreaker.

NEW QUESTION # 43
Refer to the exhibit. The exhibit shows the FortiGuard Category Based Filter section of a corporate web filter profile.

FortiGate web filter profile configuration
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An administrator must block access to download.com, which belongs to the Freeware and Software Downloads category. The



administrator must also allow other websites in the same category.
What are two solutions for satisfying the requirement? (Choose two.)

¢ A. Configure a separate firewall policy with action Deny and an FQDN address object for*.download.comas destination
address.

¢ B. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.

e C. Set the Freeware and Software Downloads category Action to Warning,

¢ D. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

Answer: A.B

Explanation:

Creating a static URL filter to block download.com specifically allows blocking that site without affecting the entire category.
Using a separate firewall policy with a Deny action for an FQDN address object matching download.com can also block the site
while allowing others in the same category.

NEW QUESTION # 44

FortiGate is integrated with FortiAnalyzer and FortiManager.

When creating a firewall policy, which attribute must an administrator include to enhance finctionality and enable log recording on
FortiAnalyzer and FortiManager?

A. Policy ID

B. Sequence ID

C. Universally Unique Identifier
D. LogID

Answer: C

Explanation:

FortiGate uses a Universally Unique Identifier (UUID) for each firewall policy. This UUID is synchronized with FortiAnalyzer and
FortiManager, allowing them to reliably identify the policy even if the policy ID or sequence changes. This ensures consistent log
recording and enhanced fimctionality across integrated devices.

NEW QUESTION # 45
Refer to the exhibit. A network administrator is troubleshooting an [Psec tunnel between two FortiGate devices. The administrator
has determined that phase 1 status is up, but phase 2 fails to come up.
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Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)

A. On BRI1-FGT, set Seconds to 43200.

B. On HQ-NGFW, enable Diffie- Hellman Group 2.

C. On BRI-FGT, set Remote Address to 10.0.11.0/255.255.255.0.
D. On HQ-NGFW. set Encryption to AES256.

Answer: A,C

Explanation:
The key lifetime (Seconds) must match on both sides; BR1-FGT is set to 14400, so setting it to
43200 matches HQ-NGFW.

The remote address on BR1-FGT should match the HQ-NGFW's local subnet (10.0.11.0/24), but it is currently set incorrectly as
172.20.1.0/24. Changing it to 10.0.11.0/255.255.255.0 will align the Phase 2 selectors.



NEW QUESTION # 46
Refer to the exhibit. As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got
the output as shown in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?
I P T "} T L m
F:=RTINE
HO-NGFW-1 # diagnose test application ipsmonitor 1

pid 2044, exgine count 0 (#+1)
0 - pid:207432074 cfg:1 master:0 run:l

A. Administrator entered the command diagnose test application ipsmonitor 99.
B. Admmistrator entered the command diagnose test application ipsmonitor 5.
C. There is a no firewall policy configured with an IPS security profile.

D. FortiGate entered into IPS fail open state.

Answer: C

Explanation:
The output shows the IPS engine count as 0, indicating no active IPS engines are running, This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

NEW QUESTION # 47
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