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in network security.
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knowledge to the FortiSIEM solution. Passing NSES FSM-6.3 exam is a great achievement for security professionals and
demonstrates their expertise in managing and securing the IT infrastructure of their organization.

Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q17-Q22):

NEW QUESTION # 17
Which discovery scan type is prone to miss a device, if the device is quiet and the entry foe that device is not present in the ARP
table of adjacent devices?

A. Range scan

B. Smart scan
C. CMDB scan
D. L2 scan

Answer: D

Explanation:

* Discovery Scan Types: FortiSIEM uses various scan types to discover devices on a network.

* Layer 2 (L2) Scan: An L2 scan discovers devices based on ARP tables and MAC address information from adjacent devices.
Limitation: If'a device is quiet (not actively communicating) and its entry is not present in the ARP table of adjacent devices, the [.2
scan may miss it.

* Other Scan Types:

CMDB Scan: Based on the existing Configuration Management Database (CMDB) entries.

Range Scan: Scans a specified IP range for devices.

Smart Scan: Uses a combination of methods to discover devices.

* Reference: FortiSIEM 6.3 User Guide, Device Discovery section, which explains the different types of discovery scans and their
characteristics.

NEW QUESTION # 18
Refer to the exhibit.
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Which value will FortiSIEM use to populate theEvent Type field?

A.PH DSV_MON SYS DISK UTIL
B. diskUtil

C. PHL INFO

D. phPerflob

Answer: A

Explanation:

Event Type Population: In FortiSIEM, the Event Type field is populated based on specific identifiers within the raw message or
event log,

Raw Message Analysis: The exhibit shows a raw message with various components,

includingPH DEV_MON_SYS DISK UTIL,PHL _INFO,phPerfJob, anddiskUtil.

Primary Event Identifier: ThePH DEV_MON_SYS DISK UTILat the beginning of the raw message is the primary identifier for
the event type. It categorizes the type of event, in this case, a system disk utilization monitoring event.

Event Type Field: FortiSIEM uses this primary identifier to populate the Event Type field, providing a clear categorization of the
event.

References: FortiSIEM 6.3 User Guide, Event Processing and Event Types section, details how event types are identified and
populated in the system.

NEW QUESTION # 19
Which two FortiSIEM components work together to provide real-time event correlation?

A. Supervisor and worker

B. Worker and collector

C. Supervisor and collector

D. Collector and Windows agent

Answer: B

Explanation:

FortiSIEM Architecture: The FortiSIEM architecture includes several components such as Supervisors, Workers, Collectors, and
Agents, each playing a distinct role in the SIEM ecosystem

Real-Time Event Correlation: Real-time event correlation is a critical finction that mvolves analyzing and correlating incoming events
to detect patterns indicative of security incidents or operational issues.

Role of Supervisor and Worker:

* Supervisor: The Supervisor oversees the entire FortiSIEM system, coordinating the processing and analysis of events.

* Worker: Workers are responsible for processing and correlating the events received from Collectors and Agents.

Collaboration for Correlation: Together, the Supervisor and Worker components perform real-time event correlation by distributing



the load and ensuring efficient processing of events to identify incidents in real- time.
References: FortiSIEM 6.3 User Guide, Event Correlation and Processing section, details how the Supervisor and Worker
components collaborate for real-time event correlation.

NEW QUESTION # 20
An administrator is using SNMP credential only for discovery of a Windows device. How will FortiSIEM handle this?

A. FortiSIEM will apply a job to collect system event logs.

B. FortiSIEM will apply a Job to collect security event logs

C. FortiSIEM will apply system monitor jobs to collect resources data.
D. FortiSIEM will apply a job to collect application event logs.

Answer: C

NEW QUESTION # 21
Which is a requirement for implementing FortiSIEM disaster recovery?

A. DNS names must be used for the worker upload addresses.

B. The two supervisor nodes must have layer 2 connectivity.

C. All worker nodes nmust access both supervisor nodes using IP.

D. SNMP, and WMI ports must be open between the two supervisor nodes.

Answer: A

Explanation:

Disaster Recovery (DR) Implementation: For FortiSIEM to effectively support disaster recovery, specific requirements must be met
to ensure seamless failover and data integrity.

Layer 2 Connectivity: One of the critical requirements for implementing FortiSIEM DR is that the two supervisor nodes must have
layer 2 connectivity.

* Layer 2 Connectivity: This ensures that the supervisors can communicate directly at the data link layer, which is necessary for
synchronous data replication and other DR processes.

Importance of Connectivity: Layer 2 connectivity between the supervisor nodes ensures that they can maintain consistent and up-to-
date state information, which is essential for a smooth failover in the event of a disaster.

References: FortiSIEM 6.3 Administration Guide, Disaster Recovery section, which details the requirements and configurations
needed for setting up disaster recovery, including the necessity for layer 2 connectivity between supervisor nodes.

NEW QUESTION # 22
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