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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q17-Q22):

NEW QUESTION # 17
Device discovery information is stored in which database?

A. SVN DB
B. CMDB
C. Event DB
D. Profile DB

Answer: B
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Explanation:

* Device Discovery Information: Information about discovered devices, including their configurations and statuses, is stored in a
specific database.

* CMDB: The Configuration Management Database (CMDB) is used to store detailed information about the devices discovered by
FortiSIEM.

Function: It maintains comprehensive details about device configurations, relationships, and other metadata essential for managing the
IT infrastructure.

* Significance: Storing discovery information in the CMDB ensures that the FortiSIEM system has a centralized repository of device
information, facilitating efficient management and monitoring.

* Reference: FortiSIEM 6.3 User Guide, Configuration Management Database (CMDB) section, which details the storage and
usage of device discovery information.

NEW QUESTION # 18
Refer to the exhibit.
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Which section contains the sortings that determine how many incidents are created?

A. Group By
B. Filters

C. Actions
D. Aggregate

Answer: A

Explanation:

Incident Creation in FortiSIEM: Incidents in FortiSIEM are created based on specific patterns and conditions defined within the
system

Group By Function: The "Group By" section in the "Edit SubPattern” window specifies how the data should be grouped for analysis
and incident creation.

Impact of Grouping; The way data is grouped affects the number of incidents generated. Each unique combination of the grouped
attributes results in a separate incident.

Exhibit Analysis: In the provided exhibit, the "Group By" section lists "Reporting Device," "Reporting IP," and "User." This means
ncidents will be created for each unique combination of these attributes.

References: FortiSIEM 6.3 User Guide, Rule and Pattern Creation section, which details how grouping impacts incident generation.

NEW QUESTION # 19

FortiSIEM is deployed in disaster recovery mode.

When disaster strikes, which two tasks must you perform manually to achieve a successful disaster recovery operation? (Choose
two.)

¢ A. Promote the secondary workers to the primary roles using the phSecworker2priworker command.



¢ B. Change the DNS configuration to ensure that users, devices, and collectors log in to the secondary FortiSIEM.
¢ C. Promote the secondary supervisor to the primary role using the phSecondary2primary command.
e D. Change the configuration for shared storage NFS configured for EventDB to the secondary FortiSIEM.

Answer: A.B

Explanation:

* Disaster Recovery Mode: FortiSIEM's disaster recovery (DR) mode ensures that there is a backup system ready to take over in
case the primary system fails.

* Manual Tasks for DR Operation: In the event of a disaster, certain tasks must be performed manually to ensure a smooth transition
to the secondary system.

* Promoting the Secondary Supervisor:

Use the command phSecondary2primary to promote the secondary supervisor to the primary role. This command reconfigures the
secondary supervisor to take over as the primary supervisor, ensuring continuity in management and coordination.

* Changing DNS Configuration:

Update the DNS configuration to direct all users, devices, and collectors to the secondary FortiSIEM instance. This ensures that all
components in the environment can communicate with the newly promoted primary supervisor without manual reconfiguration of
individual devices.

* Reference: FortiSIEM 6.3 Administration Guide, Disaster Recovery section, provides detailed steps on promoting the secondary
supervisor and updating DNS configurations during a disaster recovery operation.

NEW QUESTION # 20
Refer to the exhibit.
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‘Which section contains the subpattren configuration settings that determine how many matching events are needed to trigger the rule?

A. Aggregate
B. Filters

C. Group By
D. Actions

Answer: A

NEW QUESTION # 21

A FortiSIEM supervisor at headquarters is struggling to keep up with an increase of EPS (Events Per Second) being reported
across the enterprise.

‘What components should an admimistrator consider deploying to assist the supervisor with processing data?

A. Supervisor
B. Worker
C. Collector
D. Agent

Answer: B



NEW QUESTION # 22
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