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Tech firms award high-paying job contracts to Fortinet NSE 5 - FortiSIEM 6.3 (NSES_FSM-6.3) certification holders. Every year
many aspirants appear in the NSE5 _FSM-6.3 test of the certification, but few of them cannot crack it because of not finding reliable
Fortinet NSE 5 - FortiSIEM 6.3 prep materials. So, you must prepare with real exam questions to pass the certification exam. If
you don't rely on actual exam questions, you will fail and loss time and money.

Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q29-Q34):

NEW QUESTION # 29

FortiSIEM is deployed in disaster recovery mode.

When disaster strikes, which two tasks must you perform manually to achieve a successful disaster recovery operation? (Choose
two.)
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A. Change the configuration for shared storage NFS configured for EventDB to the secondary FortiSTEM.

B. Pronote the secondary supervisor to the primary role using the phSecondary2primary command.

C. Change the DNS configuration to ensure that users, devices, and collectors log in to the secondary FortiSIEM.
D. Promote the secondary workers to the primary roles using the phSecworker2priworker command.

Answer: C,D

Explanation:

* Disaster Recovery Mode: FortiSIEM's disaster recovery (DR) mode ensures that there is a backup system ready to take over in
case the primary system fails.

* Manual Tasks for DR Operation: In the event of a disaster, certain tasks must be performed manually to ensure a smooth transition
to the secondary system.

* Promoting the Secondary Supervisor:

Use the command phSecondary2primary to promote the secondary supervisor to the primary role. This command reconfigures the
secondary supervisor to take over as the primary supervisor, ensuring continuity in management and coordination.

* Changing DNS Configuration:

Update the DNS configuration to direct all users, devices, and collectors to the secondary FortiSIEM instance. This ensures that all
components in the environment can communicate with the newly promoted primary supervisor without manual reconfiguration of
individual devices.

* Reference: FortiSIEM 6.3 Administration Guide, Disaster Recovery section, provides detailed steps on promoting the secondary
supervisor and updating DNS configurations during a disaster recovery operation.

NEW QUESTION # 30
Which database is used for storing anomaly data, that is calculated for different parameters, such as traffic and device resource
usage running averages, and standard deviation values?

A. CMDB
B. SVN DB
C. Event DB
D. Profile DB

Answer: D

Explanation:

Anomaly Data Storage: Anomaly data, including running averages and standard deviation values for different parameters such as
traffic and device resource usage, is stored in a specific database.

Profile DB: The Profile DB is used to store this type of anomaly data.

* Function: It maintains statistical profiles and baselines for monitored parameters, which are used to detect anomalies and deviations
from normal behavior.

Significance: Storing anomaly data in the Profile DB allows FortiSIEM to perform advanced analytics and alerting based on
deviations from established baselines.

References: FortiSIEM 6.3 User Guide, Database Architecture section, which describes the purpose and contents of the Profile DB
in storing anomaly and baseline data.

NEW QUESTION # 31
An admmnistrator is configuring FortiSIEM to discover network devices and receive syslog from network devices. Which statement
is correct?

A. Syslog configuration must be done manually on devices by the network administrator.

B. FortiSIEM uses privileged credentials to tog in to devices and make network configuration changes.

C. FortiSIEM automatically configures network devices to send syslog using the GUI discovery process

D. FortiSIEM automatically configures network devices to send syslog using the auto log discovery process.

Answer: A

Explanation:

* Syslog Configuration in FortiSIEM: For FortiSIEM to receive syslog messages from network devices, those devices need to be
properly configured to send syslog data to FortiSIEM.

* Manual Configuration Requirement: FortiSIEM does not automatically configure network devices to send syslog messages.



Instead, this configuration must be performed manually by the network administrator.

* Process Overview: The network admmnistrator must access each device and set up the syslog parameters to direct log data to the
FortiSIEM collector's IP address.

* Discovery Process: While FortiSIEM can discover network devices using SNMP, WMI, and other protocols, the configuration of
syslog on these devices is beyond its scope and requires manual intervention.

* Reference: FortiSIEM 6.3 User Guide, Device Configuration and Syslog Integration sections, which explain the requirements and
steps for setting up syslog forwarding on network devices.

NEW QUESTION # 32
A FortiSIEM admnistrator wants to restrict a network administrator to running searches for only firewall devices.
Under role management, which option does the FortiSIEM administrator need to configure to achieve this scenario?

e A. Data Conditions
e B. UI Access
¢ C. CMDB Report Conditions

Answer: A

NEW QUESTION # 33
What is the best discovery scan option for a network environment where ping is disabled on all network devices?

A. Range scan
B. CMDB scan
C. L2 scan

D. Smart scan

Answer: D

NEW QUESTION # 34
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