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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q28-Q33):

NEW QUESTION # 28
What are the four categories of incidents?

A. Performance, availability, security, and change
B. Devices, users, high risk, and low risk

C. Security, change, high risk, and low risk

D. Performance, devices, high risk, and low risk
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Answer: A

Explanation:

* Incident Categories in FortiSIEM: Incidents in FortiSIEM are categorized to help administrators quickly identify and prioritize the
type of issue.

* Four Main Categories:

Performance: Incidents related to the performance of devices and applications, such as high CPU usage or memory utilization.
Availability: Incidents affecting the availability of services or devices, such as downtime or connectivity issues.

Security: Incidents related to security events, such as failed login attempts, malware detection, or unauthorized access.

Change: Incidents triggered by changes in the configuration or state of devices, such as new software installations or configuration
modifications.

* Importance of Categorization: These categories help in the efficient management and response to different types of incidents,
allowing for better resource allocation and quicker resolution.

* Reference: FortiSIEM 6.3 User Guide, Incident Management section, which details the different categories of incidents and their

significance.

NEW QUESTION # 29
In the rules engmne, which condition instructs FortiSIEM to summarize and count the matching evaluated data?

A. Aggregation
B. Time Window

C. Group By
D. Filters

Answer: A

Explanation:

Rules Engine in FortiSIEM: The rules engine evaluates incoming events based on defined conditions to detect incidents and
anomalies.

Aggregation Condition: The aggregation condition instructs FortiSIEM to summarize and count the matching evaluated data.

* Function: Aggregation is used to group events based on specified criteria and then perform operations such as counting the number
of occurrences within a defined time window.

Purpose: This allows for the detection of patterns and anomalies, such as a high number of failed login attempts within a short period.
References: FortiSIEM 6.3 User Guide, Rules Engine section, which explains how aggregation is used to summarize and count
matching data.

NEW QUESTION # 30
Refer to the exhibit.

]
Storage Collector Credentials Discovery Pull Events Monitor Performance  STM

What do the yellow stars listed in the Monitor column indicate?

A. A yellow star indicates that a metric was applied during discovery, and data has been collected successfully

B. A yellow star indicates that a metric was applied during discovery, but FortiSIEM is unable to collect data.

C. A yellow star indicates that a metric was applied during discovery, but data collection has not started

D. A yellow star indicates that a metric was not applied during discovery and, therefore, FortiSEIM was unable to collect
data.

Answer: C



Explanation:

* Monitor Colummn Indicators: In FortiSIEM, the Monitor column displays the status of various metrics applied during the discovery
process.

* Yellow Star Meaning; A yellow star next to a metric indicates that the metric was successfully applied during discovery and data
has been collected for that metric.

* Successful Data Collection: This visual indicator helps administrators quickly identify which metrics are active and have data
available for analysis.

* Reference: FortiSIEM 6.3 User Guide, Device Monitoring section, which explains the significance of different icons and indicators
n the Monitor column.

NEW QUESTION # 31
Consider thestorage of anomaly baseline date that is calculated for different parameters. Which database is used for storing this
data?

A. SVNDB
B. CMDB

C. Event DB
D. Profile DB

Answer: D

Explanation:

Anomaly Baseline Data: Anomaly baseline data refers to the statistical profiles and baselines calculated for various parameters to
detect deviations indicative of potential security incidents.

Profile DB: The Profile DB is specifically designed to store such baseline data in FortiSIEM.

* Purpose: It maintains statistical profiles for different monitored parameters to facilitate anomaly detection.

* Usage: This data is used by FortiSIEM to compare real-time metrics against the established baselines to identify anomalies.
References: FortiSIEM 6.3 User Guide, Database Architecture section, which describes the different databases used in FortiSIEM
and their purposes, including the Profile DB for storing anomaly baseline data.

NEW QUESTION # 32
What is a prerequisite for FortiSIEM Linux agent nstallation?

A. The Linux agent manager server must be installed

B. The auditd service must be installed an the Linux server being monitored

C. Both the web server and the audit service must be installed on the Linux server being monitored
D. The web server must be installed an the Linux server being monitored

Answer: B

NEW QUESTION # 33
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