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Fortinet NSE 6 - FortiSwitch 7.2 Sample Questions (Q56-Q61):

NEW QUESTION # 56
Which two statements about DHCP snooping enabled on a FortiSwitch VLAN are true? (Choose two.)

¢ A. By default, all FortiSwitch ports are set to forward client DHCP requests to untrusted ports.

e B. switch-controller-dhep-snooping-verify-mac verifies the destination MAC address to protect against DHCP exhaustion
attacks.

e C. Enabling DHCP snooping on a FortiSwitch VLAN ensures requests and replies are seen by all DHCP servers.

e D. Settings related to DHCP option 82 are only configurable through the CLI

Answer: B,D

Explanation:

Switch-controller-dhcp-snooping-verify-mac verifies the destination MAC address to protect against DHCP exhaustion attacks (B):
This feature of DHCP snooping helps prevent DHCP exhaustion attacks by ensuring that the destination MAC addresses in DHCP
packets match the MAC addresses learned by the switch. This check helps prevent attackers from overwhelmng the DHCP server
with requests from spoofed MAC addresses.

Settings related to DHCP option 82 are only configurable through the CLI (D): DHCP Option 82 is used for "agent information,"
and it's typically used in network environments where additional information between DHCP clients and servers is necessary for
policy and billing purposes. Configuration of these settings in FortiSwitch is only available through the Command Line Interface
(CLI), not the Graphical User Interface (GUI).

NEW QUESTION # 57
Which interfaces on FortiSwitch send out FortiLink discovery frames by default in order to detect a FortiGate with an enabled
FortiLink interface?

A. The ports with auto-discovery enabled by default are dependent upon the FortiSwitch model.

B. All ports have auto-discovery enabled by default.

C. The last four switch ports on FortiSwitch have auto-discovery enabled by default.

D. No ports are enabled by default for auto-discovery. This must be configured under config switch interface.

Answer: B

Explanation:

Fortinet FortiLink Protocol: The FortiLink protocol is Fortinet's proprietary mechanism for managing FortiSwitch units from a
FortiGate firewall. It simplifies configuration and security policy enforcement across the connected network devices.
Auto-Discovery: FortiLink's auto-discovery feature means that by default, all ports on a FortiSwitch will actively send out discovery
frames. This allows them to locate a FortiGate device that has a FortiLink interface enabled, streamlining the device management
process.

No Configuration Needed: You don't have to manually configure individual ports for FortiLink discovery on FortiSwitch devices.
Reference

FortiSwitchOS FortiLink Guide (FortiSwitch Devices Managed by FortiOS 7.2): Refer to pages 13 and 14 for details on zero-
touch management and FortiLink configuration. [https://fortinetweb.s3.amazonaws.convdocs. fortinet.comvv2/attachments/2 7f63¢72-
b083-11ec-91d1-fal63e15d75b/FortiSwitchOS-7.2.0-

FortiLink Guide%E2%80%94FortiSwitch Devices Managed by FortiOS 7.2.pdf]

NEW QUESTION # 58
Which two statements about managing a FortiSwitch stack on FortiGate are true? (Choose two.)

e A. Only a hardware-based FortiGate can manage a FortiSwitch stack.
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o B. The switch controller feature must be enabled on FortiGate.
¢ C. FortiSwitch must be operating in standalone mode before authorization.
e D. A FortiLink interface must be enabled on FortiGate.

Answer: B,.D

Explanation:

A FortiLink interface must be enabled on FortiGate (A): To manage a FortiSwitch stack, a dedicated FortiLink interface on the
FortiGate is required. This interface is used to manage the communication between FortiGate and the FortiSwitch stack, enabling
centralized control and configuration of the switches directly from the FortiGate.

The switch controller feature must be enabled on FortiGate (B): Enabling the switch controller feature on FortiGate allows it to
manage connected FortiSwitch units. This feature provides tools and interfaces on the FortiGate for overseeing FortiSwitch
configurations, monitoring switch status, and managing network policies across the stack.

NEW QUESTION # 59
‘What can an administrator do to maintain a FortiGate-compatible FortiSwitch configuration when changing the management mode
from standalone to FortiLinK?

¢ A FortiGate automatically saves the existing FortiSwitch configuration during the FortiLink management process.
e B. Enable the FortiLink setting on FortiSwitch before the authorization process.
e C. Register FortiSwitch to FortiSwitch Cloud to save a copy before managing with FortiGate.
¢ D. Use a migration tool based on Python script to convert the configuration.
Answer: C
NEW QUESTION # 60
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The exhibit shows the current status of the ports on the managed FortiSwitch.

Access-1.

Why would FortiGate display a serial number in the Native VLAN colunn associated with the port23 entry?
[ ]
[ ]
[ ]
[ ]

Answer: D

A. Ports connect to adjacent FortiSwitch devices will show their.serial number as the na-tive VLAN

B. Port23 is configured as the dedicated management interface.

C. Port23 is a member of a trunk that uses the Access-1 FortiSwitch senal number as the name of the trunk.
D. A standalone switch with the showm serial number is connected on por123.

Explanation:

The appearance of a serial number in the Native VLAN column for port23 suggests that the switch connected to this port is
identified uniquely in the network. Given the options provided:

A standalone switch with the shown serial number is connected on port23 (Option C): This is the most plausible explanation. The
FortiSwitch configuration interface is displaying the serial number of a standalone switch that is directly connected to port23. This
kind of display helps in identifying and managing individual devices in a network setup, especially in environments with multiple
switches.

NEW QUESTION # 61
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