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Fortinet NSE 6 - FortiSwitch 7.2 Sample Questions (Q22-Q27):

NEW QUESTION # 22
Which feature should you enable to reduce the number or unwanted IGMP reports processed by the IGMP querier?

A. Enable IGMP snooping proxy.

B. Enable the IGMP flood reports setting on the mRouter port.

C. Enable the IGMP flood setting on the static port for all multicast groups.
D. Enable IGMP flood unknown mutlticast traffic on the global setting,

Answer: A

NEW QUESTION # 23
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port24 is the only uplink port connected to the network where access to FortiSwitch management services is possible. However,
FortiSwitch is still not accessible on the management interface. Which two actions should you take to fix the issue and access
FortiSwitch? (Choose two.)

A. Younmust add port24 native VLAN as an allowed VLAN on internal.

B. You nmust allow VLAN ID 4094 on port24, if management traffic is tagged.
C. Younust add VLAN ID 200 to the allowed VLANS on internal.

D. You should use VLAN ID 4094 as the native VLAN on port24.

Answer: A,B

Explanation:

To enable access to the FortiSwitch management nterface from the network, certain configuration adjustments need to be made,
particularly considering the VLAN settings displayed in the exhibit:

Adding port24 native VLAN to the allowed VLANs on internal (Option A): The management VLAN (VLAN 4094 i this case, as
it is set as the native VLAN on the "mternal’ mterface of the FortiSwitch) must be included in the allowed VLLANS on the interface
that provides management connectivity. Since port24 is set with a different native VLAN (VLAN 100), VLAN 4094 (the
management VLAN) should be allowed through to ensure connectivity.

Allow VLAN ID 4094 on port24 if management traffic is tagged (Option C): Management traffic is tagged on VLAN 4094. Since
port24 is connected to the network and serves as an uplink, allowing VLAN 4094 ensures that management traffic can reach the
management interface of the FortiSwitch through this port.

The changes align with Fortinet's best practices for setting up management VLANSs and ensuring they are permitted on the relevant
switch ports for proper management traffic flow.

Reference:

FortiGate Infrastructure and Security 7.2 Study Guides

Best practices for VLAN configurations in Fortinet's technical documentation

NEW QUESTION # 24
Refer to the exhibit.



dutput

# diagnose switch-controller switch-info dhcp-snooping database
S224EPTF18001427

Vdom: root

S5224EPTF18001427:

snoop-enabled-vlans : 10
verifysrcmac-enabled-vlans =
option82-enabled-vlans : 10
option82-trust-enabled-intfs

trusted ports : port2 FlInKl "MLAGO

untrusted ports : portl port3 port4 pottB PErt6 port7 port8 port9
portl0 portll
gortlZ portl3 parkld portl5 portlé portl? portl8

portz2, portZﬁ port26 port27 port28
Max Client Database Entrie%l ° 2000

portl9 port20 port2l

Client Databag® 1
Clienté Databaze 0

Max Server Datab G\B’l!‘ries 256
Server Database G |
Server6t Database 0

Limit Database : 1 / 256

DHCP Global Configquration:

DHCP Broadcast Mode : All

DHCP Allowed Server List : Disable

Add hostname in Option82 F -mn
‘What two conclusions can be made rega-rding DHCP snooping configuration? (Choose two.)

A. Global configuration for DHCP snooping is set to forward DHCP client requests on all ports in the VLAN.
B. Maximum value to accept clients DHCP request is configured as per DHCP server range.

C. FortiSwitch is configured to trust DHCP replies coming on FortiLink interface.

D. DHCP clients that are trusted by DHCP snooping configured is only one.

Answer: C,D

NEW QUESTION # 25
Refer to the exhibit.
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Core-1 and Access-1 are managed and authorized by FortiGate- 1. which uses port4 as the FortiLink interface. After FortiGate
authorizes and manages Core-2. Portl status becomes STP discarding.
Why is port] in the discarding state?

A. Access-1 is the root bridge and can only have one root port.
B. Core-1 and Core-2 do not have MCLAG configuration.

C. portl on Core-2 is discarding only management traffic.

D. Core-2 has the lowest bridge priority.

Answer: B

Explanation:

The STP (Spanning Tree Protocol) discarding state on port] of Core-2, after Core-1 and Access-1 are managed and authorized by
FortiGate- 1, is likely due to the lack of an MCLAG (Multi-Chassis Link Aggregation Group) configuration between Core- 1 and
Core-2. In typical network configurations involving STP and MCLAG, the absence of MCLAG can lead to STP blocking one of
the redundant paths to prevent loops, which is a critical function of STP. Port1 on Core-2 being in a discarding state suggests that it
has been identified as providing a redundant path that could potentially create a network loop, hence STP has placed this port in a
blocking (discarding) state to maintain a loop-free topology.

Reference:

For a deeper understanding of STP operations and MCLAG configurations in FortiGate managed environments, consult the Fortinet
knowledge base: Fortinet Knowledge Base.

NEW QUESTION # 26
Exhibit.



LoopGuard-setup = RTINET

Loop guard|
is enable_d |

Switched Network

SN N>
\,\-__,.-‘\ /\v‘
NP,

LoopGuard-setup

# diagnose switch-controller switch-info loop-guard S108B8EF4AN17000029:
S5108EF4N17000029:

Portname State Status Timeout (m) Mac-Move Count Last-Event
portl enabled Triggered 2 0 1 2021-02-19 15:50:35
port2 disabled - - - - =
port3 disabled - - - - =
port4 disabled - = . = =
port5S disabled - - - - -
porté disabled - - - - =
port9 disabled - - - - -
portl0 disabled - = = = =
BEF4N17000030-0 disabled - = = = -
_F1InK1l MLAGO disabled - = = = =

portl and port2 are the only ports configured with the same native VLAN 10.
‘What are two reasons that can trigger portl to shut down? (Choose two.)

A. An endpoint sent a BPDU on port! that it received from another interface.
B. Loop guard frame sourced from port] was received on portl.

C. STP triggered a loop and applied loop guard protection on portl.

D. port] was shut down by loop guard protection.

Answer: B,.D

NEW QUESTION # 27
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