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Fortinet NSE 7 - Enterprise Firewall 7.2 NSE7 EFW-7.2 Priifungsfragen mit
Losungen (Q28-Q33):

28. Frage

An administrator has configured two fortiGate devices for an HA cluster. While testing HA failover, the administrator notices that
some of the switches in the network continue to send traffic to the former primary device What can the administrator do to fix this
problem?

A. Configure set send-garp-on-failover enables under config system ha on both cluster members

B. Configure set link -failed signal enable under-config system ha on both Cluster members

C. Configure remote Iink monitoring to detect an issue in the forwarding path

D. Verify that the speed and duplex settings match between me FortiGate interfaces and the connected switch ports

Antwort: B

Begrindung;

Virtual MAC Address and Failover

- The new primary broadcasts Gratuitous ARP packets to notify the network that each virtual MAC is now reachable through a
diferent switch port.

- Some high-end switches might not clear their MAC table correctly after a failover - Solution: Force former primary to shut down
all its interfaces for one second when the failover happens (excluding heartbeat and reserved management interfaces):

#Config system ha
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set link-failed-signal enable
end
- This simulates a link failure that clears the related entries from MAC table of the switches.

29. Frage
Refer to the exhibit, which shows a network diagram.
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Which IPsec phase 2 configuration should you impalement so that only one remote site is connected at any time?

A. Set net-device to enable

B. Set route-overlap to allow.

C. Set route-overlap to either use-new or use-old
D. Set single-source to enable

Antwort: C
Begrindung:

To ensure that only one remote site is connected at any given time in an [Psec VPN scenario, you should use route-overlapwith the
option to either use-new or use-old. This setting dictates which routes are preferred and how overlaps in routes are handled,

allowing for one connection to take precedence over the other (C).
References:
* FortiOS Handbook - IPsec VPN

30. Frage
Refer to the exhibit, which shows two configured FortiGate devices and peering over FGSP.

F::RTINET

The main link directly connects the two FortiGate devices and is configured using the set session-syn-dev <interface> command.



What is the primary reason to configure the main link?

A. To load balance both sessions and configuration synchronization between layer 2 and 3
B. To have both sessions and configuration synchronization in layer 3

C. To have only configuration synchronization in layer 3

D. To have both sessions and configuration synchronization in layer 2

Antwort: B

Begrindung:

The primary purpose of configuring a main link between the devices is to synchronize session information so that if one unit fails, the
other can continue processing traffic without dropping active sessions.

A).To have both sessions and configuration synchronization in layer 2. This is incorrect because FGSP is used for session
synchronization, not configuration synchronization.

B).To load balance both sessions and configuration synchronization between layer 2 and 3.FGSP does not perform load balancing
and is not used for configuration synchronization.

C).To have only configuration synchronization in layer 3. The main link is not used solely for configuration synchronization.

D).To have both sessions and configuration synchronization in layer 3.The main link in an FGSP setup is indeed used to synchronize
session information across the devices, and it operates at layer 3 since it uses IP addresses to establish the peering.

31. Frage
Refer to the exhibit, which shows device registration on FortiManager.

FortiManager ¥ disgrose dvm device list
- There are currently 6 devices/vdoms managed ---
- There are currently 6 devices/vdoms count for license ---

TYPE oID SN HA 1w NAME ADOM IPS FIRHHARE Hil_GenX

unregistercd 273 FGVMO10000077646 - 10.1.0.1:9443 FGVMO10000077646 root  NJA 7.6 MR2 (1396) MN/A
|- STATUS: dev-db: unknown; conf: unknown; cond: unregistered; dm: none; cghn’
|- vdon:[3]root flags:® adom:root pkg:[never-installed)

unregistered 399 FEVMD10000077648 - 10.1.0,100:9323 FGUWMO10000077648 « Foot /A 7.0 MR2 (1396) WN/A
|« STATUS: deév-db: unknomn; conf: unknown; cond: uarégistered] do:\noMe; coan: unknown
|- wdom:([3]root flags:@ adom:root pkg:[never-installed]

unregistered 285 FGVMD 10009077650 - 10.1.9.253:5443 AEVADI0DO@RIT650 root LT 7.@ MR2 (1396) N/Aa
|- STATUS: dev-db: unknown; conf: unknown; cond® unFegistered; dn: none; conn: unknown
|- vdon:[3)root flags:0 adom:root pkg:[nevgF inikalled)

fogfaz-managed 297 FOVMO10000077649 - 1040475 RGFW-1 Core 6.00741 (extended) 7.0 MR2 (1296) N/A
|- STATUS: dev-db: not modified; conk: fin'sync; cond: OK; dm: autoupdated; conn: up
|+ vdon:[3])root flags:0 adbm:00Re pkit[inported |NGFW-1

fmgfaz-managed 321 FGVMD 10020077651 # §03.64.3.1 Spoke-1 Core 6.00741 (extended) 7.0 MR2 (1396) N/A
|- STATUS: dev-db: modifigdiiconf: in sync; cond: Modified (recent auto-updated); dm: autoupdated; conn: up
|- wdon:(3]root flags:1 adom:Core pkg:[cut-of-sync]Spokes

fmgfaz-managed 333 FGVMO10000077652 - 100.64.5.1 Spoke-2 Core 6.00741 (extended) 7.0 MR2 (13%6) N/A
|- STATUS: dev-db: modified; conf: in sync; cond: Modified (recent auto-updated); dm: sutoupdeted; conn: up
|- vdon:[3]root flags:1l adom:Core pkg:[cut-of-sync]$

‘What can you conclude about the Spoke-1 and Spoke-2 configurations with respect to the information cond:
Modified (recent auto-updated)?

A. On NGFW-A, the configuration was changed and spokes are wailing for an autoupdate.

B. On both Spoke-1 and Spoke-2, the configuration was changed directly on the FortiGate device, and the changes were
automatically retrieved by the device database.

C. Based on the policy configuration on NGFW-1, the configuration on both spokes is modified and automatically updated.
D. Spoke-1 and Spoke-2 are sharing the same security policy configuration and the same policy package.

Antwort: A

32. Frage
Which two statements about IKE vision 2 are true? (Choose two.)

A. It supports the extensible authentication protocol (EAP)

B. Phase 1 includes main mode

C. It supports the XAuth protocol.

D. It exchanges a minimum of four messages to establish a secure tunnel

Antwort: A, D

Begrindung;



IKE version 2 supports the extensible authentication protocol (EAP), which allows for more flexible and secure authentication
methods]. IKE version 2 also exchanges a minimum of four messages to establish a secure tunnel, which is more efficient than IKE
version 12. Reference: = IKE settings | FortiClient 7.2.2 - Fortinet Documentation, Technical Tip: How to configure IKE version 1
or 2 ... - Fortinet Community
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