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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q59-Q64):
NEW QUESTION # 59 
Refer to the exhibit, which shows a routing table.

What two options can you configure in OSPF to block the advertisement of the 10.1.10.0 prefix?
(Choose two.)

A. Configure a distribute-list-out
B. Remove the 10.1.10.0 prefix from the OSPF network
C. Disable Redistribute Connected
D. Configure a route-map out

Answer: B,C

Explanation:
On OSFP distribute-list and route-maps exist only incoming, and because you want to exclude a connected network from
redistribution you can not use the option "redistibute connected", so you have to specify the networks manually.

NEW QUESTION # 60 
Exhibit.

Refer to the exhibit, which shows the output from the webfilter fortiguard cache dump and webfilter categories commands.
Using the output, how can an administrator determine the category of the training.fortinet.com am website?

A. The administrator must convert the first three digits of the IP hex value to binary
B. The administrator must add both the Pima in and Iphex values of 34 to get the category number
C. The administrator can look up the hex value of 34 in the second command output.
D. The administrator must convert the first two digits of the Domain hex value to a decimal value

Answer: C

Explanation:
Option B is correct because the administrator can determine the category of the training.fortinet.com website by looking up the hex
value of 34 in the second command output. This is because the first command output shows that the domain and the IP of the
website are both in category (Hex) 34, which corresponds to Information Technology in the second command output1.
Option A is incorrect because the administrator does not need to convert the first three digits of the IP hex value to binary. The IP
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hex value is already in the same format as the category hex value, so the administrator can simply compare them without any
conversion2.
Option C is incorrect because the administrator does not need to add both the Pima in and Iphex values of 34 to get the category
number. The Pima in and Iphex values are not related to the category number, but to the cache TTL and the database version
respectively3.
Option D is incorrect because the administrator does not need to convert the first two digits of the Domain hex value to a decimal
value. The Domain hex value is already in the same format as the category hex value, so the administrator can simply compare them
without any conversion2. Reference: =
1: Technical Tip: Verify the webfilter cache content4
2: Hexadecimal to Decimal Converter5
3: FortiGate - Fortinet Community6
4: Web filter | FortiGate / FortiOS 7.2.0 - Fortinet Documentation7

NEW QUESTION # 61 
Which statement is true regarding the Bidirectional Forwarding Detection protocol in BGP?

A. BFD is used to detect one way device failure
B. BFD is enabled under config router bfd configuration
C. BFD is only supported when two FortiGate devices are directly connected on the same network
D. BFD is using BGP keepalive messages to check the status of BGP peer

Answer: A

NEW QUESTION # 62 
Refer to the exhibit, which shows the output of a BGP summary.

What two conclusions can you draw from this BGP summary? (Choose two.)

A. External BGP (EBGP) exchanges routing information.
B. The router 100.64.3.1 has the parameter bfd set to enable.
C. The neighbors displayed are linked to a local router with the neighbor-range set to a value of 4.
D. The BGP session with peer 10.127.0.75 is established.

Answer: A,D

Explanation:
The output of the BGP (Border Gateway Protocol) summary shows details about the BGP neighbors of a router, their Autonomous
System (AS) numbers, the state of the BGP session, and other metrics like messages received and sent.
From the BGP summary provided:
A). External BGP (EBGP) exchanges routing information.
This conclusion can be inferred because the AS numbers for the neighbors are different from the local AS number (65117), which
suggests that these are external connections.
B). The BGP session with peer 10.127.0.75 is established. This is indicated by the state/prefix received column showing a numeric
value (1), which typically means that the session is established and a number of prefixes has been received.
C). The router 100.64.3.1 has the parameter bfd set to enable. This cannot be concluded directly from the summary without
additional context or commands specifically showing BFD (Bidirectional Forwarding Detection) configuration.
D). The neighbors displayed are linked to a local router with the neighbor-range set to a value of 4. The neighbor- range concept
does not apply here; the value 4 in the 'V' column stands for the BGP version number, which is typically 4.



NEW QUESTION # 63 
Winch two statements about ADVPN are true? (Choose two)

A. lt supports NAI for on-demand tunnels
B. auto-discovery receiver must be set to enable on the Spokes.
C. Spoke to-spoke traffic never goes through the hub
D. Routing is configured by enabling add-advpn-route

Answer: A,B

Explanation:
ADVPN (Auto Discovery VPN) is a feature that allows to dynamically establish direct tunnels (called shortcuts) between the spokes
of a traditional Hub and Spoke architecture. The auto-discovery receiver must be set to enable on the spokes to allow them to
receive NHRP messages from the hub and other spokes. NHRP (Next Hop Resolution Protocol) is used for on-demand tunnels,
which are established when there is traffic between spokes. Routing is configured by enabling add-nhrp-route, not add-advpn-route.
Reference := ADVPN | FortiGate / FortiOS 7.2.0 | Fortinet Document Library, Technical Tip: Fortinet Auto Discovery VPN
(ADVPN)
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